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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version HPE HSR6800-CMW520-R3303P27-RU. Before you use this version in a live network, 
back up the configuration and test the version to avoid software upgrade affecting your live network.  

Use this document in conjunction with HPE HSR6800-CMW520-R3303P27-RU Release Notes 
(Software Feature Changes) and the documents listed in "Related documents." 

Important information 
In this software the format of the configuration files has been changed. To avoid any problems 
downgrading software, please backup the configuration file before upgrading. More details may be 
found in the Open problems and workarounds section "Open problems and workarounds." 

Version information 
Version number 

Comware software, Version 5.20.106, Release 3303P27,RU 

Note: You can see the version number with the command display version in any view. 

Version history 
Table 1 Version history 

Version number Last version Release 
date 

Relea
se 
type 

Remarks 

CMW520-R3303P27-RU CMW520-R3303P25-R
U 2016-3-22 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P25-RU CMW520-R3303P23-R
U 2015-12-14 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P23-RU CMW520-R3303P22-R
U 2015-11-16 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P22-RU CMW520-R3303P21-R
U 2015-8-10 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P21-RU CMW520-R3303P21 2015-6-8 
Releas
e 
version 

IPsec/IKE only supports 
the DES algorithm for 
encryption. 
FIPS mode wasn’t 
supported. 

CMW520-R3303P21 CMW520-R3303P20 2015-6-8 
Releas
e 
version 

Fixes bugs. 
Modified feature: ipv6 tag 
tag-value option was 
added 

CMW520-R3303P20 CMW520-R3303P18 2015-4-30 Releas
e 

Fixes bugs. 
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Version number Last version Release 
date 

Relea
se 
type 

Remarks 

version 

CMW520-R3303P18 CMW520-R3303P16 2015-1-26 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P16 CMW520-R3303P12 2014-11-26 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P12 CMW520-R3303P10 2014-11-5 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P10 CMW520-R3303P09 2014-7-8 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P09 CMW520-R3303P08 2014-6-30 
Releas
e 
version 

New feature release. 

CMW520-R3303P08 CMW520-R3303P07 2014-6-30 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P07 CMW520-R3303P06 2014-5-30 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P06 CMW520-R3303P05 2014-4-25 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P05 CMW520-R3302P02 2014-3-31 
Releas
e 
version 

Software feature change. 

CMW520-R3302P02 CMW520-R3302P01 2014-2-17 
Releas
e 
version 

Software feature change. 

CMW520-R3302P01 CMW520-R3302 2013-12-13 
Releas
e 
version 

Fixes bugs. 

CMW520-R3302 CMW520-E3201P03 2013-11-26 
Releas
e 
version 

Fixes bugs. 

CMW520-E3201P03 CMW520-R3103P05 2013-8-29 
Releas
e 
version 

New hardware release: 
FIP-300 
FIP-310 
HIM-TS8P 
New feature release: 
IRF  
PE Supported for UDP 
Helper 
FTP Server Support for 
IPv6 
Disabling peer route 
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Version number Last version Release 
date 

Relea
se 
type 

Remarks 

creation 
Group domain VPN 
Support for the ibgp and 
ebgp keywords was 
added to the balanced 
command 
The maximum interface 
description length is 
modified into 240 
characters 
The user must pass 
keyboard-interactive 
authentication 
Configuring online Layer 
3 portal user detection 

CMW520-R3103P05 CMW520-R3103P04 2013-7-15 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103P04 CMW520-R3103P02 2013-5-27 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103P02 CMW520-R3103P01 2013-4-25 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103P01 CMW520-R3103 2013-3-25 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103 None 2013-2-19 
Releas
e 
version 

First release. 

 

Hardware and software compatibility matrix 
 CAUTION:  

To avoid an upgrade failure, use this table to verify the hardware and software compatibility before 
performing an upgrade. 
 

Table 2 Hardware and software compatibility matrix 

Item Specifications 
Product family HSR6800 

Hardware platform HSR6802/HSR6804/HSR6808 

Memory 

RSE-X2: 4G 
FIP-110: 2G/4G 
FIP-210: 2G/4G 
FIP-300: 4G/4G 
FIP-310: 4G/4G 
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Item Specifications 
FIP-600: 4G 
SAP-24GBP: 2G/4G 
SAP-48GBP: 2G/4G 
SAP-48GBE: 2G/4G 
SAP-4EXP: 4G 

Flash/CF card Min 256M 

BootWare version 

Updates automatically with Host software. After this version is updated, 
the BootWare version will update to: 
RSE-X2: 1.06 
SFE-X1: 1.06 
FIP-110: 1.13  
FIP-210: 1.08  
FIP300/FIP310: 1.07 
SAP-24GBP/SAP48GBP: 1.07  
SAP-48GBE: 1.07 
SAP-4EXP: 1.15 
FIP-600: 1.15 
Note: You can display the version number with the display version 
command in any view. Please see Note and Note. 

Host software 

HSR6800-CMW520-R3303P27-RU.bin for the following hardware: 
JG364A HP HSR6800 RSE-X2 Router Main Processing Unit 
JG779A HP HSR6800 RSE-X2 Router TAA-compliant Main Processing 
Unit 

iMC version 

iMC EAD 7.1 (E0301P03) 
iMC TAM 7.1 (E0302P08) 
iMC UAM 7.1 (E0302P08) 
iMC IVM 7.1 (E0301P01) 
iMC MVM 7.1 (E0301) 
iMC NTA 7.1 (E0301P04) 
iMC PLAT 7.1 (E0303P10) 
iMC SHM 7.1 (E0301P02) 
iMC UBA 7.1 (E0301P04) 

iNode iNode PC 7.1 (E0307) 

OAA version 

SPE-FMW-200: SECBLADEII-CMW520-R3103P01P13 
SPE-SSL-200: SECBLADESSLVPN-CMW340-E7101 
SPE-ACG-200: SecPathACG2000&SecBladeACG-IMW110-E6117P17 
SPE-IPS-200: IPS-IMW110-E2113P03 

 

Table 3 Hardware and software compatibility matrix 2 

Board 
model Board version Logic version Remarks 

RSE-X2 VER.B 
Basic: 100 
Extended: 100 

HP HSR6800 RSE-X2 Router Main Processing Unit 

SFE-X1 VER.A 100 HP HSR6808 SFE-X1 Switch Fabric Engine Router 
Module 
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Board 
model Board version Logic version Remarks 

FIP-110 VER.A 
Module: 200 
Fixed 2GE: 100 

HP A6600 FIP-110 Flexible Interface Platform 
Module 

FIP-210 VER.C 
Module: 200 
Fixed 2GE: 100 

HP A6600 FIP-210 Flexible Interface Platform 
Module 

FIP-300 VER.B 100 HP HSR6800 FIP-300 Flexible Interface Platform 
Module 

FIP-310 VER.A 100 HP HSR6800 FIP-310 Flexible Interface Platform 
Module 

FIP-600 VER.B 
Module: 200 
Fixed 2GE: 300 

HP HSR6800 FIP-600 Flexible Interface Platform 
Router Module 

SAP-24GBP VER.A 100 HP A6600 24-port GbE SFP Service Aggregation 
Platform Module 

SAP-48GBP VER.A 100 HP 6600 48-port GbE SFP Service Aggregation 
Platform Module 

SAP-48GBE VER.A 100 HP A6600 48-port Gig-T Service Aggregation 
Platform Module 

SAP-4EXP VER.A 100 HP HSR6800 4-port 10GbE SFP+ Service 
Aggregation Platform Router Module 

HIM-8FE VER.B 100 HP A6600 8-port 10/100Base-T HIM Module 

HIM-4GBE VER.B 200 HP A6600 4-port Gig-T HIM Module 

HIM-4GBP VER.A 200 HP A6600 8-port Gig-T HIM Module 

HIM-8GBE VER.B 200 HP A6600 8-port Gig-T HIM Module 

HIM-8GBP VER.A 200 HP A6600 8-port GbE SFP HIM Module 

HIM-1EXP VER.A 200 HP A6600 1-port 10-GbE XFP HIM Module 

HIM-CL1P VER.B 
Main card: 100 
Subcard: 200 

HP A6600 1-port OC-3/STM-1 (E1/T1) CPOS SFP 
HIM Module 

HIM-CL2P VER.B 
Main card: 100 
Subcard: 200 

HP A6600 2-port OC-3/STM-1 (E1/T1) CPOS SFP 
HIM Module 

HIM-CLS1P VER.A 100 HP A6600 1-port OC-3/STM-1 (E3/T3) CPOS SFP 
HIM Module 

HIM-CLS2P VER.A 100 HP A6600 2-port OC-3/STM-1 (E3/T3) CPOS SFP 
HIM Module 

HIM-MSP2P VER.A 100 HP A6600 2-port OC-3c/STM-1c or 1-port 
OC-12c/STM-4c POS SFP HIM Module 

HIM-MSP4P VER.A 100 HP A6600 4-port OC-3c/STM-1c or 2-port 
OC-12c/STM-4c POS SFP HIM Module 

HIM-PS1P VER.A 100 HP A6600 1-port OC-48c/STM-16c POS/CPOS SFP 
HIM Module 

HIM-AL1P VER.A 100 HP A6600 1-port OC-3c/STM-1c ATM SFP HIM 
Module 

HIM-AL2P VER.A 100 HP A6600 2-port OC-3c/STM-1c ATM SFP HIM 
Module 



6 

Board 
model Board version Logic version Remarks 

HIM-RS2P VER.A 100 HP A6600 2-port OC-48c/STM-16c RPR SFP HIM 
Module 

HIM-TS8P VER.A 200 HP 6600 8-port OC-3c/OC-12c POS / GbE SFP HIM 
Module 

 

Table 4 MPU and FIP compatibility matrix 

MPU/FIP FIP-110 FIP-21
0 

FIP-30
0 FIP-310 FIP-600 SAP-24GB

P 
SAP-4
8GBP 

SAP-4
8GBE 

RSE-X2 √ √ √ √ √ √ √ √ 

Table 5 MPU/SFE and host compatibility matrix 

MPU/Host HSR6802 HSR6804 HSR6808 

RSE-X2 √ √ √ 

SFE-X1 × × √(Only can be configured at slot 6) 

Note: The MPUs of HSR6800 only support the host listed in this table. 
 

Table 6 Module and hardware platform compatibility matrix 

Module FIP-110 FIP-210 FIP-300 FIP-310 FIP-600 

HIM: High-speed Interface Module 

RT-HIM-8FE-H3 × √ √ √ √ 

RT-HIM-4GBE-WAN-H3 × √ √ √ √ 

RT-HIM-8GBE-WAN-H3 × √ √ √ √ 

RT-HIM-4GBP-H3 × √ √ √ √ 

RT-HIM-8GBP-H3 × √ √ √ √ 

RT-HIM-1CPOS/STM1-H3 × √ √ √ × 

RT-HIM-2CPOS/STM1-H3 × √ √ √ × 

RT-HIM-CLS1P-H3 × √ √ √ × 

RT-HIM-CLS2P-H3 × √ √ √ × 

RT-HIM-MSP2P-H3 × √ √ √ √ 

RT-HIM-MSP4P-H3 × √ √ √ √ 

RT-HIM-AL1P-H3 × √ √ √ × 

RT-HIM-AL2P-H3 × √ √ √ × 

RT-HIM-1EXP-H3 × √ √ √ √ 

RT-HIM-1POS/STM16-H3 × √ √ √ √ 

RT-HIM-RS2P-H3 × √ √ √ × 
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Module FIP-110 FIP-210 FIP-300 FIP-310 FIP-600 

RT-HIM-TS8P × √ √ √ √ 

MIM: Multi-functional Interface Module 

RT-MIM-2GBE-H3 √ √ √ √ × 

RT-MIM-2SAE-H3 √ √ √ √ × 

RT-MIM-4SAE-H3 √ √ √ √ × 

RT-MIM-8SAE-H3 √ √ √ √ × 

RT-MIM-8E1(75)-H3 √ √ √ √ × 

RT-MIM-8E1(75)-F-H3 √ √ √ √ × 

RT-MIM-8T1-H3 √ √ √ √ × 

RT-MIM-8T1-F-H3 √ √ √ √ × 

RT-MIM-1CE3-V2-H3 √ √ √ √ × 

RT-MIM-1CT3-V2-H3 √ √ √ √ × 

Note: Ticks indicate supported modules while crosses indicate unsupported modules.  
 

Sample：To display the host software and BootWare version, perform the following:  
<HP>display version 

HPE Comware Platform Software 

Comware Software, Version 5.20.106, Release 3303P27,RU                ------- Note① 

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 

HPE HSR6802 uptime is 0 week, 0 day, 0 hour, 7 minutes 

 

Slot 0: RSE-X2 uptime is 0 week, 0 day, 0 hour, 7 minutes 

 CPU type: FREESCALE P2020 1000MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Basic     Logic Version: 1.0 

 Extend    Logic Version: 1.0 

 Basic  BootWare Version: 1.04 

 Extend BootWare Version: 1.04                                       ------note② 

 [FIXED  PORT] CON              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] AUX              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] MGE0/0/0         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 

Slot 2: FIP-600 uptime is 0 week, 0 day, 0 hour, 5 minutes 

 CPU type: FREESCALE P4080 1500MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 
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 Logic           Version: 139.0 

 Basic  BootWare Version: 1.08 

 Extend BootWare Version: 1.08 

 [FIXED  PORT] GE2/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE2/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-8GBE         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)2.0 

 

Slot 3: FIP-210 uptime is 0 week, 0 day, 0 hour, 5 minutes 

 CPU type: RMI XLR732 1000MHz 

 2048M bytes DDR2 SDRAM Memory 

 4M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.C 

 Logic           Version: 2.0 

 Basic  BootWare Version: 1.06 

 Extend BootWare Version: 1.06 

 [FIXED  PORT] GE3/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE3/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-CL2P(E)      (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

Upgrading restrictions and guidelines 
None. 

Hardware feature updates 
CMW520-R3303P27-RU 

None. 

CMW520-R3303P25-RU 
None. 

CMW520-R3303P23-RU 
None. 

CMW520-R3303P22-RU 
None. 
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CMW520-R3303P21-RU 
None. 

CMW520-R3303P21 
None. 

CMW520-R3303P20 
None. 

CMW520-R3303P18 
None. 

CMW520-R3303P16 
None. 

CMW520-R3303P12 
None. 

CMW520-R3303P10 
None. 

CMW520-R3303P09 
None. 

CMW520-R3303P08 
None. 

CMW520-R3303P07 
None. 

CMW520-R3303P06 
None. 
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CMW520-R3303P05 
None. 

CMW520-R3302P02 
None. 

CMW520-R3302P01 
None. 

CMW520-R3302 
None. 

CMW520-E3201P03 
CMW520-E3201P03 supports the following new hardware: 
• HPE HSR6800 FIP-300 Flexible Interface Platform Module 
• HPE HSR6800 FIP-310 Flexible Interface Platform Module 
• HPE 6600 8-port OC-3c/OC-12c POS / GbE SFP HIM Module  

CMW520-R3103P05 
CMW520-R3103P05 supports the following new hardware: 
• HPE HSR6800 RSE-X2 Router TAA-compliant Main Processing Unit  

Restrictions and cautions 
The network management interface of HSR6808 was set to 5/0/0 in pre-production units; it is now 
standardized to 0/0/0.  

Software feature and command updates 
For more information about the software feature and command update history, see HPE 
HSR6800-CMW520-R3303P25-RU Release Notes (Software Feature Changes).  

MIB updates 
Table 7 MIB updates 

Item MIB file Module Description 
CMW520-R3303P27-RU 
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Item MIB file Module Description 
New None None None 

Modified None None None 

CMW520-R3303P25-RU 

New None None None 

Modified None None None 

CMW520-R3303P23-RU 

New None None None 

Modified None None None 

CMW520-R3303P22-RU 

New None None None 

Modified None None None 

CMW520-R3303P21-RU 

New None None None 

Modified None None None 

CMW520-R3303P21 

New None None None 

Modified None None None 

CMW520-R3303P20 

New None None None 

Modified None None None 

CMW520-R3303P18 

New None None None 

Modified None None None 

CMW520-R3303P16 

New None None None 

Modified None None None 

CMW520-R3303P12 

New None None None 

Modified None None None 

CMW520-R3303P10 

New None None None 

Modified None None None 

CMW520-R3303P09 

New None None None 

Modified None None None 

CMW520-R3303P08 

New None None None 
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Item MIB file Module Description 
Modified None None None 

CMW520-R3303P07 

New None None None 

Modified None None None 

CMW520-R3303P06 

New hh3c-transceiver-info.mib hh3cTransceiverInfoTable None 

Modified None None None 
 

Operation changes 
Operation changes in CMW520-R3303P27-RU 

None. 

Operation changes in CMW520-R3303P25-RU 
The names displayed for cards and subcards are modified to be the same as their marks: 
 

Original name New name 
MIM-1ATM-OC3SM 1ATM-OC3SM 

MIM-1ATM-OC3MM 1ATM-OC3MM 

MIM-1ATM-OC3SML 1ATM-OC3SML 

MIM-1ATM-OC3 1ATM-OC3 

MIM-IMA-8E1(75) IMA-8E1(75) 

MIM-IMA-8T1 IMA-8T1 

MIM-IMA-4E1(75) IMA-4E1(75) 

MIM-IMA-4T1 IMA-4T1 

MIM-IMA-8E1(120) IMA-8E1(120) 

MIM-IMA-4E1(120) IMA-4E1(120) 

MIM-1AE3 1AE3 

MIM-1AT3 1AT3 

HIM-CLS2P(E) CLS2P 

HIM-CLS2P(T) CLS2P 

HIM-CLS1P(E) CLS1P 

HIM-CLS1P(T) CLS1P 

HIM-CL2P(E) CL2P 

HIM-CL2P(T) CL2P 

HIM-CL1P(E) CL1P 
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Original name New name 
HIM-CL1P(T) CL1P 

MIM-1CE3 1CE3 

MIM-2CE3 2CE3 

HIM-PS1P(ECPOS) PS1P 

HIM-AL2P AL2P 

HIM-AL1P AL1P 

HIM-8GBP 8GBP 

HIM-4GBP 4GBP 

HIM-8GBE 8GBE 

HIM-4GBE 4GBE 

HIM-8FE 8FE 

MIM-1POS 1POS 

HIM-MSP4P(OC-3) MSP4P 

HIM-MSP4P(OC-12) MSP4P 

HIM-MSP2P(OC-3) MSP2P 

HIM-MSP2P(OC-12) MSP2P 

HIM-PS1P(OC-48) PS1P 

HIM-CLS2P(OC-3) CLS2P 

HIM-CLS1P(OC-3) CLS1P 

HIM-RS2P(RPRPOS) RS2P 

MIM-2SAE 2SAE 

MIM-4SAE 4SAE 

MIM-8SAE 8SAE 

MIM-8E1(75) 8E1(75) 

MIM-8E1-F(75) 8E1(75)-F 

MIM-8T1 8T1 

MIM-8T1-F 8T1-F 

MIM-1CT3 1CT3 

HIM-TS8P TS8P 

HIM-XGBP XGBP 

HIM-1EXP 1EXP 
 

Original name New name 
MIM-1ATM-OC3SM 1ATM-OC3SM 

MIM-1ATM-OC3MM 1ATM-OC3MM 

MIM-1ATM-OC3SML 1ATM-OC3SML 

MIM-1ATM-OC3 1ATM-OC3 
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Original name New name 
MIM-IMA-8E1(75) IMA-8E1(75) 

MIM-IMA-8T1 IMA-8T1 

MIM-IMA-4E1(75) IMA-4E1(75) 

MIM-IMA-4T1 IMA-4T1 

MIM-IMA-8E1(120) IMA-8E1(120) 

MIM-IMA-4E1(120) IMA-4E1(120) 

MIM-1AE3 1AE3 

MIM-1AT3 1AT3 

HIM-CLS2P(E) CLS2P 

HIM-CLS2P(T) CLS2P 

HIM-CLS1P(E) CLS1P 

HIM-CLS1P(T) CLS1P 

HIM-CL2P(E) CL2P 

HIM-CL2P(T) CL2P 

HIM-CL1P(E) CL1P 

HIM-CL1P(T) CL1P 

MIM-1CE3 1CE3 

MIM-2CE3 2CE3 

HIM-PS1P(ECPOS) PS1P 

HIM-AL2P AL2P 

HIM-AL1P AL1P 

HIM-8GBP 8GBP 

HIM-4GBP 4GBP 

HIM-8GBE 8GBE 

HIM-4GBE 4GBE 

HIM-8FE 8FE 

MIM-1POS 1POS 

HIM-MSP4P(OC-3) MSP4P 

HIM-MSP4P(OC-12) MSP4P 

HIM-MSP2P(OC-3) MSP2P 

HIM-MSP2P(OC-12) MSP2P 

HIM-PS1P(OC-48) PS1P 

HIM-CLS2P(OC-3) CLS2P 

HIM-CLS1P(OC-3) CLS1P 

HIM-RS2P(RPRPOS) RS2P 

MIM-2SAE 2SAE 

MIM-4SAE 4SAE 
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Original name New name 
MIM-8SAE 8SAE 

MIM-8E1(75) 8E1(75) 

MIM-8E1-F(75) 8E1(75)-F 

MIM-8T1 8T1 

MIM-8T1-F 8T1-F 

MIM-1CT3 1CT3 

HIM-TS8P TS8P 

HIM-XGBP XGBP 

HIM-1EXP 1EXP 

Operation changes in CMW520-R3303P22-RU 
• Increased the maximum number of OSPF areas that can be created to 500 

Operation changes in CMW520-R3103 
• Changed the management interface on the SR6616-X router from M-GigabitEthernet 5/0/0 to 

M-GigabitEthernet 0/0/0 

Open problems and workarounds 
201312170312 

• Symptom: Content of MPLS packets were tampered to all-0. 
• Condition: Vpn frr topology, hdlc-bundle acts as mpls backup link. There is cross-board traffic. 

Vpn operation was changed from vpn popgo to undo vpn popgo. 
• Workaround: Don't choose p2p link like hdlc-bundle as backup link. 

201402250547 
• Symptom: When undo portal free-rule all, there are remaining entries undeleted in service 

board. 
• Condition: Huge interfaces enabled with portal and huge quantity of free-rule. 
• Workaround: Cancel portal configuration in interface. 

201404300237  
• Symptom: Packet loss occurs during a ping ipv6 operation that is executed for the first time 

over a Layer aggregate interface on an IRF. 
• Condition: This symptom can be seen if shut and undo shut commands are executed on the 

Layer 3 aggregate interface before the ping ipv6 operation.     
• Workaround: None. 
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List of resolved problems 
Resolved problems in CMW520-R3303P27-RU 
201512090150 

• Symptom: The display transceiver manuinfo command displays an incorrect vendor name 
for a transceiver module that has been repeatedly installed and removed.  

• Condition: This symptom might occur if a transceiver module is repeatedly installed and 
removed.  

201601210224 
• Symptom: An aggregate interface with member ports on an FIP-240 module cannot forward 

traffic if VRRP settings are configured and then removed on the aggregate interface. 
• Condition: This symptom might occur if the member ports of an aggregate interface are on an 

FIP-240 module, and VRRP settings are configured and then removed on the aggregate 
interface. 

201601250509 
• Symptom: Serious packet loss occurs on the peer port of a CBQ-enabled MP-group interface if 

congestion occurs on the MP-group interface. 
• Condition: This symptom might occur if CBQ is configured on an MP-group interface and 

congestion occurs on the MP-group interface (congestion can be verified by using the display 
interface command). 

201602020075 
• Symptom: When a large number of L2TP users are coming online simultaneously, interfaces of 

the router cannot be pinged, and LPUs cannot be accessed through Telnet. 
• Condition: This symptom might occur if a large number of L2TP users come online 

simultaneously. 

201512150445 
• Symptom: The router outputs a log message for RPCQ task errors if the display device 

manuinfo command fails to display electronic label information. 
• Condition: This symptom might occur if the display device manuinfo command fails to display 

electronic label information. 

201603080483 
• Symptom: Route flapping occurs if packet loss occurs on RIP-enabled Layer 3 Ethernet 

subinterfaces.  
• Condition: This symptom might occur if RIP is configured on a large number of Layer 3 Ethernet 

subinterfaces on FIP-240 modules. 

201602230048 
• Symptom: The router displays the "Wrong data byte" message if large ping packets are sent 

through an interface that is configured with security features, for example, the firewall 
packet-filter command. 

• Condition: This symptom might occur if large ping packets are sent through an interface that is 
configured with security features. 

201603210333 
• Symptom: The module of a router reboots unexpectedly.  
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• Condition: This symptom occurs if the display transceiver diagnosis interface command is 
executed to display the current values of the digital diagnosis parameters on transceiver 
modules when TX_fault alarms appear because transceiver modules fail to send information.  

201603210024 
• Symptom: The module of a router reboots unexpectedly.  
• Condition: This symptom occurs if an IPsec policy initiates negotiation and PFS is configured.  

Resolved problems in CMW520-R3303P25-RU 
201510300509 

• Symptom: A FIP card reboots unexpectedly during the traffic forwarding process if CBQ is 
configured for the QoS policy applied to the card. 

• Condition: This symptom occurs when CBQ is configured for the QoS policy applied to a FIP 
card and the card forwards traffic. 

201511160407 
• Symptom: OSPF neighbor flapping occurs if a network management tool traverses the large 

routing table to obtain the number of routes. 
• Condition: This symptom occurs when a network management tool traverses the routing table 

to obtain the number of routes and the routing table is large. 

201511260048 
• Symptom: Packet loss occurs when interfaces of a FIP-200 or FIP-210 card forward 

fragmented UDP packets. 
• Condition: This symptom occurs when interfaces of a FIP-200 or FIP-210 card forward 

fragmented UDP packets. 

201511040039 
• Symptom: Users bypass portal authentication. 
• Condition: This symptom occurs if the users come online when one of the following conditions 

exists: 
 A large number of online portal users change their IP addresses. 
 The interface that provides portal service forwards a large number of packets. 

Resolved problems in CMW520-R3303P23-RU 
201509070268 

• Symptom: A network management tool fails to read the device temperature. The device 
temperature is always displayed as 0°C. 

• Condition: This symptom occurs when a network management tool reads the device 
temperature and CPU usage simultaneously. 

201507190029 
• Symptom: CVE-2015-1788 
• Condition: When processing an ECParameters structure, OpenSSL enters an infinite loop. This 

can be used to perform denial of service against any system which processes public keys, 
certificate requests or certificates. 

• Symptom: CVE-2015-1789 
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• Condition: X509_cmp_time does not properly check the length of the ASN1_TIME string and/or 
accepts an arbitrary number of fractional seconds in the time string. An attacker can use this to 
craft malformed certificates and CRLs of various sizes and potentially cause a segmentation 
fault, resulting in a DoS on applications that verify certificates or CRLs. 

• Symptom: CVE-2015-1790 
• Condition: The PKCS#7 parsing code does not handle missing inner EncryptedContent 

correctly. An attacker can craft malformed PKCS#7 blobs with missing content and trigger a 
NULL pointer dereference on parsing. 

• Symptom: CVE-2015-1792 
• Condition: When verifying a signedData message, the CMS code can enter an infinite loop. 

This can be used to perform denial of service against any system which verifies signedData 
messages using the CMS code. 

201510100241 
• Symptom: Some BGP routes cannot be summarized in a BGP summary route. 
• Condition: This symptom occurs if the following operations are performed on the local PE in an 

MPLS L3VPN: 
 Create a static route and use the VPNv4 route learned from the remote PE as the next hop 

of the route. 
 Redistribute the static route into the BGP routing table. 
 Assign the CE-side interface an IP address that is on the same subnet with the next hop of 

the static route. 

201511120074 
• Symptom: A service module enabled with NetStream reboots abnormally. 
• Condition: This symptom might occur if a large number of NetStream entries are created or age 

out. 

Resolved problems in CMW520-R3303P22-RU 
201508050351 

• Symptom: The router does not send traps when a member port in an aggregation group 
changes between up and down states. 

• Condition: This symptom occurs if a member port in an aggregation group changes between up 
and down states. 

201507280083 
• Symptom: The router is disconnected after dialing in to the LNS through L2TP. 
• Condition: This symptom occurs if the service provider network between the LAC and LNS is 

unstable. 

201504090377 
• Symptom: CVE-2015-0209 
• Condition: A malformed EC private key file consumed via the d2i_ECPrivateKey function could 

cause a use after free condition. This could lead to a DoS attack or memory corruption for 
applications that receive EC private keys from untrusted sources. 

• Symptom: CVE-2015-0287 
• Condition: Reusing a structure in ASN.1 parsing may allow an attacker to cause memory 

corruption via an invalid write. Applications that parse structures containing CHOICE or ANY 
DEFINED BY components may be affected. 
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• Symptoms: CVE-2015-0288 
• Condition: The function X509_to_X509_REQ will crash with a NULL pointer dereference if the 

certificate key is invalid. 
• Symptoms: CVE-2015-0289 
• Condition: The PKCS#7 parsing code does not handle missing outer ContentInfo correctly. An 

attacker can craft malformed ASN.1-encoded PKCS#7 blobs with missing content and trigger a 
NULL pointer dereference on parsing. 

• Symptoms: CVE-2015-0292 
• Condition: A vulnerability existed in previous versions of OpenSSL related to the processing of 

base64 encoded data. 

201506220006 
• Symptoms: When an interface  without MPLS enabled receives MPLS-labeled packets, the 

interface incorrectly forwards the MPLS-labeled packets to the next LSR by LFIB entry. 
• Condition: This symptom occurs when the interface does not have MPLS enabled and the 

interface receives MPLS-labeled packets that match the FIB entries. 

201506190153 
• Symptom: The router does not preferentially use static address allocation when receiving a 

DHCP-INFORM message from a client. 
• Condition: This symptom occurs if the following conditions exist: 

 The client is bound to an IP address in a DHCP address pool. 
 Another DHCP address pool contains the IP address bound to the client. 

Resolved Problems in CMW520-R3303P21-RU 
• None 

Resolved problems in CMW520-R3303P21 
201506010045 

• Symptom: The per-packet load sharing mode does not take effect on an IRF port. 
• Condition: This symptom occurs if per-packet load sharing is configured on an IRF port. 

201505210436 
• Symptom: Each fixed GE port on an RT-FIP-300 or RT-FIP-310 module cannot transmit or 

receive packets. 
• Condition: This symptom might occur on RT-FIP-300 or RT-FIP-310 modules. 

201505050237 
• Symptom: The display interface pos command output does not include the Clock grade field 

for a POS interface with the clock mode set to slave. 
• Condition: This symptom occurs on POS interfaces with the clock mode set to slave. 

201505270047 
• Symptom: A router that runs IPsec services reboots unexpectedly. 
• Condition: This symptom might occur when IPsec services are running on the router. 
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201506040048 
• Symptom: An SNMP walk on the ifOperStatus node for an aggregate interface returns down 

when the aggregate interface is up. 
• Condition: This symptom occurs when an SNMP walk on the ifOperStatus node is performed 

for an aggregate interface. 

201501070612 
• Symptom: The Connector Type field in the display transceiver interface command output 

displays Unknown. 
• Condition: This symptom occurs on Finisar's 1000_BASE_T_AN_SFP transceiver modules. 

201501270052 
• Symptom: An interface fails to send out "ICMP fragmentation needed and DF set" messages. 
• Condition: This symptom occurs if NAT is configured on the interface. 

Resolved problems in CMW520-R3303P20 
201503200240 

• Symptom: The CPU is busy and the performance of the router degrades after a GRE tunnel is 
set up. 

• Condition: This symptom might occur if the GRE tunnel source interface is an aggregate 
interface, and the service slot command is not configured on the aggregate interface. 

201504150408 
• Symptom: The router's forwarding performance degrades after NetStream is enabled. 
• Condition: This symptom might occur if one of the following conditions exists: 

 NetStream is enabled on multiple interfaces. 
 NetStream is enabled for both incoming and outgoing traffic on an interface. 

201501290312 
• Symptom: The validity and expiration date settings for local users cannot survive a reboot. 
• Condition: This symptom might occur if the router reboots. 

201503160096 
• Symptom: MIB Browser keeps displaying the message "no such object". 
• Condition: This symptom might occur if the pppoe and snmpext nodes are walked through 

SNMPv2c. 

201501200518 
• Symptom: CVE-2014-3571 
• Condition: A carefully crafted DTLS message can cause a segmentation fault in OpenSSL due 

to a NULL pointer dereference. This could lead to a Denial Of Service attack.  
• Symptom: CVE-2015-0206 
• Condition: A memory leak can occur in the dtls1_buffer_record function under certain 

conditions. In particular this could occur if an attacker sent repeated DTLS records with the 
same sequence number but for the next epoch. The memory leak could be exploited by an 
attacker in a Denial of Service attack through memory exhaustion.  

• Symptom: CVE-2015-0205 
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• Condition: An OpenSSL server will accept a DH certificate for client authentication without the 
certificate verify message. This effectively allows a client to authenticate without the use of a 
private key. This only affects servers which trust a client certificate authority which issues 
certificates containing DH keys. 

• Symptom: CVE-2014-3570 
• Condition: Bignum squaring (BN_sqr) may produce incorrect results on some platforms, 

including x86_64. This bug occurs at random with a very low probability, and is not known to be 
exploitable in any way.  

• Symptom: CVE-2015-0204 
• Condition: An OpenSSL client will accept the use of an RSA temporary key in a non-export RSA 

key exchange ciphersuite. A server could present a weak temporary key and downgrade the 
security of the session. 

• Symptom: CVE-2014-3572 
• Condition: An OpenSSL client will accept a handshake using an ephemeral ECDH ciphersuite 

using an ECDSA certificate if the server key exchange message is omitted. This effectively 
removes forward secrecy from the ciphersuite. 

• Symptom: CVE-2014-8275 
• Condition: By modifying the contents of the signature algorithm or the encoding of the 

signature, it is possible to change the certificate's fingerprint. Only custom applications that rely 
on the uniqueness of the fingerprint may be affected. 

• Symptom: CVE-2014-3569 
• Condition: The ssl23_get_client_hello function in s23_srvr.c in OpenSSL 0.9.8zc, 1.0.0o, and 

1.0.1j does not properly handle attempts to use unsupported protocols, which allows remote 
attackers to cause a denial of service (NULL pointer dereference and daemon crash) via an 
unexpected handshake, as demonstrated by an SSLv3 handshake to a no-ssl3 application with 
certain error handling.  

201501300036 
• Symptom: Neighbor flapping or packet loss occurs on a fixed interface and its subinterfaces. 
• Condition: This symptom can be seen if the following conditions exist: 

 Dynamic routing protocols and NetStream are configured on both the fixed interface and its 
subinterfaces. 

 The NetStream data export rate is less than 500. 

201502130081 
• Symptom: The number of normal L2TP sessions cannot reach the upper limit on a card. 
• Condition: This symptom might be seen if the total number of L2TP sessions has reached the 

upper limit of the card. 

201503030450 
• Symptom: Users fail portal authentication. 
• Condition: This symptom can be seen if portal user online detection is enabled. 

201503050260 
• Symptom: Performance of the router degrades, and forwarding errors occur. 
• Condition: This symptom might be seen if the number of traffic flows flaps on an FIP600 

module. 
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Resolved problems in CMW520-R3303P18 
201412310398 

• Symptom: CVE-2014-9295 
• Condition: Stack-based buffer overflows in ntpd in NTP before 4.2.8 allows remote attackers to 

execute arbitrary code via a crafted packet. 

201501130355 
• Symptom: Packet loss occurs because of high CPU usage. 
• Condition: This symptom can be seen if a large number of branches are connected to the 

headquarters through IPsec by configuring policy templates and many applications are added. 

201501210531 
• Symptom: The router reboots because of memory leak. 
• Condition: This symptom can be seen on distributed routers if any of the following interfaces are 

created only on FIP cards and go up/down frequently: 
 VA. 
 VPLS AC. 
 VPLS PW. 

201501150244 
• Symptom: The FIP300 card might reboot unexpectedly after long-time operation. 
• Condition: This symptom can be seen if an interface that is configured for port mirroring 

experiences congestion in its outbound direction on the FIP300 card. 

201411250117 
• Symptom: When an ATM PVC is down, the packets sourced from this router can be sent and 

received correctly.  
• Condition: This symptom occurs when the following conditions exist: 

 The ATM PVC status changes.  
 The driver does not report the OAM UP event.  

201411260290 
• Symptom: The fr map ipv6 XX::X XX broadcast command has taken effect on an interface but 

the configuration cannot be viewed.  
• Condition: This symptom occurs when the following procedure is performed on POS interfaces 

and serial interfaces of FIP20 or FIP10 cards: 
a. Enable IPv6 FR.  
b. Configure fr map ipv6 XX::X XX. 
c. Configure fr map ipv6 XX::X XX broadcast to replace fr map ipv6 XX::X XX. 

201412100185 
• Symptom: A resolved address is unreachable. As a result, a user cannot log in to the router.  
• Condition: This symptom occurs when the AD domain name of the router is resolved into an 

incorrect, unreachable address by DNS.  

201410220365 
• Symptom: SSL 3.0 Fallback protection 
• Condition: OpenSSL has added support for TLS_FALLBACK_SCSV to allow applications to 

block the ability for a MITM attacker to force a protocol downgrade. Some client applications 
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(such as browsers) will reconnect using a downgraded protocol to work around interoperability 
bugs in older servers. This could be exploited by an active man-in-the-middle to downgrade 
connections to SSL 3.0 even if both sides of the connection support higher protocols. SSL 3.0 
contains a number of weaknesses including POODLE (CVE-2014-3566). 

• Symptom: CVE-2014-3568 
• Condition: When OpenSSL is configured with "no-ssl3" as a build option, servers could accept 

and complete a SSL 3.0 handshake, and clients could be configured to send them. 

Resolved problems in CMW520-R3303P16 
201411070073 

• Symptom: Intercard traffic cannot be forwarded.  
• Condition: This symptom can be seen when the SR6600 router has the RPE MPU and the 

BKEB extension module installed and the forwarding paths between cards fail.  

201411190262 
• Symptom: The ISIS routes might be incorrectly calculated.  
• Condition: This symptom can be seen when plenty of devices run ISIS and route flapping 

occurs in the network.  

Resolved problems in CMW520-R3303P12 
201410130643 

• Symptom: Video data transmitted by the router does not have image. 
• Condition: This symptom can be seen if one H245 packet contains multiple TPKT messages. 

201410130642 
• Symptom: The router halts or operates abnormally because of memory leaks. 
• Condition: This symptom can be seen when the following conditions exist: 

 An SSL resource is configured in the Web interface, but SSL VPN is disabled. 
 A routing protocol is used to advertise the IP address of the SSL VPN interface that is 

created for the SSL resource. 

201410130638 
• Symptom: Some commands are lost when they are pasted. 
• Condition: This symptom can be seen when commands are pasted in interface range view. 

201410100171 
• Symptom: Packet loss occurs on the NetStream-enabled router when the traffic is light. 
• Condition: This symptom can be seen if the number of active NetStream flows reaches the 

upper limit.  

201409290279 
• Symptom: Multiple subinterfaces have the same packet statistics.  
• Condition: This symptom can be seen if packet statistics for multiple subinterfaces are obtained 

from the MIB. 

201409260262 
• Symptom: Ping packets are lost on an FIP600 module. 
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• Condition: This symptom can be seen when the following conditions exist: 
 MPLS packets are transmitted between two subcards of the FIP600 module. 
 The FIP600 module receives traffic from other FIP modules. 

201409150170 
• Symptom: The router reboots unexpectedly. 
• Condition: This symptom can be seen when the router receives abnormal MPLS Echo Replies 

in an MPLS VPN. 

201409050477 
• Symptom: An AU-LOP alarm occurs on an interface. The interface cannot go up.  
• Condition: This symptom can be seen when the following conditions exist:  

 The interface is connected to a third-party device that does not support SS detection.  
 The third-party device sets the SS bits in SDH frames to 00 (the SR6600 router requires the 

SS bits to be 10 in SDH frames). 

201409040169 
• Symptom: CVE-2014-3508. 
• Condition: A flaw in OBJ_obj2txt might cause pretty printing functions such as 

X509_name_oneline and X509_name_print_ex to leak some information from the stack. 
Applications might be affected if they echo pretty printing output to the attacker. 

201408280235 
• Symptom: CVE-2008-5161. 
• Condition: Error handling in the SSH protocol in several SSH servers/clients, including 

OpenSSH 4.7p1 and possibly other versions, when using Cipher Block Chaining (CBC) mode, 
makes it easier for remote attackers to recover certain plaintext data. 

201405080311 
• Symptom: Packet loss or forwarding errors occur on the subcards of an FIP240 or FIP20 

module. 
• Condition: This symptom can be seen if logic errors occur on the FIP240 or FIP20 module. 

201408060786 
• Symptom: NAT-PT cannot translate a valid IPv6 address into an IPv4 address. 
• Condition: This symptom can be seen if the lowest 32 bits of the IPv6 address are zeros. 

201408060364 
• Symptom: The VRRP virtual address cannot be pinged. 
• Condition: This symptom can be seen if VRRP is configured on a Layer 3 aggregate interface of 

the SAP-48GBE or SAP-24GBP module and VRRP uses virtual MAC mode. 

201408060769 
• Symptom: The router (as an ABR) cannot generate Type-3 LSAs for NSSA areas to be 

advertised to Area 0. 
• Condition: This symptom can be seen if more than 100 NSSA areas are configured on the 

router. 

201408060774 
• Symptom: Relationship with a BGP peer automatically goes down. 
• Condition: This symptom can be seen if TCP packets are retransmitted between the router and 

the BGP peer because of network flapping. 
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201408010292 
• Symptom: The display interface command might display an incorrect baud rate for a serial 

interface on the 8E1-F or 8T1-F module. 
• Condition: This symptom can be seen if the framing format or timeslot bundling method is 

modified multiple times on the serial interface. 

201408210124 
• Symptom: An RT attribute is removed from a summary route in a VPN when a route with the RT 

attribute is withdrawn. 
• Condition: This symptom can be seen if other routes do not contain the RT attribute of the 

withdrawn route. 

201408070458 
• Symptom: An FIP600 module reboots unexpectedly.  
• Condition: This symptom can be seen if multicast traffic is forwarded between the FIP600 

module and an FIP210 module. 

Resolved problems in CMW520-R3303P10 
201406240700 

• Symptom: Multicast data for a VPN instance cannot be forwarded on the public network. 
• Condition: This symptom can be seen when the following procedure is performed: 

 Configure inter-AS MD VPN option A, and configure the switchover from the share-group to 
the switch-group. 

 Use the undo multicast-domain command to remove all configurations that are made in MD 
view after the PE receives the multicast data for the VPN instance for a certain period of 
time. 

 The switch-group information in the MVRF for the VPN instance is not removed. 
 Configure inter-AS MD VPN option C, and configure the share-group address for the VPN 

instance. However, the multicast data for the VPN instance is still encapsulated with the 
switch-group address.  

 

201406120350 
• Symptom: When the display transceiver manuinfo command is used to display electronic 

label data for a transceiver module, the system prompts that the transceiver module does not 
support this command.  

• Condition: This symptom can be seen when the display transceiver manuinfo command is 
used to display the electronic label data for WTD transceiver modules. For a WTD transceiver, 
the Vendor Name field is WTD in the output from the display transceiver interface command.  

201406100601 
• Symptom: CVE-2014-0224. 
• Condition: This symptom can be seen when Open SSL Server or Client is used.  

201407020133 
• Symptom: If the client performs renegotiation when PPP LCP is in Opened state, the client is 

logged out.  
• Condition: This symptom can be seen when the following conditions exist:  

 The router acts as an L2TP LNS.  
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 PPP LCP renegotiation is not mandatory for the L2TP LNS.  
 The LNS immediately sends echo request packets when the PPP LCP state is up for the 

dial-up connection that the client initiates. 

Resolved problems in CMW520-R3303P09 
201405090505 

• Symptom: Soft GRE for L3VPN fails to forward IPv6 traffic on a FIP600 card.  
• Condition: This symptom can be seen if the FIP600 card receives the IPv6 traffic.  

201406090408 
• Symptom: The VRRP virtual address cannot be pinged.  
• Condition: This symptom can be seen if VRRP is configured on a Layer 3 aggregate interface of 

a SAP card and VRRP uses virtual MAC mode (default setting). 

201406110205 
• Symptom: The outgoing queues on E1 or MP interfaces split from a CPOS port are congested, 

resulting in forwarding failure.   
• Condition: This symptom can be seen if the CPOS interface resides on a FIP20 or FIP240 card.  

201406030072 
• Symptom: When the restart timer expires and the system prompts to select Y or N, selecting N 

results in a system reboot.  
• Condition: This symptom can be seen if N is selected at the prompt when the restart timer 

expires. 

Resolved problems in CMW520-R3303P08 
201405050121  

• Symptom: IPv6 traffic forwarding between two line cards is interrupted.  
• Condition: This symptom can be seen if the line cards have Layer 3 primary interfaces, 

subinterfaces, or VLAN interfaces. 

Resolved problems in CMW520-R3303P07 
201404240447 

• Symptom: Soft GRE fails to forward packets between PEs.  
• Condition: This symptom occurs if equal-cost VPNv4 peers exist between PEs.  

201402270311 
• Symptom: After an HIM-1EXP subcard is plugged out from a FIP300 card, the FIP300 card 

might unexpectedly reboot.  
• Condition: This symptom might be seen if the remove slot command is not performed before 

the HIM-1EXP subcard is plugged out. 

201404250364 
• Symptom: Packet loss occurs on a multi-card aggregate Ethernet link.  
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• Condition: This symptom can be seen if netstream is enabled on the multi-card aggregate 
Ethernet link. 

201404230472 
• Symptom: The Netstream buffer information shows that the active flow aging time is in minutes, 

which should be seconds.  
• Condition: This symptom can be seen in Netstream buffer information. 

201404230220 
• Symptom: Packet forwarding exceptions occur on a FIP600 card. 
• Condition: This symptom can be seen if private TTL replication is enabled and the private IP 

TTL is inconsistent with MPLS TTL. 

201405220095 
• Symptom: In an IPsec-protected DVPN network, some branches take a long time to come 

online especially when the number of branches is large.  
• Condition: This symptom can be seen if the branches come online at the same time.  

201405200080 
• Symptom: The BFD session is always down.  
• Condition: This symptom can be seen if BFD is associated with track and an IPsec tunnel 

interface. 

201404140429 
• Symptom: The DHCP client takes one minute to obtain an IP address from the DHCP server on 

the router.  
• Condition: This symptom occurs if the IP address requested by the client is not on the same 

network as the server address pool or the server interface.  

201404140427 
• Symptom: A DHCP task causes 100% CPU usage, resulting a system reboot.  
• Condition: This symptom occurs if the DHCP server receives a request packet in which option 

82 sub-option 5 has a length field of larger than 4. 

201404150291 
• Symptom: The SSH and Telnet functions fail to work.  
• Condition: This symptom occurs if multiple CRT clients use the same username to log in to the 

router and after login failure, use other usernames to log in.  

201405230252 
• Symptom: Packet forwarding exceptions occur on an FIP600 card.  
• Condition: This symptom occur when the following conditions exist: 

 Features that cause packet loss are configured such as CAR. 
 A packet entering the router has a different length from the packet leaving the router.  

201405070375 
• Symptom: If multiple fiber modules are removed and inserted on a SAP-24GBP card, some 

ports report an extra in and out event.  
• Condition: This symptom can be seen if multiple fiber modules are removed and inserted on a 

SAP-24GBP card. 
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201405070422 
• Symptom: The SAP-4EXP card does not learn source MAC addresses. 
• Condition: This symptom can be seen if the following conditions exist: 

 Packets that have different source MAC addresses and have the same unknown unicast 
destination address are received. 

 The undo-vlan-all and vlan-all commands are repeatedly executed.  

201404290357 
• Symptom: IRF member ports inserted with fiber modules and fiber cables cannot come up until 

the shut and undo shut commands are executed.  
• Condition: This symptom can be seen if the following procedure is performed: 

a. Configure an IRF port. 
b. Reboot the router. 
c. Insert fiber modules and fiber cables to IRF physical ports.  

201405090395  
• Symptom: The FIP600 card prints redundant debugging information during a reboot.  
• Condition: This symptom can been during a system reboot or a reboot of the FIP600 card. 

201405080523 
• Symptom: The MPU and interface cards have different FTN entries. 
• Condition: This symptom can be seen if ECMP is configured.  

201405070407 
• Symptom: The router continually reboots upon receiving VPLS packets from a PW. 
• Condition: This symptom can be seen if the VPLS packets are forwarded across cards and the 

AC interface is a subinterface on a FIP210 card.  

201404290147 
• Symptom: An AC interface on a FIP600 card cannot perform MAC move operations.  
• Condition: This symptom can be seen if MAC moves occur between two ports on the FIP600 

card when known traffic is forwarded.  

201404300071 
• Symptom: The FIP300 card does not receive or forward VPLS packets.  
• Condition: This symptom can be seen if MPLS packets without bottom flag are received.  

201405090338 
• Symptom: After an OSPF neighbor leaves, the OSPF routes learned from that neighbor still 

exist and cannot be removed.    
• Condition: This symptom can be seen if the OSPF neighbor is on a TE tunnel.  

Resolved problems in CMW520-R3303P06 
201403260464 

• Symptom: DHCP Client can't acquire IP address. 
• Condition: DHCP RELAY enabled and UDP sending failed phenomenon. 
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201403210134 
• Symptom: Utilization of main control board's CPU reaches 100%. 
• Condition: Wrong static routes are configured. 

201404140431  
• Symptom: Reconfigure BGP failed. 
• Condition: Devices with dual MPUs, configure BGP vpn-instance and then delete it. 

201404150179 
• Symptom: A user fails to log in to the device.  
• Condition: This symptom occurs when the following conditions exist: 
•   The user uses RADIUS authentication.  
•   The RADIUS server assigns multiple login-service attributes. 

201403310242 
• Symptom: After BGP reestablished due to the interface on UPE connecting to SPE failed, the 

best VPNv4 routes on SPE may not advertise to other PEs. 
• Condition: In hierarchical PE topology, there were same prefix VPNv4 routes learnt from UPE 

and other PEs. The best VPNv4 route is from UPE. VPNs of SPE and UPE have the same RD. 

Resolved problems in CMW520-R3303P05 
201403030052 

• Symptom: Access type of login user was checked by RADIUS extend mode make it impossible 
to interoperate with 3rd party server. 

• Condition: None. 

Resolved problems in CMW520-R3302P02 
None. 

Resolved problems in CMW520-R3302P01 
201311280390 

• Symptom: Addressed SSRT101324.  A security bulletin for SSRT101324 should be published 
in January 2014.  Please see the security bulletin for additional details. 

• Condition: Addressed SSRT101324.  A security bulletin for SSRT101324 should be published 
in January 2014. Please see the security bulletin for additional details. 

201312110004 
• Symptom Fixed GE ports on FIP300/FIP310 will fail to forward packets. 
• Condition : Fixed GE ports on FIP300/FIP310 working on Fiber mode connects to a FE port 

using cable and then switch port to electric mode via CLI combo enable copper. 
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Resolved problems in CMW520-R3302 
201310250291 

• Symptom: The CPU usage is high during SNMP walk on MIBs that contain large amounts of 
information, although the MIBs have been excluded from SNMP walk.  

• Condition: This symptom occurs during SNMP walk on MIBs that contain large amounts of 
information. 

201310250096 
• Symptom: Packet forwarding over L2TP connections fails.  
• Condition: This symptom occurs when a large number of L2TP users continually go online and 

offline. 

201310290449 
• Symptom: The router fails to obtain a local certificate from the CA server.  
• Condition: This symptom can be seen if the CA server is EJBCA type.  

201311060522 
• Symptom: The router creates LSPs for direct networks, resulting forwarding failure.  
• Condition: This symptom occurs when LDP flapping occurs.  

201310210222 
• Symptom: The standby MPU unexpectedly reboots occasionally. 
• Condition: This symptom occurs when unloading a patch.   

201310230355 
• Symptom: Tunnel established successfully, but ping failed. 
• Condition: FIP600, IPSec NAT-traverse scenario. 

201310230269 
• Symptom: intra-FIP VPN traffic forwarding failed. 
• Condition: FIP600, BGP/MPLS VPN enabled in IPsec tunnel interface. 

201310240312 
• Symptom: intra-FIP QoS rate limit function failed. 
• Condition: FIP600, source interface of IPSec tunnel interface with rate limit enabled. 

201311250384 
• Symptom: SAP-4EXP packet loss heavily. 
• Condition: heavy HTTP packets going through SAP-4EXP. 

Resolved problems in CMW520-E3201P03 
None. 
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Resolved problems in CMW520-R3103P05 
RTD067648 

• Symptom: Portal users fail to pass portal authentication on a port. 
• Condition: This symptom occurs if the port is bound to a VPN instance. 

RTD067605 
• Symptom: Displaying fan tray manufacture information at the CLI fails on a HSR6800 device.  
• Condition: This symptom occurs when you display fan tray manufacture information at the CLI 

on a HSR6800 device. 

RTD066941 
• Symptom: The active MPU unexpectedly reboots. 
• Condition: This symptom occurs when the following conditions exist: 

 IPsec encryption is enabled.  
 An SNMP walk on IPsec MIB is performed. 
 The peer uses a released SPI to establish new IPsec SAs.  

Resolved problems in CMW520-R3103P04 
RTD067155 

• Symptom: Packet disorder occurs, and it might degrade the video services. 
• Condition: This symptom occurs when streams with large-sized and small-sized packets are 

forwarded through a port that is formed by bundling multiple T1 channels. 

RTD066547 
• Symptom: The VPN multi-instance setting in an ACL does not take effect when the ACL is used 

in the ip http acl command.  
• Condition: This symptom occurs when the VPN multi-instance is set in the ACL. 

RTD066374 
• Symptom: The device in gateway mode has a poor forwarding performance. 
• Condition: This symptom occurs when traffic forwarded through aggregate groups cannot 

trigger the device to establish a fast-forwarding table. 

Resolved problems in CMW520-R3103P02 
RTD066142 

• Symptom: After the OSPF default route is deleted, the standby MPU prints the message "The 
default route has been changed or deleted, protocol is OSPF", which should be output by the 
active MPU.  

• Condition: This symptom occurs when the following conditions exist: 
 The router has two MPUs. 
 OSPF NSR is enabled. 
 An OSPF default route exists. 
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RTD066144 
• Symptom: When the DHCP relay agent on the device receives a DHCP packet in which the 

length value in Option 82 is larger than the actual field length, the SR6600 reboots.  
• Condition: This symptom occurs when the DHCP relay agent on the device receives a DHCP 

packet in which the length value in Option 82 is larger than the actual field length. 

RTD066403 
• Symptom: When session control is enabled on the AAA server and a RADIUS key is configured 

on device, users might fail to get online. 
• Condition: This symptom might occur when session control is enabled on the AAA server and a 

RADIUS key is configured on device. 

RTD066507 
• Symptom: On an SR6616-X, the display device manuinfo fan command fails to be executed. 
• Condition: This symptom occurs when you execute the display device manuinfo fan command 

on an HSR6808. 

RTD066571 
• Symptom: When the security policy server is enabled on IMC and the device acts as the portal 

gateway, an iNode client passes security policy authentication and can access the network. 
After a certain time, the iNode client fails to pass security policy authentication and cannot 
access the network.  

• Condition: This symptom occurs when the security policy server is enabled on IMC and the 
device acts as the portal gateway. 

Resolved problems in CMW520-R3103P01 
RTD065718 

• Symptom: After portal authentication has run for one day, it stops working, and users can 
access the network without being authenticated. This problem might occur earlier if more traffic 
exists.   

• Condition: This symptom can be seen after portal authentication has run for one day or less. 

RTD066128 
• Symptom: After a distributed device MPU is rebooted or its line card is rebooted, logical 

interface cannot pass the IPSec negotiation.  
• Condition: This symptom might occur after MPU or line card rebooted, and the IPSEC is 

configured on the logical interface. 

RTD065758 
• Symptom: The port rate displayed on the network management software is not correct. 
• Condition: This symptom occurs if the virtual-baudrate is not the default value on the router that 

functions as a DTE device. 

Resolved problems in CMW520-R3103 
None. 



33 

Support and other resources 
Accessing Hewlett Packard Enterprise Support 

• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website: 
www.hpe.com/assistance  

• To access documentation and support services, go to the Hewlett Packard Enterprise Support 
Center website: 
www.hpe.com/support/hpesc  

Information to collect: 
• Technical support registration number (if applicable). 
• Product name, model or version, and serial number. 
• Operating system name and version. 
• Firmware version. 
• Error messages. 
• Product-specific reports and logs. 
• Add-on products or components. 
• Third-party products or components. 

Documents 
To find related documents, see the Hewlett Packard Enterprise Support Center website at 
http://www.hpe.com/support/hpesc. 
• Enter your product name or number and click Go. If necessary, select your product from the 

resulting list. 
• For a complete list of acronyms and their definitions, see HPE FlexNetwork technology 

acronyms. 

Related documents 
The following documents provide related information: 
• HPE 6600/HSR6600/HSR6800 Router Series Fundamentals Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Interface Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - LAN Switching Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - WAN Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Services Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Routing Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series IP Multicast Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series MPLS Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series ACL and QoS Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Security Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series High Availability Configuration Guide 

http://www.hpe.com/assistance
http://www.hpe.com/support/hpesc
http://www.hpe.com/support/hpesc
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• HPE 6600/HSR6600/HSR6800 Router Series Network Management and Monitoring 
Configuration Guide 

• HPE 6600/HSR6600/HSR6800 Router Series OAA Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Fundamentals Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Interface Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - LAN Switching Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - WAN Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Services Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Routing Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series IP Multicast Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series MPLS Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series ACL and QoS Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Security Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series High Availability Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Network Management and Monitoring Command 

Reference 
• HPE 6600/HSR6600/HSR6800 Router Series OAA Command Reference 

Documentation feedback 
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help 
us improve the documentation, send any errors, suggestions, or comments to Documentation 
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document title, 
part number, edition, and publication date located on the front cover of the document. For online help 
content, include the product name, product version, help edition, and publication date located on the 
legal notices page. 
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Appendix A Feature list  
Hardware features 

Table 8 hardware features 

Item HPE 
HSR6802(JG361A) 

HPE 
HSR6804(JG362A) 

HPE 
HSR6808(JG363A) 

Chassis Standard 19-inch rack with a distributed processing architecture 

MPU slots  2 (RSE-X2)  2 (RSE-X2)  2 (RSE-X2)  

SFE slots N/A N/A 1 (SFE-X1)  

Line card slots 2 4 8 

Interface 
module 
slots 

HIM 4 8 16 

MIM 8 16 32 

Fixed GE 

2 GE Combo (Per FIP-600)  

2 GE Combo (Per FIP-210)  

2 GE Combo (Per FIP-110)  

Console 1 

AUX  1 

Management 
Ethernet 1 

USB  1 

CF 2 (one embedded; one optional)  

Switching capacity 1.024 Tbps 1.024 Tbps 2.048 Tbps 

IP performance 120 Mpps 240 Mpps 420 Mpps 

Power supply 

AC/DC; 1+1 redundancy AC/DC; 1+1 redundancy 

AC/DC; up to 4 power 
modules that support 
multiple redundant 
modes 

AC input: 100 V to 240 V; 50/60 Hz 
DC input: -40 V to -60V 

Max power 
consumption 521W 851W 1816W 

Dimensions (H x W x 
D)  

220 × 436 × 480 mm 
(8.66  × 17.2 × 18.9 in.) 

308 × 436 × 480 mm 
(12.1 × 17.2 × 18.7  in.) 

886 × 436 × 480 (34.88 × 
18.9 × 17.17 in.) 

Weight (full 
configuration) 39.1kg(86.2 lb) 50.8kg(111.99 lb) 101.95kg(224.76 lb) 

Operating 
temperature 0 °C to 45 °C (32 °F to 113 °F) 

Operating humidity 5% to 95%, noncondensing 

Altitude -60 m to 4 km (–196.85 ft to +13123.36 ft) 
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Table 9 hardware features-Supported module 

Item Module 

Supported module 

JC166B HP A6600 FIP-110 Flexible Interface Platform Module  
JC167B HP A6600 FIP-210 Flexible Interface Platform Module 
JG360A HP HSR6800 FIP-600 Flexible Interface Platform Router Module 
JC567A HP A6600 48-port Gig-T Service Aggregation Platform Module 
JC568A HP A6600 24-port GbE SFP Service Aggregation Platform Module 
JG556A HP 6600 48-port GbE SFP Service Aggregation Platform Module 
JG366A HP HSR6800 4-port 10GbE SFP+ Service Aggregation Platform Router 
Module 
JG365A HP HSR6808 SFE-X1 Switch Fabric Engine Router Module 
JC163A HP A6600 4-port Gig-T HIM Module 
JC164A HP A6600 8-port Gig-T HIM Module 
JC171A HP A6600 4-port GbE SFP HIM Module 
JC174A HP A6600 8-port GbE SFP HIM Module 
JC575A HP A6600 8-port 10/100Base-T HIM Module 
JC168A HP A6600 1-port 10-GbE XFP HIM Module 
JC169A HP A6600 2-port OC-3/STM-1 (E3/T3) CPOS SFP HIM Module 
JC170A HP A6600 1-port OC-3/STM-1 (E3/T3) CPOS SFP HIM Module 
JC161A HP A6600 1-port OC-3/STM-1 (E1/T1) CPOS SFP HIM Module 
JC162A HP A6600 2-port OC-3/STM-1 (E1/T1) CPOS SFP HIM Module 
JC494A HP A6600 1-port OC-48c/STM-16c POS/CPOS SFP HIM Module 
JC172A HP A6600 4-port OC-3c/STM-1c or 2-port OC-12c/STM-4c POS SFP 
HIM Module 
JC173A HP A6600 2-port OC-3c/STM-1c or 1-port OC-12c/STM-4c POS SFP 
HIM Module 
JC576A HP A6600 2-port OC-48c/STM-16c RPR SFP HIM Module 
JC495A HP A6600 2-port OC-3c/STM-1c ATM SFP HIM Module 
JC175A HP A6600 1-port OC-3c/STM-1c ATM SFP HIM Module 

 

Software features 
Table 10 Software features 

Category Description 

Layer 2 protocol 

Dynamic and static ARP, Proxy ARP, ARP for multicast, Gratuitous ARP 
ND 
Ethernet, Support Ethernet II, SNAP, MPLS, 802.1Q, sub-interface VLAN 
VLAN/Voice VLAN/Super VLAN/VLAN Mapping 
IEEE802.3ad  LACP Layer 2 aggregation 
HDLC 
FR, MFR, FRF12 fragment, FR switching 
PPP, Hardware MP in CL2P/CL1P, and software MP in other modules 
PPPoE server 
ATM: IPoA, PPPoA server, IPoEoA, PPPoEoA server 
QinQ termination, Flexible QinQ 
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Category Description 
Port isolation 
DLDP/LLDP for Layer 3 interfaces 
Layer-2 protocol tunnel (BPDU tunnel) 
GARP/GVRP 
STP/RSTP/MSTP 
Broadcast storm suppression 
Port mirroring  
RPR 

IP services 

TCP, UDP, IP Option, IP unnumbered 
Policy routing 
Layer-3 interface binding 
POS interface binding 

IP routing 

Static routing 
Dynamic routing protocols: RIPv1/v2, OSPFv2, BGP, and IS-IS 
Route recursion 
Routing policy 
ECMP 
UCMP 
BGP GTSM 
ISIS MTR 

IPv4 multicast 

IGMPv1/v2/v3 
IGMP Snooping 
PIM-DM, PIM-SM, PIM-SSM 
MSDP 
MBGP 
Multicast static route 
Host tracking 

Network protocols  

DHCP server/relay/client 
DNS client 
NTP server/client 
Telnet server/client 
TFTP client 
FTP server/client 
UDP helper 

IPv6 

Basic functions: IPv6 ND, IPv6 PMTU, dual-stack forwarding, IPv6 ACL, DHCPv6 
server/proxy 
IPv6 tunnel: manually configured IPv6 tunnel, IPv6-over-IPv4, GRE tunnel, automatic 
IPv6 over IPv4 tunnel, 6to4 tunnel, ISATAP tunnel, 6PE 
6VPE (IPv6 MPLS L3VPN) 
NATPT 
NAT64 
Static routing 
Dynamic routing protocols: RIPng, OSPFv3, IS-ISv6, BGP4+ 
IPv6 multicast protocols: MLDv1/v2, PIM6-DM, PIM6-SM, PIM6-SSM 

QoS Traffic classification: based on port, MAC address, IP address, IP priority, DSCP 
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Category Description 
priority, TCP/UDP port number, and protocol type 
Traffic policing: CAR rate limiting, granularity configurable 
Rate limiting based on source/destination address (supporting subnet-based rate 
limiting) 
GTS 
Priority mark/remark 
Queue scheduling mechanism: FIFO, PQ, CQ, WFQ, RTPQ, CBWFQ 
Congestion avoidance algorithms: Tail-Drop, WRED  
LR 
MPLS QoS 
IPv6 QoS 
H-QoS 
QPPB 

Security 

ACL 
ACL acceleration 
Time-based access control 
Packet filter firewall 
ASPF 
TCP attack prevention on local host 
Control panel rate limiting 
Virtual defragment reassembly 
URPF 
Web filtering 
Hierarchical user management and password protection 
AAA 
RADIUS  
TACACS 
Portal authentication (supporting collaboration with EAD, portal authentication bypass) 
802.1x authentication 
MAC address authentication 
PKI 
SSH 1.5/2.0 
RSA 
IPSec, IPSec for VPNs, IKE 
BGP/BGP4+ support for GTSM 
Password control 
Attack detection and protection 

IP features 

NAT, NAT for VPNs, VPN NAT, NAT session log, NAT Server (supporting load sharing) 
Connection limit 
GRE tunnel (supporting point to multi-point applications) 
IPSec tunnel and IPSec multiple instances 
L2TP tunnel 
NetStream (supporting v5/v8/v9 packet frames; supporting IPv4, IPv6 and MPLS 
packets)  
sFlow (only supported by SAP-48GBE/24GBP/48GBP/4EXP) 
ADVPN（Auto Discovery VPN） 
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Category Description 

MPLS 

L3VPN: Inter-domain MPLS VPN (Option1/2/3), nested MPLS VPN, Hierarchy PE 
(HoPE), CE dual homing, MCE, multi-role host 
L2VPN: VPLS(Not supported on FIP-600), Martini, Kompella, CCC, and SVC 
VPLS/H-VPLS 
MPLS TE, RSVP TE 
Multicast VPN 

Availability 

VRRP /VRRP v3  
VRRP load balancing mode 
VRRPE 
MPLS TE FRR (Fast ReRoute) 
IP FRR: static routing/policy-based routing/RIP/IS-IS/OSPF 
NSR: ISIS/LDP/BGP/OSPF 
IGP fast routing convergence 
BFD for static routing/RIP/OSPF/ISIS/BGP/VRRP/TE FRR/IPv6 
NQA, supporting collaboration with VRRP, policy routing, and static routing 
GR for OSPF/BGP/IS-IS/ LDP/RSVP 
RRPP 
Ethernet OAM 
In-service hotfix 

SR6602 supports hot-swapping of interface cards 
SR66002-X1/SR6602-X2 supports hot-swapping of  LPU, Power module, and fan tray 
SR6604/SR6608/SR6616 supports active/standby switchover and hot-swapping of 
RPU, LPU, Power module, and fan tray 

Management & 
maintenance 

Configuration at the CLI 
Configuration through the console port 
Telnet for configuration and remote maintenance through Ethernet port 
Dialing up for configuration and remote maintenance via Modem through AUX port 
SNMP v1/v2c/v3 
RMON (group 1, 2, 3 and 9 MIB) 
System logs 
Hierarchical alarms 
Ping and Tracert 
Fan status detection, maintenance, and alarming 
Power supply status detection, maintenance, and alarming 
CF card status detection and maintenance 
Temperature detection and alarming 

File systems 

FAT format 
CF card 
USB storage device 
Dual image 

Uploading/upgradi
ng 

Loading/upgrading through the XModem protocol 
Loading/upgrading through FTP, and TFTP 
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Appendix B Upgrading software  
This section describes how to upgrade system software while the router is operating normally or 
when the router cannot correctly start up.  

System software file types 
System software images are in .bin format (for example, main.bin) and run at startup. You can set a 
system software image as a main, backup, or secure image.  

At startup, the router always attempts to boot first with the main system software image. If the 
attempt fails, for example, because the image file is corrupted, the router tries to boot with the 
backup system software image. If the attempt still fails, the router tries to boot with the secure system 
software image. If all attempts fail, the router displays a failure message.  

Upgrade methods 
You can upgrade system software by using one of the following methods:  
 

Upgrade method Remarks 

Upgrading from the CLI 
You must reboot the router to complete the upgrade.  
This method can interrupt ongoing network services. 

Upgrading from the BootWare menu Use this method when the router cannot correctly start up.  
 

Preparing for the upgrade 
Before you upgrade system software, complete the following tasks:  
• Set up the upgrade environment as shown in Table 11. 
• Configure routes to make sure that the router and the file server can reach each other.  
• Run a TFTP or FTP server on the file server.  
• Log in to the CLI of the router through the console port.  
• Copy the upgrade file to the file server and correctly set the working directory on the TFTP or 

FTP server.  
• Make sure that the upgrade has minimal impact on the network services. During the upgrade, 

the router cannot provide any services. 
 

 IMPORTANT: 
In the BootWare menu, if you choose to download files over Ethernet, the Ethernet port must be 
M-GE0/0/0 on an HSR6802, 6804 or 6808. 
 

Model Storage media Path 

HSR6802/6804/6808 CF Card Cfa0:/ 
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Figure 1 Set up the upgrade environment 

 
 

Upgrading from the CLI 
You can use the TFTP or FTP commands on the router to access the TFTP or FTP server to back up 
or download files.  

Using TFTP to upgrade software 
This section describes how to upgrade system software by using TFTP.  

Backing up the running system software image and configuration file 
1. Perform the save command in any view to save the current configuration.  

<Sysname> save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[cfa0:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y 

 Validating file. Please wait.... 

 Configuration is saved to device successfully. 

<Sysname> 

2. Perform the dir command in user view to identify the system software image and configuration 
file names and verify that the CF card has sufficient space for the new system software image. 
Directory of cfa0:/                                                              

                                                                                 

   0     drw-         -  Feb 18 2009 10:40:40   logfile                          

   1     -rw-  17262936  Aug 28 2012 17:08:50   backup.bin                       

   2     -rw-      3910  Nov 29 2012 13:45:50   system.xml                       

   3     drw-         -  Sep 26 2010 11:42:34   domain1                          

   4     -rw-     41950  Aug 21 2007 15:02:06   default.diag                     

   5     -rw-      1245  Nov 29 2012 13:45:52   startup.cfg                      

   6    -rw-  19386224  May 07 2011 11:21:38   main.bin                         
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   7    -rw-       108  Mar 31 2012 16:25:50   patchstate                       

   8    drw-         -  Aug 28 2012 17:04:30   seclog                           

                                                                                 

36696 KB total (725624 KB free)                                                 

                                                                                 

File system type of cfa0: FAT16                                                  

 

<Sysname> 

This example uses the default system software image file name main.bin and the default 
configuration file name startup.cfg.  

3. Perform the tftp put command in user view to upload the main.bin file to the TFTP server.  
<Sysname> tftp 192.168.1.2 put main.bin 

 

  File will be transferred in binary mode 

  Sending file to remote TFTP server. Please wait... \ 

  TFTP: 19386224 bytes sent in 70 second(s). 

  File uploaded successfully. 

 

<Sysname> 

4. Perform the tftp put command in user view to upload the startup.cfg file to the TFTP server.  
<Sysname> tftp 192.168.1.2 put startup.cfg 

  File will be transferred in binary mode 

  Sending file to remote TFTP server. Please wait... \ 

  TFTP:     1245 bytes sent in 0 second(s). 

  File uploaded successfully. 

                                                                      

<Sysname> 

Upgrading the system software 
1. Perform the tftp get command in user view to download the system software image file, for 

example,  HSR6800-CMW520-R3303P25.bin to the CF card on the router. 
<Sysname> tftp 192.168.1.2 get HSR6800-CMW520-R3303P25.bin 

 

  File will be transferred in binary mode 

  Downloading file from remote TFTP server, please wait...| 

  TFTP: 17404928 bytes received in 38 second(s) 

  File downloaded successfully. 

 

<Sysname> 

2. Perform the boot-loader command in user view to load the file 
HSR6800-CMW520-R3303P25.bin and specify the file as the main image file at the next 
reboot.  
<Sysname> boot-loader file HSR6800-CMW520-R3303P25.bin main 

  This command will set the boot file. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
0! 

<Sysname> 

3. Perform the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 
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 The boot file used at this reboot:cfa0:/main.bin attribute: main 

 The boot file used next time:cfa0:/HSR6800-CMW520-R3303P25.bin attribute: main   

 The boot file used next time:cfa0:/HSR6800.bin attribute: backup               

 Failed to get the secure boot file used next time!    

<Sysname> 

4. Perform the reboot command in user view to reboot the router. 
<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

#Nov 28 15:38:59:822 2012 HSR6800 DEVM/1/REBOOT:                                  

 Reboot device by command.                                                       

                                                                                 

%Nov 28 15:38:59:822 2012 HSR6800 DEVM/5/SYSTEM_REBOOT: System is rebooting now. 

System is starting...  

5. After the reboot is complete, perform the display version command to verify that the system 
software image is correct.  
<Sysname>display version 

HPE Comware Platform Software 

Comware Software, Version 5.20.106, Release 3303P25 

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

HPE HSR6802 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 

Slot 0: RSE-X2 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 CPU type: FREESCALE P2020 1000MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Basic     Logic Version: 1.0 

 Extend    Logic Version: 1.0 

 Basic  BootWare Version: 1.04 

 Extend BootWare Version: 1.04 

 [FIXED  PORT] CON              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] AUX              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] MGE0/0/0         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 

Slot 2: FIP-600 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: FREESCALE P4080 1500MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Logic           Version: 139.0 

 Basic  BootWare Version: 1.09 

 Extend BootWare Version: 1.09 

 [FIXED  PORT] GE2/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE2/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 
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 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-8GBE         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)2.0 

 

Slot 3: FIP-210 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: RMI XLR732 1000MHz 

 2048M bytes DDR2 SDRAM Memory 

 4M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.C 

 Logic           Version: 2.0 

 Basic  BootWare Version: 1.07 

 Extend BootWare Version: 1.07 

 [FIXED  PORT] GE3/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE3/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-CL2P(E)      (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

Using FTP to upgrade software 
This section describes how to upgrade system software by using FTP. 

Backing up the running system software image and configuration file 
1. Perform the save command in any view to save the current configuration.  

<Sysname> save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[cfa0:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y 

 Validating file. Please wait.... 

 Configuration is saved to device successfully. 

<Sysname> 

2. Perform the dir command in user view to identify the system software image and configuration 
file names and verify that the CF card has sufficient space for the new system software image. 
<Sysname> dir 

Directory of cfa0:/ 

                                                                                 

   0     drw-         -  Feb 18 2009 10:40:40   logfile                          

   1     -rw-  17262936  Aug 28 2012 17:08:50   HSR6800-CMW520-R3103.bin            

   2     -rw-      3910  Nov 29 2012 13:45:50   system.xml                       

   3     drw-         -  Sep 26 2010 11:42:34   domain1                          

   4     -rw-     41950  Aug 21 2007 15:02:06   default.diag                     

   5     -rw-      1245  Nov 29 2012 13:45:52   startup.cfg                      

   6     -rw-  19386224  May 07 2011 11:21:38   main.bin                         

   7    -rw-       108  Mar 31 2012 16:25:50   patchstate                       

   8    drw-         -  Aug 28 2012 17:04:30   seclog                           

                                                                                 

36696 KB total (72564 KB free)                                                 

 

File system type of cfa0: FAT16 
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<Sysname> 

This example uses the default system software image file name main.bin and the default 
configuration file name startup.cfg.  

3. Perform the ftp command in user view to access the FTP server.  
<Sysname> ftp 192.168.1.2 

Trying 192.168.1.2 ... 

Press CTRL+K to abort 

Connected to 192.168.1.2. 

220 3Com 3CDaemon FTP Server Version 2.0 

User(192.168.1.100:(none)):user001 

331 User name ok, need password 

Password: 

230 User logged in 

 

4. Perform the put command in FTP client view to upload the main.bin file to the FTP server.  
[ftp] put main.bin                                                           

227 Entering passive mode (192,168,1,2,16,64)                                  

125 Using existing data connection                                               

226 Closing data connection; File transfer successful.                           

FTP: 19386224 byte(s) sent in 21.363 second(s), 1116.00Kbyte(s)/sec.             

                                                                                 

[ftp] 

5. Perform the put command in FTP client view to upload the startup.cfg file to the FTP server.  
[ftp] put startup.cfg                                                             

227 Entering passive mode (192,168,1,2,16,70)                                  

125 Using existing data connection                                               

226 Closing data connection; File transfer successful.                           

FTP: 1245 byte(s) sent in 0.142 second(s), 11.00Kbyte(s)/sec.                    

                                                                                 

[ftp] 

Upgrading the system software 
1. Perform the get command in FTP client view to download the system software image file 

HSR6800-CMW520-R3303P25.bin to the CF card on the router. 
[ftp] get HSR6800-CMW520-R3103.bin 

 

227 Entering passive mode (192,168,1,2,16,71)                                 

125 Using existing data connection                                               

226 Closing data connection; File transfer successful.                           

FTP: 17404928 byte(s) received in 35.685 second(s), 487.00K byte(s)/sec.          

                             

[ftp] 

2. Perform the quit command in FTP client view to return to user view. 
[ftp]quit 

221 Service closing control connection 

 

<Sysname> 
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3. Perform the boot-loader command in user view to load the file 
HSR6800-CMW520-R3303P25.bin and specify the file as the main image file at the next 
reboot.  
<Sysname> boot-loader file HSR6800-CMW520-R3103.bin main 

  This command will set the boot file. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
0! 

<Sysname> 

4. Perform the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 

 The boot file used at this reboot:cfa0:/main.bin attribute: main 

 The boot file used next time:cfa0:/HSR6800-CMW520-R3303P25.bin attribute: main   

 The boot file used next time:cfa0:/HSR6800.bin attribute: backup               

 Failed to get the secure boot file used next time!    

<Sysname> 

5. Perform the reboot command in user view to reboot the router. 
<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

#Nov 29 15:38:59:822 2012 HSR6800 DEVM/1/REBOOT:                                  

 Reboot device by command.                                                       

                                                                                 

%Nov 28 15:03:10:897 2012 HSR6800 DEVM/5/SYSTEM_REBOOT: System is rebooting now. 

System is starting...   

6. After the reboot is complete, perform the display version command to verify that the system 
software image is correct.  
<Sysname>display version 

HPE Comware Platform Software 

Comware Software, Version 5.20.106, Release 3303P25 

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

HPE HSR6802 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 

Slot 0: RSE-X2 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 CPU type: FREESCALE P2020 1000MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Basic     Logic Version: 1.0 

 Extend    Logic Version: 1.0 

 Basic  BootWare Version: 1.04 

 Extend BootWare Version: 1.04 

 [FIXED  PORT] CON              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] AUX              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] MGE0/0/0         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 

Slot 2: FIP-600 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: FREESCALE P4080 1500MHz 
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 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Logic           Version: 139.0 

 Basic  BootWare Version: 1.09 

 Extend BootWare Version: 1.09 

 [FIXED  PORT] GE2/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE2/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-8GBE         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)2.0 

 

Slot 3: FIP-210 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: RMI XLR732 1000MHz 

 2048M bytes DDR2 SDRAM Memory 

 4M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.C 

 Logic           Version: 2.0 

 Basic  BootWare Version: 1.07 

 Extend BootWare Version: 1.07 

 [FIXED  PORT] GE3/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE3/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-CL2P(E)      (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

  

<Sysname> 

Upgrading from the BootWare menu 
You can use the following methods to upgrade software from the BootWare menu:  
• Using TFTP/FTP to upgrade software through an Ethernet port 
• Using XMODEM to upgrade software through the console port 
 

 TIP: 
Upgrading through an Ethernet port is faster than through the console port.  
 

Accessing the BootWare menu 
1. Power on the router (for example, an HSR6804 router), and you can see the following 

information: 
System is starting...                                                            

Ctrl+F: Format File System                                                       

Ctrl+C: Displ0                                                                   

System is starting...                                                            

Press Ctrl+D to access BASIC-BOOTWARE MENU                                       

Press Ctrl+T to start memory test                                                
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Booting Normal Extend BootWare........                                           

The Extend BootWare is self-decompressing......................Done!             

                                                                                 

****************************************************************************     

*                                                                          *     

*                   HPE Router BootWare, Version 1.06                      *     

*                                                                          *     

****************************************************************************     

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

                                                                                 

Compiled Date       : Nov  6 2015                                                

CPU Type            : P2020                                                      

CPU L1 Cache        : 32KB                                                       

CPU Clock Speed     : 1000MHz                                                    

Memory Type         : DDR3 SDRAM                                                 

Memory Size         : 4096MB                                                     

Memory Speed        : 667MHz                                                     

Flash Size          : 8MB                                                        

cfa0 Size           : 999MB                                                      

NVRAM Size          : 128KB                                                      

BASIC CPLD Version  : 2.0                                                        

EXTEND CPLD Version : 2.0                                                        

PCB Version         : Ver.B                                                                     

                                                                                 

                                                                                 

BootWare Validating...                                                           

Backup Extend BootWare is newer than Normal Extend BootWare,Update? [Y/N]        

Press Ctrl+B to enter extended boot menu...   

2. Press Ctrl + B within three seconds after the "Press Ctrl+B to enter extended boot menu..." 
prompt message appears. 
BootWare password: Not required. Please press Enter to continue.   

3. Press Enter. 
Password recovery capability is enabled. 

Note: The current operating device is cfa0 

Enter < Storage Device Operation > to select device. 

 

==========================<EXTEND-BOOTWARE MENU>========================== 

|<1> Boot System                                                           | 

|<2> Enter Serial SubMenu                                                  | 

|<3> Enter Ethernet SubMenu                                                | 

|<4> File Control                                                          | 

|<5> Modify BootWare Password                                              | 

|<6> Skip Current System Configuration                                     | 

|<7> BootWare Operation Menu                                               | 

|<8> Clear Super Password                                                  | 

|<9> Storage Device Operation                                              | 

|<0> Reboot                                                                | 

========================================================================== 



49 

Enter your choice(0-9): 

Table 11 BootWare menu options 

Item Description 
<1> Boot System Boot the system software image.  

<2> Enter Serial SubMenu 
Access the Serial submenu (see Table 14 ) for upgrading 
system software through the console port or changing the 
serial port settings.  

<3> Enter Ethernet SubMenu 
Access the Ethernet submenu (see Table 12) for upgrading 
system software through an Ethernet port or changing 
Ethernet settings.  

<4> File Control Access the File Control submenu (see Table 15) to retrieve 
and manage the files stored on the router. 

<5> Restore to Factory Default 
Configuration 

Dealing with password loss when password recovery 
capability is disabled.    

<6> Skip Current System Configuration 

Start the router with the factory default configuration. This 
is a one-time operation and does not take effect at the next 
reboot. You use this option when you forget the console 
login password. 

<7> BootWare Operation Menu 

Access the BootWare Operation menu for backing up, 
restoring, or upgrading BootWare. When you upgrade the 
system software image, BootWare is automatically 
upgraded. HPE does not recommend upgrading BootWare 
separately. This document does not cover using the 
BootWare Operation menu.  

<8> Clear Super Password 

Clear all super passwords used for switching to higher user 
privilege levels.  
By default, no super password is required for switching to a 
higher user privilege level.  

<9> Storage Device Operation Access the Storage Device Operation menu to manage 
storage devices. Using this option is beyond this chapter.  

<0> Reboot Restart the router. 
 

Using TFTP/FTP to upgrade software through an Ethernet 
port 

1. Enter 3 in the BootWare menu to access the Ethernet submenu.  
=========================<Enter Ethernet SubMenu>========================= 

|Note:the operating device is cfa0                                         | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Ethernet Parameter                                             | 

|<0> Exit To Main Menu                                                     | 

|<Ensure The Parameter Be Modified Before Downloading!>                    | 

========================================================================== 

Enter your choice(0-5): 
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Table 12 Ethernet submenu options 

Item Description 
<1> Download Application Program To SDRAM 
And Run 

Download a system software image to the 
SDRAM and run the image. 

<2> Update Main Application File Upgrade the main system software image.  

<3> Update Backup Application File Upgrade the backup system software image.  

<4> Update Secure Application File Upgrade the secure system software image.  

<5> Modify Ethernet Parameter Modify network settings. 

<0> Exit To Main Menu Return to the BootWare menu. 
 

2. Enter 5 to configure the network settings.  
=========================<ETHERNET PARAMETER SET>========================= 

|Note:       '.' = Clear field.                                            | 

|            '-' = Go to previous field.                                   | 

|          Ctrl+D = Quit.                                                  | 

========================================================================== 

Protocol (FTP or TFTP) :tftp 

Load File Name         :main.bin 

                       : 

Target File Name       :main.bin 

                       : 

Server IP Address      :192.168.1.2 

Local IP Address       :192.168.1.1 

Gateway IP Address     :0.0.0.0 

FTP User Name          :user 

FTP User Password      :password 

Table 13 Network parameter fields and shortcut keys 

Field Description 
'.' = Clear field  Press a dot (.) and then Enter to clear the setting for a field.  

'-' = Go to previous field Press a hyphen (-) and then Enter to return to the previous field.  

Ctrl+D = Quit Press Ctrl + D to exit the Ethernet Parameter Set menu.  

Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 

Load File Name Set the name of the file to be downloaded.  

Target File Name Set a file name for saving the file on the router. By default, the 
target file name is the same as the source file name.  

Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be 
set, use a colon (:) to separate the mask length from the IP 
address. For example, 192.168.1.2:24. 

Local IP Address Set the IP address of the router.  

Gateway IP Address Set a gateway IP address if the router is on a different network 
than the server.  

FTP User Name 
Set the username for accessing the FTP server. This username 
must be the same as configured on the FTP server. This field is 
not available for TFTP.  
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Field Description 

FTP User Password 
Set the password for accessing the FTP server. This password 
must be the same as configured on the FTP server. This field is 
not available for TFTP.  

 

3. Select an option in the Ethernet submenu to upgrade a system software image. For example, 
enter 2 to upgrade the main system software image.  
Loading..................................................................... 

............................................................................ 

.........................Done! 

17404928 bytes downloaded! 

Updating File cfa0:/main.bin............................................... 

....................................................Done! 

==========================<Enter Ethernet SubMenu>========================== 

|Note:the operating device is cfa0                                        | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Ethernet Parameter                                             | 

|<0> Exit To Main Menu                                                     | 

|<Ensure The Parameter Be Modified Before Downloading!>                    | 

============================================================================ 

Enter your choice(0-5): 

4. Enter 0 to return to the BootWare menu or 1 to boot the system. 

Using XMODEM to upgrade software through the console 
port 

1. Enter 2 in the BootWare menu to access the Serial submenu.  
===========================<Enter Serial SubMenu>=========================== 

|Note:the operating device is cfa0                                        | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Serial Interface Parameter                                     | 

|<0> Exit To Main Menu                                                     | 

============================================================================ 

Enter your choice(0-5): 

Table 14 Serial submenu options 

Item Description 
<1> Download Application Program To SDRAM 
And Run 

Download an application to SDRAM through the 
serial port and run the program. 

<2> Update Main Application File Upgrade the main system software image.  

<3> Update Backup Application File Upgrade the backup system software image.  
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Item Description 
<4> Update Secure Application File Upgrade the secure system software image.  

<5> Modify Serial Interface Parameter Modify serial port parameters 

<0> Exit To Main Menu Return to the BootWare menu. 

 

2. Select an appropriate baud rate for the console port. For example, enter 5 to select 115200 bps. 
===============================<BAUDRATE SET>=============================== 

|Note:'*'indicates the current baudrate                                    | 

|     Change The HyperTerminal's Baudrate Accordingly                      | 

|---------------------------<Baudrate Available>---------------------------| 

|<1> 9600(Default)*                                                        | 

|<2> 19200                                                                 | 

|<3> 38400                                                                 | 

|<4> 57600                                                                 | 

|<5> 115200                                                                | 

|<0> Exit                                                                  | 

============================================================================ 

Enter your choice(0-5):5 

The following messages appear: 
Baudrate has been changed to 115200 bps. 

Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 
 

 NOTE: 
Typically the size of a .bin file is over 10 MB. Even at 115200 bps, the download takes about 30 
minutes.  

 

3. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 
router. 

Figure 2 Disconnect the terminal connection 

 
 

 NOTE: 
If the baud rate of the console port is 9600 bps, jump to step 9. 

 

4. Select File > Properties, and in the Properties dialog box, click Configure. 
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Figure 3 Properties dialog box 

 
 

5. Select 115200 from the Bits per second list and click OK.  

Figure 4 Modify the baud rate 
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6. Select Call > Call to reestablish the connection. 

Figure 5 Reestablish the connection 

 
 

7. Press Enter.  
The following menu appears:  
The current baudrate is 115200 bps 

===============================<BAUDRATE SET>=============================== 

|Note:'*'indicates the current baudrate                                    | 

|     Change The HyperTerminal's Baudrate Accordingly                      | 

|---------------------------<Baudrate Available>---------------------------| 

|<1> 9600(Default)                                                         | 

|<2> 19200                                                                 | 

|<3> 38400                                                                 | 

|<4> 57600                                                                 | 

|<5> 115200*                                                               | 

|<0> Exit                                                                  | 

============================================================================ 

Enter your choice(0-5): 

8. Enter 0 to return to the Serial submenu.  
===========================<Enter Serial SubMenu>=========================== 

|Note:the operating device is cfa0                                         | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Serial Interface Parameter                                     | 

|<0> Exit To Main Menu                                                     | 

============================================================================ 

Enter your choice(0-5): 

9. Select an option from options 2 to 4 to upgrade a system software image. For example, enter 2 
to upgrade the main system software image. 
Please Start To Transfer File, Press <Ctrl+C> To Exit. 

Waiting ...CCCCC 

10. Select Transfer > Send File in the HyperTerminal window.  

Figure 6 Transfer menu 
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11. In the dialog box that appears, click Browse to select the source file, and select Xmodem from 
the Protocol list. 

Figure 7 File transmission dialog box 

 
 

12. Click Send. The following dialog box appears: 

Figure 8 File transfer progress 

 
 

13. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to 
return to the BootWare menu.  
Download successfully! 

17404928 bytes downloaded! 

Input the File Name:main.bin 

Updating File cfa0:/main.bin.............................................. 

.....................................................Done! 

 

===========================<Enter Serial SubMenu>=========================== 

|Note:the operating device is cfa0                                        | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Serial Interface Parameter                                     | 
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|<0> Exit To Main Menu                                                     | 

============================================================================ 

Enter your choice(0-5): 

14. Enter 1 in the BootWare menu to boot the system. 
15. If you are using a download rate other than 9600 bps, change the baud rate of the terminal to 

9600 bps. If the baud rate has been set to 9600 bps, skip this step.  

Managing files from the BootWare menu 
To change the type of a system software image, retrieve files, or delete files, enter 4 in the BootWare 
menu.  

The File Control submenu appears:  
==============================<File CONTROL>============================== 

|Note:the operating device is cfa0                                       | 

|<1> Display All File(s)                                                 | 

|<2> Set Application File type                                           | 

|<3> Set Configuration File type                                         | 

|<4> Delete File                                                         | 

|<0> Exit To Main Menu                                                   | 

========================================================================== 

Enter your choice(0-4): 

Table 15 File Control submenu options 

Item Description 
<1> Display All File Display all files. 

<2> Set Application File type Change the type of a system software image. 

<3> Set Configuration File type Change the type of a configuration file. 

<4> Delete File Delete files. 

<0> Exit To Main Menu Return to the BootWare menu. 
 

Displaying all files 
To display all files, enter 1 in the File Control submenu: 
Display all file(s) in cfa0: 

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

============================================================================ 

|NO. Size(B)   Time                 Type   Name                            | 

|1   3910      Nov/29/2012 13:45:50 N/A    cfa0:/system.xml                | 

|2   389736    Jul/13/2007 14:46:38 N/A    cfa0:/HSR6800.bin                 | 

|3   41950     Aug/21/2007 15:02:06 N/A    cfa0:/default.diag              | 

|4   1245      Nov/29/2012 13:45:52 N/A    cfa0:/startup.cfg               | 

|5   17404928  May/07/2011 11:21:38 M      cfa0:/main.bin                  | 

============================================================================ 
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Changing the type of a system software image 
System software image file attributes include main (M), backup (B), and secure (S). You can store 
only one main image, one backup image, and one secure image on the router. A system software 
image can have any combination of the M, B, and S attributes. If the file attribute you are assigning 
has been assigned to an image, the assignment removes the attribute from that image. The image is 
marked as N/A if it has only that attribute.  

For example, the file main.bin has the M attribute and the file update.bin has the S attribute. After you 
assign the M attribute to update.bin, the type of update.bin changes to M+S and the type of main.bin 
changes to N/A.  
 

 NOTE: 
You cannot remove or assign the S attribute in the File Control submenu. 
 

To change the type of a system software image: 
1. Enter 2 in the File Control submenu. 

'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

========================================================================== 

|NO. Size(B)   Time                 Type   Name                          | 

|1   19386224  May/07/2011 11:21:38 M      cfa0:/main.bin                | 

|0   Exit                                                                | 

======================================================================== 

Enter file No: 

2. Enter the number of the file you are working with, and press Enter.  
Modify the file attribute: 

========================================================================== 

|<1> +Main                                                               | 

|<2> -Main                                                               | 

|<3> +Backup                                                             | 

|<4> -Backup                                                             | 

|<0> Exit                                                                | 

========================================================================== 

Enter your choice(0-4): 

3. Enter a number in the range of 1 to 4 to add or delete a file attribute for the file.  
Set the file attribute success! 

Deleting files 
When storage space is insufficient, you can delete obsolete files to free up storage space.  

To delete files: 
1. Enter 4 in the File Control submenu. 

Deleting the file in cfa0: 

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

============================================================================ 

|NO. Size(B)   Time                 Type   Name                            | 

|1   3910      Nov/29/2012 13:45:50 N/A    cfa0:/system.xml                | 

|2   389736    Jul/13/2007 14:46:38 N/A    cfa0:/HSR6800.bin                 | 

|3   41950     Aug/21/2007 15:02:06 N/A    cfa0:/default.diag              | 

|4   1245      Nov/29/2012 13:45:52 N/A    cfa0:/startup.cfg               | 



58 

|5   17404928  May/07/2011 11:21:38 M      cfa0:/main.bin                  | 

============================================================================ 

Enter file No: 

2. Enter the number of the file to delete.  
3. When the following prompt appears, enter Y. 

The file you selected is cfa0:/default.diag,Delete it? [Y/N]Y 

Deleting........Done! 

Updating Applications for the Standby MPU 
When the router is configured with two MPUs, you need to ensure that the main application files for 
the active and standby MPUs are of the same version. Otherwise, the standby MPU cannot normally 
start up. As a result, the active and standby MPUs cannot back up each other and file operations; 
hence high reliability of the device cannot be ensured. 

You can update the version of the main application file of the standby MPU to that of the active MPU 
through one of the following methods. Before updating the main application file for the standby MPU, 
make sure that the main application file is stored in the CF card of the active MPU, or you should 
download the main application file to the active MPU. For details, refer to procedures mentioned 
above. 

Method 1 
Follow these steps to fast update the application files for the standby MPU: 

To do… Use the command… Remarks 

Update the main application file 
for the standby MPU 

boot-loader update slot 
slot-number 

Required 
Use this command in user view. 

 

The preceding command corresponds to the following steps: 
1. Copy the main application file of the active MPU to the standby MPU. 
2. Specify the main application file on the standby MPU as the application file to be used at next 

startup. 
3. Reboot the standby MPU. 

This method is applicable no matter whether the main application files of the active and standby 
MPUs are of the same version. 
 

 NOTE: 
For detailed information about the boot-loader update slot slot-number command, refer to 
Software Upgrade Commands in the HPE 6600/HSR6600/HSR6800 Routers Fundamentals 
Command Reference. 
 

Method 2 
Restart the standby MPU and then update the main application file of the standby MPU through the 
main menu. For detailed steps, refer to Upgrading from the BootWare menu. 

Note that: If you do not know which file is the current main application file, upload the current main 
application file from the CF card of the active MPU to the file server through TFTP or FTP before 
updating the main application file for the standby MPU. 
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Method 3 
Use the tftp command to download the current main application file to the standby MPU, specify the 
file as the main application file, and reboot the standby MPU. Note that: 
• The main application files of the active and standby MPUs must have the same version. 
• If you do not know which file is the current main application file, upload the current main 

application file from the CF card of the active MPU to the file server through TFTP or FTP before 
updating the main application file for the standby MPU. 

The detailed steps are as follows: 
1. Use the dir command to view the application file to be updated on the active MPU:  

 If any, proceed with operation in Step 2; 
 If not, upload the application file to the active MPU through Xmodem, FTP, or TFTP. For 

details about uploading an application file, refer to the procedures mentioned above. 
2. Use the dir command to view the available space in the CF card on the standby MPU. Make 

sure there is enough space for the new application. 
3. Use the tftp command to download the application file from the server to the standby MPU: 

<HP> tftp 192.168.80.200 get main.bin slot1#cfa0,/main.bin 

 

 File will be transferred in binary mode 

 Downloading file from remote TFTP server, please wait...| 

 TFTP: 44836864 bytes received in 188 second(s) 

 File downloaded successfully. 

4. Specify the application file on the standby MPU to be used at next startup. 
<HP> boot-loader file slot1#cfa0:/main.bin slot 1 main 

  This command will set the boot file of the specified board. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
1! 

5. Use the display boot-loader [ slot slot-number ] command to view the application files to be 
used by the active and standby MPUs for booting the system. Make sure the application files 
are of the same version. 

6. After rebooting the standby MPU using the slave restart command in system view, use the 
display version command to view the current version of the application files. If the application 
files have the new version, you have succeeded in updating the application files on the standby 
MPU.  

7. Use the display device command to view the status of the active and standby MPUs. If both 
MPUs are in the normal status, the active and standby MPUs are normal. 
<HP> display device 

Slot No  Board type    Status       Primary    SubSlots 

 --------------------------------------------------------------------- 

 1        RSE-X2        Normal       Master     0 

 2        RSE-X2        Normal       Slave      0 

 3        FIP-110       Normal       N/A        4 

 4        FIP-210       Normal       N/A        2 

Method 4 
Use the copy command to copy the main application file of the active MPU to the standby MPU, 
specify the file as the main application file, and reboot the standby MPU. Note that when using this 
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method, make sure that the main application files of the active and standby MPUs are of the same 
version. 

The detailed steps are as follows: 
1. Use the dir command to view the application file to be updated on the active MPU:  
• If any, proceed with operation in Step 2; 
• If not, upload the application file to the active MPU through Xmodem, FTP, or TFTP. For details 

about uploading an application file, refer to the procedures mentioned above. 
2. Use the dir command to view the available space in the CF card on the standby MPU. Make 

sure there is enough space for the new application file. 
3. Use the copy command to copy the application file on the active MPU to the standby MPU: 

<HP> copy HSR6800-CMW520-R3303P25.bin slot1#cfa0:/ 

Copy cfa0:/HSR6800-CMW520-R3303P25.bin to slot1#cfa0:/ 
HSR6800-CMW520-R3303P25.bin?[Y/N]:y 

 

%Copy file cfa0:/HSR6800-CMW520-R3303P25.bin to 
slot1#cfa0:/HSR6800-CMW520-R3303P25.bin...Done. 

4. Specify the application file on the standby MPU to be used at next startup. 
<HP> boot-loader file slot1#cfa0:/HSR6800-CMW520-R3303P25.bin slot 1 main 

  This command will set the boot file of the specified board. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
1! 

5. Use the display boot-loader [ slot slot-number ] command to view the application files to be 
used by the active and standby MPUs for booting the system. Make sure the application files 
are of the same version. 

6. After rebooting the standby MPU using the slave restart command in system view, use the 
display version command to view the current version of the application file. If the application 
file is of the new version, you have succeeded in updating the application files on the standby 
MPU.  

7. Use the display device command to view the status of the active and standby MPUs. 
If both MPUs are in the normal status, the active and standby MPUs are normal.  
<HP> display device 

Slot No.  Board type    Status       Primary    SubSlots 

 --------------------------------------------------------------------- 

 1         RSE-X2        Normal       Master     0 

 2         RSE-X2        Normal       Slave      0 

 3         FIP-110       Normal       N/A        4 

 4         FIP-210       Normal       N/A        2 

Handling software upgrade failures 
If a software upgrade fails, the system runs the old software version. To handle a software failure:  
1. Check the physical ports for a loose or incorrect connection.  
2. If you are using the console port for file transfer, check the HyperTerminal settings (including 

the baud rate and data bits) for any wrong setting.  
3. Check the file transfer settings:  

 If XMODEM is used, you must set the same baud rate for the terminal as for the console 
port.  

 If TFTP is used, you must enter the same server IP addresses, file name, and working 
directory as set on the TFTP server. 
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 If FTP is used, you must enter the same FTP server IP address, source file name, working 
directory, and FTP username and password as set on the FTP server. 

4. Check the FTP or TFTP server for any incorrect setting.  
5. Check that the storage device has sufficient space for the upgrade file.  
6. If the message “Something is wrong with the file” appears, check the file for file corruption.  

Dealing with password loss 
 

 CAUTION: 
Dealing with console login password loss and user privilege level password loss from BootWare 
menus is disruptive. 
 

How to deal with console login password loss and user privilege level password loss depends on the 
state of password recovery capability (see Figure 9). Password recovery capability controls console 
user access to the device configuration and SDRAM from BootWare menus. 
• If password recovery capability is enabled, a console user can access the device configuration 

without authentication and configure new passwords. 
• If password recovery capability is disabled, a console user must restore the factory-default 

configuration before configuring new passwords. Restoring the factory-default configuration 
deletes the main and backup next-startup configuration files. 

To enhance system security, disable password recovery capability. 

Figure 9 Dealing with password loss 

 
 

Examining the state of password recovery capability 
1. Reboot the router. 

System is starting...                                                            

Ctrl+F: Format File System                                                       

Ctrl+C: Displ0                                                                   

System is starting...                                                            

Enter 6 to skip 
console login authentication

Password recovery 
capability enabled?

Yes No

Save the running configuration

Enter 8 to clear 
user privilege level password

Reboot the router

Configure new passwords 
in system view

Enter 5 to restore the 
factory-default configuration

Password lost

Reboot the router to access 
EXTEND-BOOTWARE menu

Console login 
password lost

User privilege level 
password lost
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Press Ctrl+D to access BASIC-BOOTWARE MENU                                       

Press Ctrl+T to start memory test                                                

Booting Normal Extend BootWare........                                           

The Extend BootWare is self-decompressing......................Done!             

                                                                                 

****************************************************************************     

*                                                                          *     

*                   HPE Router BootWare, Version 1.06                      *     

*                                                                          *     

****************************************************************************     

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

                                                                                 

Compiled Date       : Nov  6 2015                                                

CPU Type            : P2020                                                      

CPU L1 Cache        : 32KB                                                       

CPU Clock Speed     : 1000MHz                                                    

Memory Type         : DDR3 SDRAM                                                 

Memory Size         : 4096MB                                                     

Memory Speed        : 667MHz                                                     

Flash Size          : 8MB                                                        

cfa0 Size           : 999MB                                                      

NVRAM Size          : 128KB                                                      

BASIC CPLD Version  : 2.0                                                        

EXTEND CPLD Version : 2.0                                                        

PCB Version         : Ver.B                                                                     

      

                                                                                 

BootWare Validating...                                                           

Backup Extend BootWare is newer than Normal Extend BootWare,Update? [Y/N]        

Press Ctrl+B to enter extended boot menu...   

2. Press Ctrl + B within three seconds after the "Press Ctrl+B to enter extended boot menu..." 
prompt message appears. 
BootWare password: Not required. Please press Enter to continue.   

3. Press Enter and read the password recovery capability state message displayed before the 
EXTEND-BOOTWARE menu. 
Password recovery capability is enabled.                                        

Note: The current operating device is cfa0                                       

Enter < Storage Device Operation > to select device.                             

                                                                                 

===========================<EXTEND-BOOTWARE MENU>===========================     

|<1> Boot System                                                                       |     

|<2> Enter Serial SubMenu                                                            |     

|<3> Enter Ethernet SubMenu                                                          |     

|<4> File Control                                                                      |     

|<5> Restore to Factory Default Configuration                                    |     

|<6> Skip Current System Configuration                                             |     

|<7> BootWare Operation Menu                                                         |     

|<8> Clear Super Password                                                             |     

|<9> Storage Device Operation                                                        |     
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|<0> Reboot                                                                              |     

============================================================================     

Ctrl+Z: Access EXTEND-ASSISTANT MENU   

Ctrl+F: Format File System   

Enter your choice(0-9):  

Dealing with console login password loss when password 
recovery capability is enabled 

1. Reboot the router to access the EXTEND-BOOTWARE menu, and then enter 6. 
The current mode is password recovery.   

Note: The current operating device is cfa0   

Enter < Storage Device Operation > to select device.   

  

===========================<EXTEND-BOOTWARE MENU>=========================== 

|<1> Boot System                                                                      | 

|<2> Enter Serial SubMenu                                                           | 

|<3> Enter Ethernet SubMenu                                                         |  

|<4> File Control                                                                     |  

|<5> Restore to Factory Default Configuration                                    |  

|<6> Skip Current System Configuration                                            |  

|<7> BootWare Operation Menu                                                        |  

|<8> Clear Super Password                                                            |  

|<9> Storage Device Operation                                                       |  

|<0> Reboot                                                                             |  

============================================================================  

Ctrl+Z: Access EXTEND-ASSISTANT MENU   

Ctrl+F: Format File System   

Enter your choice(0-9): 6  

After the configuration skipping flag is set successfully, the following message appears: 
Flag Set Success. 

2. When the EXTEND-BOOTWARE menu appears again, enter 0 to reboot the router. 
The router starts up with empty configuration. 

3. To use the configuration in the next-startup configuration file, load the file in system view. 
<HP> system-view 

[HP] configuration replace file startup.cfg 

Current configuration will be lost, save current configuration? [Y/N]:n 

Info: Now replacing the current configuration. Please wait... 

Info: Succeeded in replacing current configuration with the file startup.cfg. 

4. Configure a new console login password. 
In the following example, the console login authentication mode is password and the 
authentication password is 123456. For security, the password is always saved in ciphertext to 
the configuration file, regardless of whether you specify the simple keyword or cipher keyword 
for the set authentication password command. 
<HP> system-view 

[HP] user-interface console 0 

[HP-ui-console0] authentication-mode password 

[HP-ui-console0] set authentication password cipher 123456 
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5. To make the settings take effect after a reboot, save the running configuration to the 
next-startup configuration file. 
[HP] save 

Dealing with user privilege level password loss when 
password recovery capability is enabled 

1. Reboot the router to access the EXTEND-BOOTWARE menu, and then enter 8. 
The current mode is password recovery.  

Note: The current operating device is cfa0   

Enter < Storage Device Operation > to select device.   

  

===========================<EXTEND-BOOTWARE MENU>=========================== 

|<1> Boot System                                                                      | 

|<2> Enter Serial SubMenu                                                           | 

|<3> Enter Ethernet SubMenu                                                         |  

|<4> File Control                                                                     |  

|<5> Restore to Factory Default Configuration                                    |  

|<6> Skip Current System Configuration                                            |  

|<7> BootWare Operation Menu                                                        |  

|<8> Clear Super Password                                                            |  

|<9> Storage Device Operation                                                       |  

|<0> Reboot                                                                             |  

============================================================================  

Ctrl+Z: Access EXTEND-ASSISTANT MENU   

Ctrl+F: Format File System    

Enter your choice(0-9): 8   

The router deletes the user privilege level password configuration commands from the main 
next-startup configuration file. After the operation is completed, the following message appears: 
Clear Super Password Success! 

2. When the EXTEND-BOOTWARE menu appears again, enter 0 to reboot the router. 
The router starts up with the main next-startup configuration file. 

3. Configure new passwords for user privilege levels. 
In the following example, the password 123456 is configured for user privilege level 3. For 
security, the password is always saved in ciphertext to the configuration file, regardless of 
whether you specify the simple keyword or cipher keyword for the super password 
command. 
<HP> system-view 

[HP] super password cipher 123456 

4. To make the setting take effect after a reboot, save the running configuration to the next-startup 
configuration file. 
[HP] save 

Dealing with password loss when password recovery 
capability is disabled 

1. Reboot the router to access the EXTEND-BOOTWARE menu, and enter 5. 
The current mode is no password recovery.    
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Note: The current operating device is cfa0   

Enter < Storage Device Operation > to select device.   

   

===========================<EXTEND-BOOTWARE MENU>=========================== 

|<1> Boot System                                                                      | 

|<2> Enter Serial SubMenu                                                           | 

|<3> Enter Ethernet SubMenu                                                         |  

|<4> File Control                                                                     |  

|<5> Restore to Factory Default Configuration                                    |  

|<6> Skip Current System Configuration                                            |  

|<7> BootWare Operation Menu                                                        |  

|<8> Clear Super Password                                                            |  

|<9> Storage Device Operation                                                       |  

|<0> Reboot                                                                             |  

============================================================================  

Ctrl+Z: Access EXTEND-ASSISTANT MENU  

Ctrl+F: Format File System  

Enter your choice(0-9): 5   

2. At the prompt for confirmation, enter Y.  
The router deletes its main and backup next-startup configuration files and restores the 
factory-default configuration. 
The current mode is no password recovery. The configuration files will be  

deleted, and the system will start up with factory defaults, Are you sure to  

 continue?[Y/N]Y   

Setting...Done.   

3. When the EXTEND-BOOTWARE menu appears again, enter 0 to reboot the router. 
The router starts up with the factory-default configuration. 

4. Configure a new console login password (see "Configure a new console login password.") or 
new user privilege level passwords (see "Configure new passwords for user privilege levels.").  

5. To make the settings take effect after a reboot, save the running configuration to the 
next-startup configuration file. 
[HP] save 
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HPE HSR6800-CMW520-R3303P27-RU 
None.
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HPE HSR6800-CMW520-R3303P25-RU 
This release has the following changes: 
• Modified feature: Support for inter-AS IPv6 VPN option B 
• Modified feature: Advertising the COMMUNITY attribute to a peer in BGP-VPNv6 subaddress 

family view 
• Modified feature: Configuring manual route summarization in IPv6 BGP-VPN instance view 
• Modified feature: Advertising the COMMUNITY attribute to a peer in IPv6 BGP-VPN instance 

view 

Modified feature: Support for inter-AS IPv6 VPN option B 

Feature change description 
This release added support for inter-AS IPv6 VPN option B. 

Command changes 
None. 

Modified feature: Advertising the COMMUNITY attribute 
to a peer in BGP-VPNv6 subaddress family view 

Feature change description 
This release added support for advertising the COMMUNITY attribute to a peer in BGP-VPNv6 
subaddress family view. 

Command changes 

New command: peer advertise-community (BGP-VPNv6 subaddress family 
view) 

Use peer advertise-community to advertise the COMMUNITY attribute to a peer. 

Use undo peer advertise-community to remove the configuration. 

Syntax 
peer ip-address advertise-community 

undo peer ip-address advertise-community 

Default 
No COMMUNITY attribute is advertised to any peers. 

Views 
BGP-VPNv6 subaddress family view 
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Default command level 
2: System level 

Parameters 
ip-address: Specifies a peer by its IP address. 

Examples 
# In BGP-VPNv6 subaddress family view, advertise the COMMUNITY attribute to the peer 3.3.3.3. 
<Sysname> system-view 

[Sysname] bgp 100 

[Sysname-bgp] ipv6-family vpnv6 

[Sysname-bgp-af-vpnv6] peer 3.3.3.3 advertise-community 

Modified feature: Configuring manual route 
summarization in IPv6 BGP-VPN instance view 

Feature change description 
This release added support for configuring manual route summarization in IPv6 BGP-VPN instance 
view. 

Command changes 

Modified command: aggregate (IPv6 address family view) 

Syntax 
aggregate ipv6-address prefix-length [ as-set | attribute-policy route-policy-name | 
detail-suppressed | origin-policy route-policy-name | suppress-policy route-policy-name ] * 

undo aggregate ipv6-address prefix-length 

Views 
IPv6 address family view, IPv6 BGP-VPN instance view 

Default command level 
2: System level 

Change description 
Before modification: This command was available only in IPv6 address family view. 

After modification: This command is available in both IPv6 address family view and IPv6 BGP-VPN 
instance view. 

Modified feature: Advertising the COMMUNITY attribute 
to a peer in IPv6 BGP-VPN instance view 

Feature change description 
This release added support for advertising the COMMUNITY attribute to a peer in IPv6 BGP-VPN 
instance view. 
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Command changes 

Modified command: peer advertise-community (IPv6 address family view) 

Old syntax 
peer { group-name | ipv4-address | ipv6-address } advertise-community 

undo peer { group-name | ipv4-address | ipv6-address } advertise-community 

New syntax 
In IPv6 address family view: 

peer { group-name | ipv4-address | ipv6-address } advertise-community 

undo peer { group-name | ipv4-address | ipv6-address } advertise-community 

In IPv6 BGP-VPN instance view: 

peer ipv6-address advertise-community 

undo peer ipv6-address advertise-community 

Views 
IPv6 address family view, IPv6 BGP-VPN instance view 

Default command level 
2: System level 

Change description 
Before modification: This command was available only in IPv6 address family view. 

After modification: This command is available in both IPv6 address family view and IPv6 BGP-VPN 
instance view. 
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HP HSR6800-CMW520-R3303P23-RU 

Modified feature: Configuring the local PE (RR) to not 
change the next hop of VPNv6 routes advertised to BGP 
peers (RR clients) 

Feature change description 
This release added support for the local PE (RR) to not change the next hop of VPNv6 routes 
advertised to BGP peers (RR clients) in an inter-AS option C scenario. 

Command changes 

New command: peer next-hop-invariable (BGP-VPNv6 subaddress family 
view) 

Use peer next-hop-invariable to configure the device to not change the next hop of routes 
advertised to peers. 

Use undo peer next-hop-invariable to configure the device to use its address as the next hop of 
routes advertised to peers. 

Syntax 
peer ip-address next-hop-invariable 

undo peer ip-address next-hop-invariable 

Default 
The device uses its address as the next hop of routes advertised to EBGP peers. 

Views 
BGP-VPNv6 subaddress family view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies a peer by its IP address. 

Usage guidelines 
On an RR in an inter-AS option C scenario, you must execute this command to not change the next 
hop of VPNv6 routes advertised to BGP peers and RR clients. 

For more information, see peer ebgp-max-hop in Layer 3—IP Routing Command Reference. 

Examples 
# In BGP-VPNv6 subaddress family view, configure the device to not change the next hop of routes 
advertised to peer 2.2.2.2. 
<Sysname> system-view 

[Sysname] bgp 100 

[Sysname-bgp] ipv6-family vpnv6 
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[Sysname-bgp-af-vpnv6] peer 2.2.2.2 next-hop-invariable 
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HP HSR6800-CMW520-R3303P22-RU 
None. 
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HP HSR6800-CMW520-R3303P21-RU 

Modified feature: Setting a tag value for marking the IPv6 
static route and configuring a description for the IPv6 
static route 

Feature change description 
The tag tag-value option was added to the command to set a tag value for marking the IPv6 static 
route. 

The description description-text option was added to the command to configure a description for the 
IPv6 static route. 

Command changes 
Old syntax 

ipv6 route-static ipv6-address prefix-length { interface-type interface-number [ next-hop-address ] | 
next-hop-address | vpn-instance d-vpn-instance-name nexthop-address } [ preference 
preference-value ] 

ipv6 route-static vpn-instance s-vpn-instance-name&<1-6> ipv6-address prefix-length 
{ interface-type interface-number [ next-hop-address ] | nexthop-address [ public ] | vpn-instance 
d-vpn-instance-name nexthop-address } [ preference preference-value ] 

New syntax 
ipv6 route-static ipv6-address prefix-length { interface-type interface-number [ next-hop-address ] | 
next-hop-address | vpn-instance d-vpn-instance-name nexthop-address } [ preference 
preference-value ] [ tag tag-value ] [ description description-text ] 

ipv6 route-static vpn-instance s-vpn-instance-name&<1-6> ipv6-address prefix-length 
{ interface-type interface-number [ next-hop-address ] | nexthop-address [ public ] | vpn-instance 
d-vpn-instance-name nexthop-address } [ preference preference-value ] [ tag tag-value ] 
[ description description-text ] 

Change description 
The tag tag-value option was added. The value range for the tag-value argument is 1 to 4294967295. 
The default value is 0. 

The description description-text option was added. The description-text argument represents a 
string of 1 to 60 characters, which can include special characters such as the space, but excluding 
the question mark (?). 
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HP HSR6800-CMW520-R3303P20 
None. 
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HP HSR6800-CMW520-R3303P18 

New feature: Disabling SSL 3.0 

Disabling SSL 3.0 
This feature allows you to disable SSL 3.0 on a device to enhance system security. 
• An SSL server supports only TLS 1.0 after SSL 3.0 is disabled. 
• An SSL client always uses SSL 3.0 if SSL 3.0 is specified for the client policy, whether you 

disable SSL 3.0 or not. 

To ensure successful establishment of an SSL connection, do not disable SSL 3.0 on a device when 
the peer device only supports SSL 3.0. Hewlett Packard Enterprise recommends upgrading the peer 
device to support TLS 1.0 to improve security. 

To disable SSL 3.0 on a device: 
 

Step Command Remarks  
1. Enter system view. system-view N/A 

2. Disable SSL 3.0 on the 
device. ssl version ssl3.0 disable By default, the device supports 

SSL 3.0. 
 

Command reference 

ssl version ssl3.0 disable 

Use ssl version ssl3.0 disable to disable SSL 3.0 on the device.  

Use undo ssl version ssl3.0 disable restore the default. 

Syntax 
ssl version ssl3.0 disable 

undo ssl version ssl3.0 disable 

Default 
The device supports SSL 3.0. 

Views 
System view 

Examples 
# Disable SSL 3.0 on the device. 
<Sysname> system-view 

[Sysname] ssl version ssl3.0 disable 
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HP HSR6800-CMW520-R3303P16 

New feature: Privilege level switching lock function 

Setting privilege level switching lock parameters 
In this release, you can set the privilege level switching lock interval and the maximum number of 
attempts. 

Command reference 

super lock-interval 

Use super lock-interval to set the privilege level switching lock interval and the maximum number of 
attempts. 

Use the undo super lock-interval command to restore the default. 

Syntax 
super lock-interval lock-interval [ retry retry-times ] 

undo super lock-interval 

Default 
The lock interval is 15 minutes. The maximum number of attempts is 5. 

Views 
System view 

Default command level 
2: System level 

Parameters 
lock-interval: Specifies the lock interval in minutes, an integer in the range of 0 to 15. To disable the 
lock function, set it to 0. 

retry-times: Specifies the maximum number of attempts, in the range of 0 to 5. The default is 5. 

Usage guidelines 
To switch to a privilege level from a lower level, you must enter the correct password. If you fail to 
enter the correct password before the maximum number of attempts is exceeded, the device starts 
the lock timer and suppresses additional attempts during the lock interval. 

Do not try to enter the password during the lock interval. If you try to enter the password during the 
interval, the device resets the timer. 

Examples 
# Set the privilege level switching lock interval to 3 minutes and the maximum number of attempts to 
2.  
[Sysname] super lock-interval 3 retry 2 
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New feature: Configuring IPv6 frame relay address 
mappings 

Configuring IPv6 frame relay address mappings 
To configure IPv6 static frame relay address mappings: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Create an IPv6 static frame 
relay address mapping. 

fr map ipv6 { ipv6-address | 
default } dlci-number 
[ broadcast ] [ {compression 
frf9} ] 

By default, no IPv6 static frame 
relay address mappings are 
configured. 

 

To configure IPv6 dynamic frame relay address mappings: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable IND for IPv6 dynamic 
frame relay address 
mappings. 

fr ipv6 ind [ dlci-number ] 

Optional. 
By default, IND is enabled for 
IPv6 dynamic frame relay address 
mappings. 

4. Set the IND packet 
transmission interval after 
IPv6 IND is enabled.  

ipv6 ind holdtime time-value 

Optional. 
By default, the IND packet 
transmission interval is 30 
seconds.  

 

Displaying and maintaining IPv6 frame relay address mappings  

Task Command Remarks 

Display the mapping table of 
IPv6 protocol address and 
frame relay address. 

display fr ipv6 map-info { static | 
dynamic | all } [ interface interface-type 
{ interface-number | 
interface-number.subnumber } ] [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

Clear all the frame relay 
address mappings 
automatically established 
through IND. 

reset fr ipv6 ind Available in user view. 
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Command reference 

display fr ipv6 map-info 

Use display fr ipv6 map-info to display IPv6 address mappings. 

Syntax 
display fr ipv6 map-info { static | dynamic | all } [ interface interface-type { interface-number | 
interface-number.subnumber }] [ | { begin | exclude | include } regular-expression ] 

Default 
 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
static: Displays static IPv6 address mappings. 

dynamic: Displays dynamic IPv6 address mappings. 

all: Displays all IPv6 address mappings. 

interface interface-type { interface-number | interface-number.subnumber }: Displays IPv6 address 
mappings for the specified interface. The interface-number argument is the main interface ID, and 
the subnumber argument is the subinterface ID in the range of 0 to 1023. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
If no interface is specified, the command displays IPv6 address mappings for all interfaces.  

You can use this command to verify whether IPv6 address mappings are correctly configured.  

Examples 
# Display IPv6 address mappings. 
<Sysname> display fr ipv6 map-info all 

Map Statistics for interface Serial2/1/0 (DTE) 

  DLCI = 100, IP6 IND FE80::56FF:FE00:0, Serial2/1/0 

    create time = 2013/01/11 09:57:28, status = ACTIVE 

    encapsulation = ietf, vlink = 0, broadcast 

  DLCI = 100, IP6 IND 10::1, Serial2/1/0 

    create time = 2013/01/11 09:57:28, status = ACTIVE 

    encapsulation = ietf, vlink = 3, broadcast 
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Table 1 Output description 

Field Description 

Map Statistics for interface Serial2/1/0 (DTE) IPv6 address mappings on Serial2/1/0 that works as DTE. 

DLCI = 100, IP6 IND 10::1, Serial2/1/0 
Mapping between DLCI=100 and the IPv6 peer 10::1. The 
mapping is established on Serial2/1/0 through IND. If IND is 
not displayed, this mapping is manually configured.  

create time = 2013/01/11 09:57:28 Time when the mapping was created. 

status = ACTIVE State of the mapping. 

encapsulation = ietf The encapsulation mode is IETF. 

vlink 

Value for the route that corresponds to the mapping. If the 
value is zero, the route is invalid. If the value is nonzero, the 
route is valid. This value is used to find the corresponding 
mapping, and the DLCI. 

broadcast Broadcasting packets is allowed.  
 

Related commands 
• fr map ip 
• fr inarp 

fr map ipv6 

Use fr map ipv6 to add a static IPv6 address mapping. 

Use undo fr map ipv6 to delete a static IPv6 address mapping.  

Syntax 
fr map ipv6 { ipv6-address | default } dlci-number [ broadcast ] [ compression frf9 ]  

undo fr map ipv6 { ipv6-address | default } dlci-number 

Default 
No static IPv6 address mapping is configured.  

Views 
Interface view 

Default command level 
2: System level 

Parameters 
ipv6-address: Specifies the IPv6 address of the peer. 

default: Creates a default address mapping. 

dlci-number: Specifies the local DLCI number in the range of 16 to 1007. 

broadcast: Enables broadcasting packets. 

compression: Enables FR compression. 

frf9: Enables FRF.9 compression. 

Usage guidelines 
IPv6 address mappings can be configured manually, or automatically through inverse neighbor 
discovery (IND). 
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If there are few peers or a default route exists, you can use this command to manually add address 
mappings. If there are many peers, you can use inverse neighbor discovery to automatically create 
address mappings.  

Examples 
# Configure a static IPv6 address mapping that includes the local DLCI 100 and the peer router's 
IPv6 address 10::2/64 on Serial2/1/0. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 

[Sysname-Serial2/1/0] fr map ipv6 10::2 100 

fr ipv6 ind 

Use fr ipv6 ind to enable inverse neighbor discovery.  

Use undo fr ipv6 ind to disable inverse neighbor discovery. 

Syntax 
fr ipv6 ind [ dlci-number ]  

undo fr ipv6 ind [ dlci-number ]  

Default 
Inverse neighbor discovery is disabled. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
dlci-number: Enables inverse neighbor discovery for the virtual circuit  specified by its DLCI number 
in the range of 16 to 1007.  

Usage guidelines 
FR uses an address mapping to map a local DLCI number to a peer address. Address mappings can 
be configured manually, or automatically through inverse neighbor discovery (IND).  

Use this command to enable inverse neighbor discovery. 

To enable or disable IND for all virtual circuits on an interface, use the command without any 
parameter. 

To enable or disable IND for a virtual circuit, use the command with the dlci-number argument. 

Enabling IND on an interface or subinterface also enables IND on all the virtual circuits of the 
interface or subinterface. To disable IND on a specific virtual circuit of the interface or subinterface, 
use the undo fr ipv6 ind dlci-number command.  

Disabling IND on an interface with the undo fr ipv6 ind command also disables IND on all the virtual 
circuits on the interface. To enable IND for a specific virtual circuit of the interface, use the fr ipv6 ind 
dlci-number command. 

The fr ipv6 ind command configured on an FR main interface also applies to its subinterfaces. 

Examples 
# Enable inverse neighbor discovery for all virtual circuits on the FR interface Serial2/1/0. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 
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[Sysname-Serial2/1/0] fr ipv6 ind 

ipv6 ind holdtime 

Use ipv6 ind holdtime to set the interval for sending IND solicitations. 

Use undo ipv6 ind holdtime to restore the default.  

Syntax 
ipv6 ind holdtime seconds 

undo ipv6 ind holdtime 

Default 
The interval is 30 seconds. 

Views 
Interface view 

Default command level 
2: System view 

Parameters 
seconds: Specifies the interval for sending IND solicitations, in the range of 10 to 120 seconds.  

Examples 
# Configure the FR interface Serial2/1/0 as DTE, and set the interval for sending IND solicitations to 
15 seconds. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 

[Sysname-Serial2/1/0] link-protocol fr 

[Sysname-Serial2/1/0] fr interface-type dte 

[Sysname-Serial2/1/0] ipv6 ind holdtime 15 

ipv6 ind solicitation retrans-timer 

Use ipv6 ind solicitation retrans-timer to set the interval between IND solicitation retransmissions. 

Use undo ipv6 ind solicitation retrans-timer to restore the default. 

Syntax 
ipv6 ind solicitation retrans-timer seconds 

undo ipv6 ind solicitation retrans-timer 

Default 
The interval between IND solicitation retransmissions is one second. 

Views 
Interface view 

Default command level 
2: System view 

Parameters 
seconds: Specifies the interval between IND solicitation retransmissions, in the range of 1 to 5 
seconds. 
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Examples 
# Configure the FR interface Serial2/1/0 as DTE, and set the interval between IND solicitation 
retransmissions to 2 seconds. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 

[Sysname-Serial2/1/0] link-protocol fr 

[Sysname-Serial2/1/0] fr interface-type dte 

[Sysname-Serial2/1/0] ipv6 ind solicitation retrans-timer 15 

reset fr ipv6 ind 

Use reset fr ipv6 ind to clear all dynamic IPv6 address mappings created by IND. 

Syntax 
reset fr ipv6 ind 

Views 
User view 

Default command level 
2: System level 

Usage guidelines 
In some scenarios, dynamic IPv6 address mappings created by IND become invalid because, for 
example, the network topology is changed. To create new address mappings, use this command to 
clear all dynamic mappings. 

Examples 
# Clear all dynamic IPv6 address mappings created by IND. 
<Sysname> reset fr ipv6 ind 

Related commands 
fr ipv6 ind 
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HP HSR6800-CMW520-R3303P12 

New feature: Support for limiting the number of Selected 
ports for an aggregation group 

Setting the minimum and maximum numbers of Selected ports for an 
aggregation group 

 

 IMPORTANT: 
The minimum and maximum numbers of Selected ports must be the same for the local and peer 
aggregation groups. 
 

The bandwidth of an aggregate link increases as the number of Selected member ports increases. 
To avoid congestion, you can set the minimum number of Selected ports required for bringing up an 
aggregate interface.  

This minimum threshold setting affects the aggregation states of aggregation member ports and the 
state of the aggregate interface. 
• When the number of member ports eligible to be Selected ports is smaller than the minimum 

threshold, the following events occur: 
 All member ports are placed in Unselected state. 
 The link on the aggregate interface goes down. 

• When the number of member ports eligible to be Selected ports reaches or exceeds the 
minimum threshold, the following events occur: 

 The eligible member ports are placed in Selected state. 
 The link on the aggregate interface goes up. 

The maximum number of Selected ports allowed in an aggregation group is limited by either manual 
configuration or hardware limitation, whichever value is smaller.  

You can implement backup between two ports by performing the following tasks: 
 Assign two ports to an aggregation group. 
 Configure 1 as the maximum number of Selected ports allowed in the aggregation group. 

In this way, only one Selected port is allowed in the aggregation group at the same time, and the 
Unselected port acts as a backup port. 

Configuration guidelines 
Make sure you understand the following impacts of the port threshold settings:  
• Configuring the minimum number of Selected ports required to bring up an aggregation group 

might cause all the member ports in the aggregation group to become unselected. 
• Configuring the maximum number of Selected ports in an aggregation group might cause some 

of the selected member ports in the aggregation group to become unselected. 

Configuration procedure 
To set the minimum and maximum numbers of Selected ports for an aggregation group: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter aggregate interface 
view. 

• Enter Layer 2 aggregate 
interface view: 
interface 
bridge-aggregation 
interface-number 

• Enter Layer 3 aggregate 
interface view: 
interface 
route-aggregation 
interface-number 

Use either command. 

3. Set the minimum number of 
Selected ports for the 
aggregation group. 

link-aggregation selected-port 
minimum number 

By default, the minimum number 
of Selected ports for an 
aggregation group is not 
specified. 

4. Set the maximum number of 
Selected ports for the 
aggregation group. 

link-aggregation selected-port 
maximum number 

By default, the maximum number 
of Selected ports for an 
aggregation group depends on 
hardware limitation. 

 

Command reference 

link-aggregation selected-port maximum 
 

Use link-aggregation selected-port maximum to set the maximum number of Selected ports 
allowed in an aggregation group. 

Use undo link-aggregation selected-port maximum to restore the default. 

Syntax 
link-aggregation selected-port maximum number 

undo link-aggregation selected-port maximum 

Default 
The maximum number of Selected ports allowed in an aggregation group depends on hardware 
limitation. 

Views 
Layer 2 aggregate interface view, Layer 3 aggregate interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the maximum number of Selected ports allowed in an aggregation group.  

Usage guidelines 
Executing this command might cause some of the Selected ports in the aggregation group to 
become unselected. 

The maximum number of Selected ports allowed in the aggregation groups must be the same for the 
local and peer ends. 

Examples 
# Configure 3 as the maximum number of Selected ports allowed in Layer 2 aggregation group 1. 
<Sysname> system-view 
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[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] link-aggregation selected-port maximum 3 

link-aggregation selected-port minimum 
 

Use link-aggregation selected-port minimum to set the minimum number of Selected ports in an 
aggregation group. 

Use undo link-aggregation selected-port minimum to restore the default. 

Syntax 
link-aggregation selected-port minimum number 

undo link-aggregation selected-port minimum 

Default 
The minimum number of Selected ports in an aggregation group is not specified. 

Views 
Layer 2 aggregate interface view, Layer 3 aggregate interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the minimum number of Selected ports in an aggregation group required to bring 
up the aggregate interface.  

Usage guidelines 
Executing this command might cause all member ports in the aggregation group to become 
unselected.  

The minimum number of Selected ports allowed in the aggregation groups must be the same for the 
local and peer ends. 

Examples 
# Configure 3 as the minimum number of Selected ports allowed in Layer 2 aggregation group 1. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] link-aggregation selected-port minimum 3 
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HP HSR6800-CMW520-R3303P10 

Modified feature: Maximum number of VRRP virtual routers (in virtual 
MAC mode) that can be configured on a fixed 10-GE interface of an 
FIP-310 card 

The maximum number of VRRP virtual routers (in virtual MAC mode) that can be configured on a 
fixed 10-GE interface of an FIP-310 card was changed to 128. 
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HP HSR6800-CMW520-R3303P09 

New feature: Display soft GRE tunnel information 

Display soft GRE tunnel information 
Display soft GRE tunnel information: 
 

Step Command Remarks 

Display soft GRE tunnel 
information. 

display mpls l3vpn soft-gre tunnel 
endpoint [ ipv4 | ipv6 ] [ | { begin | 
exclude | include } 
regular-expression ] 

N/A 

 

Command reference 

New command: display mpls l3vpn soft-gre tunnel endpoint 

Use display mpls l3vpn soft-gre tunnel endpoint to display soft GRE tunnel information. 

Syntax 
display mpls l3vpn soft-gre tunnel endpoint [ ipv4 | ipv6 ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 80 characters. 

ipv4: Displays information about IPv4 soft GRE tunnels. 

ipv6: Displays information about IPv6 soft GRE tunnels. 

Examples 
# Display IPv4 soft GRE tunnel information. 
<Sysname> display mpls l3vpn softgre tunnel endpoint ipv4 

 Tunnel key: 1111    Tunnel source: 4.4.4.4 

 

 Endpoint    Nexthop    Out-Interface 

 1.1.1.1     10.1.0.1   GE2/0/1 

 2.2.2.2     10.2.0.1   GE2/0/2 
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 3.3.3.3     10.3.0.1   GE2/0/3 

Table 1 Command output 

Field Description 
Tunnel key Key for soft GRE. 

Tunnel source Source IP address of soft GRE tunnels. 

Endpoint Remote end IP address of a soft GRE tunnel. 

Nexthop Next hop IP address of the soft GRE tunnel. 

Out-Interface Output interface of the soft GRE tunnel. 
 

Related commands 
• mpls l3vpn soft-gre 
• mpls l3vpn soft-gre key 
• mpls l3vpn soft-gre source 

New feature: Configuring DHCPv6 relay agent on a GRE 
tunnel interface 

In this release, you can configure DHCPv6 relay agent on a GRE tunnel interface. 

New feature: Tiny TCP fragment attack protection 

Enabling tiny TCP fragment attack protection 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable tiny TCP fragment 
attack protection. 

attack-defense tcp fragment 
enable 

By default, tiny TCP fragment 
attack protection is disabled. 

 

Command reference 

attack-defense tcp fragment enable 

Use attack-defense tcp fragment enable to enable tiny TCP fragment attack protection. 

Use undo attack-defense tcp fragment enable to disable tiny TCP fragment attack protection. 

Syntax 
attack-defense tcp fragment enable 

undo attack-defense tcp fragment enable 

Default 
Tiny TCP fragment attack protection is disabled. 

Views 
System view 
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Default command level 
2: System level 

Usage guidelines 
This command enables the device to drop tiny TCP fragments to prevent attacks that use tiny TCP 
fragments. 

Examples 
# Enable tiny TCP fragment attack protection. 
<Sysname> system-view 

[Sysname] attack-defense tcp fragment enable 

Modified feature: Host-monitor's removal of unfixed or 
illegitimate flow entries 

Feature change description 
The source-slot source-slot-number option was removed from the command used to remove 
unfixed or illegitimate flow entries. 

Command changes 
Old syntax 

In standalone mode: 

reset host-monitor entry [ invalid ] [ slot slot-number [ source-slot source-slot-number ] ] 

In IRF mode: 

reset host-monitor entry [ invalid ] [ chassis chassis-number slot slot-number [ source-slot 
source-slot-number ] ] 

New syntax 
In standalone mode: 

reset host-monitor entry [ invalid ] [ slot slot-number ] 

In IRF mode: 

reset host-monitor entry [ invalid ] [ chassis chassis-number slot slot-number ] 

Change description 
The source-slot source-slot-number option was removed. 

Modified feature: Limit on number of interface-specific 
and system-specific internal servers 

In this release, you can configure a maximum of 2048 internal server configuration commands on an 
interface. The system allows up to 4096 internal server configuration commands. 
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Modified feature: Maximum number of interfaces 
enabled with DHCPv6 relay 

The maximum number of interfaces enabled with DHCPv6 relay was increased to 16 K. 

 

Modified feature: Define an IP address pool for 
allocating addresses to PPP users. 

Configuring ISP domain attributes 
In an ISP domain, you can configure the following attributes: 
• Domain status—By placing the ISP domain in the active or blocked state, allow or deny 

network service requests from users in the domain. 
• Maximum number of online users—The device controls the number of online users in a 

domain to ensure the system performance and service reliability. 
• Idle cut—Enables the device to check the traffic of each online user in the domain at the idle 

timeout interval, and to log out any user in the domain whose traffic during the idle timeout 
period is less than the specified minimum traffic. 

• Self-service server location—Allows users to access the self-service server to manage their 
own accounts and passwords. 

• IP address pool for allocating addresses to PPP users—The device assigns IP addresses 
from the pool to PPP users in the domain. 

• Default authorization user profile—If a user passes authentication but is authorized with no 
user profile, the device authorizes the default user profile of the ISP domain to the user and 
restricts the user's behavior based on the profile. For more information about user profiles, see 
"Configuring user profiles." 

An ISP domain attribute applies to all users in the domain. 

A self-service RADIUS server running on CAMS or IMC is required for enabling the self-service 
server location function. 

To configure ISP domain attributes: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter ISP domain view. domain isp-name N/A 

3. Place the ISP domain in 
active or blocked state. state { active | block } 

Optional. 
By default, an ISP domain is in 
active state, and users in the domain 
can request network services. 

4. Specify the maximum 
number of online users in 
the ISP domain. 

access-limit enable 
max-user-number 

Optional. 
No limit is specified by default. 

5. Configure the idle cut 
function. idle-cut enable minute [ flow ] 

Optional. 
Disabled by default. 
This command is effective only for 
LAN, portal, and PPP users.  
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Step Command Remarks 
6. Enable the self-service 

server location function and 
specify the URL of the 
self-service server. 

self-service-url enable url-string
Optional. 
Disabled by default. 

7. Define an IP address pool 
for allocating addresses to 
PPP users. 

ip pool pool-number 
{ low-ip-address 
[ high-ip-address ] | remote 
server-ip-address } 

Optional. 
By default, no IP address pool is 
configured for PPP users. 

8. Specify the default 
authorization user profile. 

authorization-attribute 
user-profile profile-name 

Optional. 
By default, an ISP domain has no 
default authorization user profile. 

9. Set the device to include 
the idle cut time in the user 
online time to be uploaded 
to the server. 

session-time include-idle-time

Optional. 
By default, the user online time 
uploaded to the server excludes the 
idle cut time. 

 

Modified command: ip pool 
Old syntax 

ip pool pool-number low-ip-address [ high-ip-address ]  

New Syntax 
ip pool pool-number { low-ip-address [ high-ip-address ] | remote server-ip-address } 

Views 
ISP domain view 

Change description 
The remote server-ip-address option was added. This option is used to specify a DHCP server by its 
IP address to assign IP addresses to PPP users. 
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HP HSR6800-CMW520-R3303P08 
None. 
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HP HSR6800-CMW520-R3303P07 

Modified feature: Configuring an IKE pre-shared key in 
interactive mode 

Configuring an IKE peer 
For an IPsec policy that uses IKE, you must configure an IKE peer by performing the following tasks: 
• Specify the IKE negotiation mode for the local end to use in IKE negotiation phase 1. If the IP 

address of the remote end is obtained dynamically and pre-shared key authentication is used, 
Hewlett Packard Enterprise recommends setting the IKE negotiation mode of the local end to 
aggressive. When acting as the IKE negotiation responder, the local end uses the IKE 
negotiation mode of the remote end. 

• Specify the IKE proposals for the local end to use when acting as the IKE negotiation initiator. 
When acting as the responder, the local end uses the IKE proposals configured in system view 
for negotiation. 

• Configure a pre-shared key for pre-shared key authentication or a PKI domain for digital 
signature authentication.  

• Specify the ID type for the local end to use in IKE negotiation phase 1. With pre-shared key 
authentication, the ID type must be IP address for main mode IKE negotiation and can be IP 
address, FQDN, or user FQDN for aggressive mode IKE negotiation. 

• Specify the name or IP address of the local security gateway. You perform this task only when 
you want to specify a special address, a loopback interface address, for example, as the local 
security gateway address.  

• Specify the name or IP address of the remote security gateway. For the local end to initiate IKE 
negotiation, you must specify the name or IP address of the remote security gateway on the 
local end so the local end can find the remote end. 

• Enable NAT traversal. If there is NAT gateway on the path for tunneling, you must configure 
NAT traversal at the two ends of the IPsec tunnel, because one end might use a public address 
while the other end uses a private address. 

• Specify the DPD detector for the IKE peer. 

To configure an IKE peer: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an IKE peer and 
enter IKE peer view. ike peer peer-name N/A 

3. Specify the IKE negotiation 
mode for phase 1. 

exchange-mode { aggressive | 
main } 

Optional. 
The default is main. 
In FIPS mode, the aggressive 
mode is not supported. 

4. Specify the IKE proposals 
for the IKE peer to 
reference. 

proposal proposal-number&<1-6> 

Optional. 
By default, an IKE peer 
references no IKE proposals, 
and, when initiating IKE 
negotiation, it uses the IKE 
proposals configured in system 
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Step Command Remarks 
view. 

5. Configure a pre-shared key 
for pre-shared key 
authentication or specify a 
PKI domain for digital 
signature authentication. 

• To configure a pre-shared key: 
 In FIPS mode: 

pre-shared-key [ [ cipher | 
simple ] key ] 
In non-FIPS mode: 
pre-shared-key [ cipher | 
simple ] key 

• To specify a PKI domain: 
certificate domain 
domain-name 

In FIPS mode, the simple 
keyword is not supported. You 
can configure a ciphertext 
pre-shared key by using the 
cipher key option or a plaintext 
pre-shared key in interactive 
mode. The key must contain at 
least eight characters 
comprising digits, uppercase 
and lowercase letters, and 
special characters. 

6. Select the ID type for IKE 
negotiation phase 1. id-type { ip | name | user-fqdn } 

Optional. 
By default, the ID type is IP. 

7. Configure a name for the 
local security gateway. local-name name 

Optional. 
By default, no name is 
configured for the local security 
gateway in IKE peer view, and 
the security gateway name 
configured by using the ike 
local-name command is used.  

8. Specify the name of the 
remote security gateway. remote-name name 

Optional. 
The remote gateway name 
configured with remote-name 
command on the local gateway 
must be identical to the local 
name configured with the 
local-name command on the 
peer. 

9. Configure an IP address for 
the local gateway. local-address [ ipv6 ] ip-address 

Optional. 
By default, it is the primary IP 
address of the interface 
referencing the security policy. 

10. Specify the IP addresses of 
the remote gateway. 

remote-address [ ipv6 ] { hostname 
[ dynamic ] | low-ip-address 
[ high-ip-address ] } 

Optional. 
The remote IP address 
configured with the 
remote-address command on 
the local gateway must be 
identical to the local IP address 
configured with the 
local-address command on the 
peer. 

• Enable the NAT traversal 
function for IPsec/IKE. nat traversal 

Optional. 
Required when a NAT gateway 
is present in the VPN tunnel 
constructed by IPsec/IKE. 
Disabled by default. 

• Set the subnet types of the 
two ends. 

• Set the subnet type of the local 
end: 
local { multi-subnet | 
single-subnet } 

• Set the subnet type of the peer 
end: 
peer { multi-subnet | 

Optional. 
The default subnet type is 
single-subnet. 
Use these two commands only 
when the device is working 
together with a NetScreen 
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Step Command Remarks 
single-subnet } device. 

• Apply a DPD detector to the 
IKE peer. dpd dpd-name 

Optional. 
No DPD detector is applied to an 
IKE peer by default. 

 

Modified command: pre-shared-key 
Old syntax 

pre-shared-key [ cipher | simple ] key 

New syntax 
In FIPS mode: 

pre-shared-key [ [ cipher | simple ] key ] 

In non-FIPS mode: 

pre-shared-key [ cipher | simple ] key 

Views 
IKE peer view 

Change description 
In FIPS mode, the cipher and simple keywords and the key argument are all optional. If you do not 
specify any of them, you configure a plaintext pre-shared key in interactive mode. The interactive mode 
requires you to enter the same plaintext string twice to set the pre-shared key. 

In FIPS mode, the simple keyword is not supported. You can configure a ciphertext pre-shared key by 
using the cipher key option or a plaintext pre-shared key in interactive mode. The key must contain at 
least eight characters comprising digits, uppercase and lowercase letters, and special characters. 

In non-FIPS mode, the interactive mode is not supported. You can configure a ciphertext pre-shared 
key by using the cipher key option or a plaintext pre-shared key by using the simple key option. You 
can also directly specify a plaintext pre-shared key without the simple and cipher keywords. 

New feature: Generating random bits by using DRBG in 
FIPS mode  

In FIPS mode, the system automatically generates random bits for internal use by using DRBG. 
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HP HSR6800-CMW520-R3303P06 

New feature: soft GRE 

Configuring soft GRE 
Soft GRE can replace MPLS LDP, MPLS TE, or GRE to set up a public tunnel for an MPLS L3VPN 
network. It has simpler configuration. 

After soft GRE is enabled on a PE, the PE uses an encapsulation method for VPN packets: 
• Soft GRE—Used when no public tunnel exists or the existing public tunnels do not meet tunnel 

policy requirements. 
Soft GRE encapsulates VPN packets with a GRE header and then an IP header. The 
destination IP address of the IP header is the IP address of the remote PE (BGP VPNv4 peer). 
The source IP address is the output interface address by default. You can use the mpls l3vpn 
soft-gre source command to specify a source IP address. 

• Public tunnel—Used when a qualified public tunnel exists. 

To ensure that PEs identify and receive VPN packets correctly, you can specify a key for soft GRE. A 
PE accepts the received VPN packets when it is configured with the same key as the remote PE. 
Otherwise, the PE drops the packets. 

To configure soft GRE: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter MPLS view. mpls N/A 

3. Enable soft GRE. mpls l3vpn soft-gre By default, soft GRE is 
disabled. 

4. (Optional.) Configure a key 
for soft GRE. mpls l3vpn soft-gre key key-number By default, no key is 

configured for soft GRE. 

5. (Optional.) Configure a 
source address for soft 
GRE. 

mpls l3vpn soft-gre source 
ip-address 

By default, soft GRE uses the 
primary IP address of the 
output interface as the source 
address. 

 

Command reference 

New command: mpls l3vpn soft-gre 

Use mpls l3vpn soft-gre to enable soft GRE for MPLS L3VPN. 

Use undo mpls l3vpn soft-gre to restore the default. 

Syntax 
mpls l3vpn soft-gre 

undo mpls l3vpn soft-gre 

Default 
Soft GRE is disabled for MPLS L3VPN. 
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Views 
MPLS view 

Default command level 
2: System level 

Usage guidelines 
Soft GRE can replace MPLS LDP, MPLS TE, or GRE to set up a public tunnel for an MPLS L3VPN 
network. It has simpler configuration. 

After soft GRE is enabled on a PE, the PE uses soft GRE to encapsulate VPN packets when no 
public tunnel exists or the existing public tunnels do not meet tunnel policy requirements. 

Soft GRE encapsulates VPN packets with a GRE header and then an IP header. The destination IP 
address of the IP header is the IP address of the remote PE (BGP VPNv4 peer). The source IP 
address is the output interface address by default. You can use the mpls l3vpn soft-gre source 
command to specify a source IP address. 

Examples 
# Enable soft GRE for MPLS L3VPN. 
<Sysname> System-view 

[Sysname] mpls 

[Sysname-mpls] mpls l3vpn soft-gre 

New command: mpls l3vpn soft-gre key 

Use mpls l3vpn soft-gre key to configure a key for soft GRE. 

Use undo mpls l3vpn soft-gre key to restore the default. 

Syntax 
mpls l3vpn soft-gre key key-number 

undo mpls l3vpn soft-gre key 

Default 
No key is configured for soft GRE. 

Views 
MPLS view 

Default command level 
2: System level 

Parameters 
key-number: Specifies a soft GRE key in the range of 0 to 4294967295. 

Usage guidelines 
Before executing this command, you must enable the soft GRE feature by executing the mpls l3vpn 
soft-gre command. 

To ensure that PEs identify and receive VPN packets correctly, you can specify a key for soft GRE. A 
PE accepts the received VPN packets when it is configured with the same key as the remote PE. 
Otherwise, the PE drops the packets. 

Examples 
# Configure the soft GRE key as 1234. 
<Sysname> System-view 
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[Sysname] mpls 

[Sysname-mpls] mpls l3vpn soft-gre 

[Sysname-mpls] mpls l3vpn soft-gre key 1234 

New command: mpls l3vpn soft-gre source 

Use mpls l3vpn soft-gre source to configure the source address in the outer IP header for soft 
GRE encapsulation. 

Use undo mpls l3vpn soft-gre source to restore the default. 

Syntax 
mpls l3vpn soft-gre source ip-address 

undo mpls l3vpn soft-gre source 

Default 
Soft GRE uses the primary IP address of the output interface as the source address. 

Views 
MPLS view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies a source address. 

Usage guidelines 
Before executing this command, you must enable the soft GRE feature by executing the mpls l3vpn 
soft-gre command. 

Examples 
# Configure the source address as 2.2.2.9. 
<Sysname> System-view 

[Sysname] mpls 

[Sysname-mpls] mpls l3vpn soft-gre 

[Sysname-mpls] mpls l3vpn soft-gre source 2.2.2.9 

New feature: Configuring a PKI entity to include the 
device serial number in the identity information 

Configuring a PKI entity 
A certificate is the binding of a public key and the identity information of an entity, where the identity 
information is identified by an entity distinguished name (DN). A CA identifies a certificate applicant 
uniquely by entity DN. 

An entity DN is defined by these parameters: 
• Common name of the entity. 
• Country code of the entity, a standard 2-character code. For example, CN represents China and 

US represents the United States. 
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• FQDN of the entity, a unique identifier of an entity on the network. It consists of a host name and 
a domain name and can be resolved to an IP address. For example, www.whatever.com is an 
FQDN, where www is a host name and whatever.com a domain name. 

• IP address of the entity. 
• Locality where the entity resides. 
• Organization to which the entity belongs. 
• Unit of the entity in the organization. 
• State where the entity resides. 
• Device serial number. 

Whether the categories are required or optional depends on the CA policy. Follow the CA policy to 
configure the entity settings. For example, if the CA policy requires the entity DN, but you configure 
only the IP address, the CA rejects the certificate request from the entity. 

The SCEP add-on on the Windows 2000 CA server has restrictions on the data length of a certificate 
request. If a request from a PKI entity exceeds the data length limit, the CA server does not respond 
to the certificate request. In this case, you can use an out-of-band means to submit the request. 
Other types of CA servers, such as RSA servers and OpenCA servers, do not have such restrictions. 

To configure a PKI entity: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an entity and enter its 
view. pki entity entity-name 

No entities exist by default. 
You can create up to two entities 
on a device. 

3. Configure the common name 
for the entity. common-name name 

Optional. 
No common name is specified by 
default. 

4. Configure the country code 
for the entity. country country-code-str 

Optional. 
No country code is specified by 
default. 

5. Configure the FQDN for the 
entity. fqdn name-str 

Optional. 
No FQDN is specified by default. 

6. Configure the IP address for 
the entity. ip ip-address 

Optional. 
No IP address is specified by 
default. 

7. Configure the locality for the 
entity. locality locality-name 

Optional. 
No locality is specified by default.

8. Configure the organization 
name for the entity. organization org-name 

Optional. 
No organization is specified by 
default. 

9. Configure the unit name for 
the entity. organization-unit org-unit-name

Optional. 
No unit is specified by default. 

10. Configure the state or 
province for the entity. state state-name 

Optional. 
No state or province is specified 
by default. 

11. Configuring the PKI entity to 
include the device serial 
number in the identity 

include serial-number Optional. 
By default, the PKI entity does not 
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Step Command Remarks 
information contain the device serial number 

in the identity information. 
 

Command reference 

New command: include serial-number 

Use include serial-number to configure a PKI entity to include the device serial number in the 
identity information. 

Use serial-number to restore the default. 

Syntax 
include serial-number 

undo include serial-number 

Default 
The PKI entity does not contain the device serial number in the identity information. 

Views 
PKI entity view 

Default command level 
2: System level 

Examples 
# Configure PKI entity 1 to include the device serial number in the identity information.  
<Sysname> system-view 

[Sysname] pki entity 1 

[Sysname-pki-entity-1] include serial-number 

New feature: Support of FIP300 and FIP310 for port 
mirroring 

The following matrix shows the feature and router compatibility: 
 

Feature HSR6800 

port mirroring 
Only when SAP modules are operating in bridge mode 
On fixed interfaces of FIP-300 
On fixed GE interfaces of FIP-310 
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HP HSR6800-CMW520-R3303P05 

New feature: LSP inspection 

Configuring BFD for LSPs 
You can configure BFD to detect the connectivity of an LSP. After the configuration, a BFD session is 
established between the ingress and egress of the LSP. The ingress adds the label for the FEC into 
a BFD control packet, forwards the BFD control packet along the LSP to the egress, and determines 
the status of the LSP according to the reply received. Upon detecting an LSP failure, BFD triggers a 
traffic switchover.  

A BFD session for LSP connectivity detection can be static or dynamic. 
• Static—If you specify the local and remote discriminator values by using the discriminator 

keyword when configuring the bfd enable command, the BFD session is established with the 
specified discriminator values. Such a BFD session is used to detect the connectivity of a pair of 
LSPs in opposite directions (one from local to remote, and the other from remote to local) 
between two devices.  

• Dynamic—If you do not specify the local and remote discriminator values when configuring the 
bfd enable command, the MPLS LSP ping is run automatically to negotiate the discriminator 
values and then the BFD session is established based on the negotiated discriminator values. 
Such a BFD session is used for connectivity detection of an LSP from the local device to the 
remote device.  

Configuration prerequisites 

Before enabling BFD for an LSP, complete the following tasks: 
• Configure an IP address for the loopback interface, and configure the IP address as the MPLS 

LSR ID of the device. 
• Configure BFD session parameters on the loopback interface. 

The device uses the BFD session parameters configured on the loopback interface to establish a 
BFD session, and it uses the MPLS LSR ID as the source address of the BFD packets. For more 
information about BFD, see High Availability Configuration Guide. 

To establish a static BFD session, make sure there is already an LSP from the local device to the 
remote device and an LSP from the remote device to the local device. 

Configuration guidelines 

• You cannot establish both a static BFD session and a dynamic BFD session for the same LSP.  
• After a static BFD session is established, you cannot modify the discriminator values of the BFD 

session. 
• In a BFD session for detecting LSP connectivity, the ingress node always operates in active 

mode and the egress node always operates in passive mode. The bfd session init-mode 
command does not take effect on the ingress and egress nodes of such a BFD session. Even if 
you configure the two nodes to both operate in passive mode, the BFD session can still be 
established successfully. 

• BFD for MPLS LDP is for detecting the IP connectivity between two remote LDP peers. BFD for 
LSP is for detecting the connectivity of LSPs. 
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Configuration procedure 

To configure BFD for LSPs: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter the MPLS LSPV view. mpls lspv Not enabled by default. 

3. Configure BFD to detect the 
LSP connectivity. 

bfd enable destination-address 
mask-length [ nexthop 
nexthop-address [ discriminator 
local local-id remote remote-id ] ]

Not configured by default. 

 

Configuring periodic LSP tracert 
The periodic LSP tracert function is for locating faults of an LSP periodically. It detects the 
consistency of the forwarding plane and control plane and records detection results into logs. You 
can check the logs to know whether an LSP has failed. 

If you configure BFD as well as periodic tracert for an LSP, once the periodic LSP tracert function 
detects an LSP fault or inconsistency of the forwarding plane and control plane, the BFD session for 
the LSP is deleted and a new BFD session is established according to the control plane.  

To configure the periodic LSP tracert function: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter the MPLS LSPV view. mpls lspv Not enabled by default. 

3. Configure periodic tracert for 
an LSP to the specified FEC 
destination. 

periodic-tracert 
destination-address mask-length 
[ -a source-ip | -exp exp-value | -h 
ttl-value | -m wait-time | -t time-out 
| -u retry-attempt ] * 

Not configured by default. 

 

Command reference 

bfd enable 

Use bfd enable to enable BFD to detect the connectivity of the LSPs for an FEC.  

Use undo bfd enable to disable BFD detection of the LSP connectivity to a destination address.  

Syntax 
bfd enable destination-address mask-length [ nexthop nexthop-address [ discriminator local 
local-id remote remote-id ] ] 

undo bfd enable destination-address mask-length [ nexthop nexthop-address ] 

Default 
BFD detection is disabled.  

Views 
MPLS LSPV view 
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Default command level 
2: System level 

Parameters 
destination-address mask-length: Specifies an FEC by a destination address and the mask length of 
the address. The value range for mask-length is 0 to 32.  

nexthop nexthop-address: Specifies a next hop address for the FEC. If you specify a next hop 
address, the BFD detects the specified LSP. If you do not specify it, the BFD detects all LSPs for the 
FEC.  

discriminator: Specifies the discriminator values of the BFD session.  

local local-id: Specifies the local discriminator value of the BFD session. The value range depends 
on device model.  

remote remote-id: Specifies the remote discriminator value of the BFD session. The value ranges 
from 1 to 4294967295. 

Usage guidelines 
Enable LSP verification by using the mpls lspv command before executing the bfd enable 
command. 

The BFD session parameters are those configured on the loopback interface whose IP address is 
configured as the MPLS LSR ID. The BFD packets use the MPLS LSR ID as the source address. 
Before enabling BFD for an LSP, configure an IP address for the loopback interface and configure 
the MPLS LSR ID as the IP address of the loopback interface. You can also configure BFD session 
parameters for the loopback interface as needed.  

Examples 
# Enable BFD to detect the LSP connectivity to destination 1.1.1.9/32. 
<Sysname> system-view 

[Sysname] mpls lspv 

[Sysname-mpls-lspv] bfd enable 1.1.1.9 32 

display mpls lsp bfd ipv4 

Use display mpls lsp bfd ipv4 to display BFD information for LSPs. 

Syntax 
display mpls lsp bfd [ ipv4 destination-address mask-length ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
destination-address mask-length: Displays BFD information for LSPs associated with an FEC. The 
FEC is specified by a destination address and its mask length. The value range for the address mask 
length is 0 to 32. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 
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include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display BFD information for LSPs to destination 1.1.1.9/32. 
<Sysname> display mpls lsp bfd ipv4 1.1.1.9 32 

 

               MPLS BFD Session(s) Information 

----------------------------------------------------------------------------- 

 FEC            : 1.1.1.9/32        Type           : LSP 

 Local Discr    : 1                 Remote Discr   : 1 

 Tunnel ID      : 0xd2007           NextHop        : 11.1.1.2 

 Session State  : Up                Source IP      : 1.1.1.1 

 Session Role   : Active 

  

 FEC            : 1.1.1.9/32        Type           : LSP 

 Local Discr    : 2                 Remote Discr   : 2 

 Tunnel ID      : 0xd2008           NextHop        : 12.1.1.2 

 Session State  : Up                Source IP      : 1.1.1.1 

 Session Role   : Active 

  

 Total Session Num: 2 

Table 1 Command output 

Field Description 
Type Type of the tunnel detected by BFD: LSP or TE Tunnel. 

Local Discr Local discriminator value of the BFD session. 

Remote Discr Remote discriminator value of the BFD session. 

Session State 

BFD session state: 
• Init—initialization state. 
• Up. 
• Down. 

Source IP IP address of the active end (ingress LSR) of the BFD session. 

Session Role 
Role of the current LSR in the session: 
• Active—Initiator of the BFD session. 
• Passive—Responder of the BFD session. 

 

mpls lspv 

Use mpls lspv to enable the LSP verification function and enter MPLS LSPV view. 

Use undo mpls lspv to disable the LSP verification function. 

Syntax 
mpls lspv 

undo mpls lspv 

Default 
LSP verification is disabled. 
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Views 
System view 

Default command level 
2: System level 

Examples 
# Enable LSP verification and enter MPLS LSPV view. 
<Sysname> system-view 

[Sysname] mpls lspv 

[Sysname-mpls-lspv] 

periodic-tracert 

Use periodic-tracert to enable periodic LSP tracert for an FEC. 

Use undo periodic-tracert to disable periodic LSP tracert for an FEC. 

Syntax 
periodic-tracert destination-address mask-length [ -a source-ip | -exp exp-value | -h ttl-value | -m 
wait-time | -t time-out | -u retry-attempt ] * 

undo periodic-tracert destination-address mask-length 

Default 
The periodic LSP tracert for an FEC is not enabled. 

Views 
MPLS LSPV view 

Default command level 
2: System level 

Parameters 
destination-address mask-length: Specifies an FEC by a destination IP address and the mask length 
of the destination address. The value range for the mask length is 0 to 32. 

-a source-ip: Specifies the source IP address for MPLS echo request messages. By default, the 
MPLS LSR ID is used as the source address of MPLS echo request messages.  

-exp exp-value: Specifies the EXP value of the label. The value range for the exp-value argument is 
0 to 7, and the default is 0. 

-h ttl-value: Specifies the maximum TTL value for MPLS echo request messages. The value range 
for the ttl-number argument is to 255, and the default is 30. 

-m wait-time: Specifies the interval for performing LSP tracert. The value range for the wait-time 
argument is 15 to 120 minutes, and the default is 60 minutes.  

-t time-out: Specifies the timeout time for waiting for the response of an MPLS echo request 
message. The value range for the time-out argument is 0 to 65535 milliseconds, and the default is 
2000 milliseconds.  

-u retry-attempt: Specifies the maximum number of times that MPLS echo request messages can be 
sent if no response is received. The value range for the retry-attempt argument is 1 to 9, and the 
default is 3.  
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Usage guidelines 
The periodic LSP tracert function is for locating faults of an LSP periodically. It detects the 
consistency of the forwarding plane and control plane and records detection results into logs. You 
can know whether an LSP has failed by checking the logs. 

If you configure BFD as well as periodic tracert for an LSP, once the periodic LSP tracert function 
detects an LSP fault or inconsistency of the forwarding plane and control plane, the BFD session for 
the LSP will be deleted, and a new BFD session will be established according to the control plane.  

Examples 
# Enable periodic tracert for LSPs to destination 1.1.1.9/32.  
<Sysname> system-view 

[Sysname] mpls lspv 

[Sysname-mpls-lspv] periodic-tracert 1.1.1.9 32 

New feature: MPLS TE tunnel inspection 

Configuring BFD for an MPLS TE tunnel 
You can configure BFD for an MPLS TE tunnel to implement fast detection of the connectivity of the 
tunnel. After you configure BFD for an MPLS TE tunnel, a BFD session is established between the 
ingress and egress of the tunnel. The ingress adds the label for the tunnel into a BFD control packet, 
forward the BFD control packet along the tunnel, and determine the status of the tunnel according to 
the BFD control packet received from the egress. Upon detecting an MPLS TE tunnel failure, BFD 
triggers protection switching to switch traffic to another tunnel.  

A BFD session for MPLS TE tunnel detection can be static or dynamic. 
• Static—If you specify the local and remote discriminator values by using the discriminator 

keyword when configuring the mpls te bfd enable command, the BFD session is established 
with the specified discriminator values. Such a BFD session can detect the connectivity of a pair 
of MPLS TE tunnels in opposite directions (one from local to remote, and the other from remote 
to local) between two devices.  

• Dynamic—If you do not specify the local and remote discriminator values when configuring the 
mpls te bfd enable command, the MPLS LSP ping is run automatically to negotiate the 
discriminator values and then the BFD session is established based on the negotiated 
discriminator values. Such a BFD session can detect the connectivity of a unidirectional (from 
the local device to the remote device) MPLS TE tunnel between two devices.  

After you enable BFD and configure the mpls te failure-action teardown command for an MPLS 
TE tunnel, once an RSVP-TE tunnel failure occurs, BFD can detect the failure, and if RSVP does not 
reestablish the tunnel within a specific period of time, MPLS TE removes the failed RSVP-TE tunnel 
and then reestablish it.  

Configuration guidelines 

• You cannot establish both a static BFD session and a dynamic BFD session for the same MPLS 
TE tunnel. 

• After establishing a static BFD session for an MPLS TE tunnel, you cannot modify the 
discriminator values of the BFD session. 

• If you enable both FRR and BFD for an MPLS TE tunnel, to make sure the BFD session is not 
down during an FRR switching, give the BFD detection interval a greater value than the FRR 
detection interval. 

• In a BFD session for detecting an MPLS TE tunnel's connectivity, the ingress node always 
operates in active mode and the egress node always operates in passive mode. The bfd 
session init-mode command does not take effect on the ingress and egress nodes of such a 
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BFD session. Even if you configure the two nodes to both operate in passive mode, the BFD 
session is still established successfully. 

Configuration prerequisites 

The source address of the BFD session is the MPLS LSR ID. Before configuring BFD to inspect an 
MPLS TE tunnel, make sure there is a route on the peer device to the MPLS LSR ID. You can also 
configure the BFD session parameters on the tunnel interface as needed. For more information 
about BFD, see High Availability Configuration Guide. 

To establish a static BFD session to inspect an MPLS TE tunnel, make sure there is already an LSP 
from the local device to the remote device and an LSP from the remote device to the local device. 

Configuration procedure 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter MPLS LSPV view. mpls lspv 

By default, LSP verification is 
disabled. 
For more information about this 
command, see MPLS Command 
Reference. 

3. Return to system view. quit N/A 

4. Enter the tunnel interface 
view of an MPLS TE tunnel. interface tunnel tunnel-number N/A 

5. Configure BFD to check the 
connectivity of the MPLS TE 
tunnel. 

mpls te bfd enable 
[ discriminator local local-id 
remote remote-id ] 

By default, BFD is not configured 
to check connectivity of MPLS TE 
tunnels.  

6. Configure MPLS TE to tear 
down a failed RSVP TE 
tunnel and reestablish it. mpls te failure-action teardown

Optional. 
Not configured by default. 

 

Configuring periodic LSP tracert for an MPLS TE tunnel 
The periodic LSP tracert function for an MPLS TE tunnel is for locating faults of the MPLS TE tunnel 
periodically. It detects the consistency of the forwarding and control plane and records detection 
results into logs. You can check the logs to see whether an MPLS TE tunnel has failed. 

If you configure BFD as well as periodical tracert for an MPLS TE tunnel, once the periodical LSP 
tracert function detects a fault or inconsistency of the forwarding plane and control plane of the 
MPLS TE tunnel, the BFD session for the tunnel is deleted and a new BFD session is established 
according to the control plane.  

After you configure periodic LSP tracert and the mpls te failure-action teardown command for an 
MPLS TE tunnel, once an RSVP-TE tunnel failure occurs, the periodic LSP tracert function can 
detect the failure, and if RSVP does not reestablish the RSVP-TE tunnel within a specific period of 
time, MPLS TE removes the failed RSVP-TE tunnel and then reestablishes it.  

To configure periodic LSP tracert for an MPLS TE tunnel: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter MPLS LSPV view. mpls lspv By default, LSP verification is 

disabled. 
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Step Command Remarks 
For more information about this 
command, see MPLS Command 
Reference. 

3. Return to system view. quit N/A 

4. Enter the tunnel interface 
view of an MPLS TE tunnel. interface tunnel tunnel-number N/A 

5. Enable periodic LSP tracert 
for the MPLS TE tunnel. 

mpls te periodic-tracert [ -a 
source-ip | -exp exp-value | -h 
ttl-value | -m wait-time | -t time-out 
| -u retry-attempt ] * 

By default, periodic LSP tracert is 
disabled for MPLS TE tunnels.  

6. Configure MPLS TE to tear 
down a failed RSVP TE 
tunnel and reestablish it. 

mpls te failure-action teardown
Optional. 
Not configured by default. 

 

Command reference 

display mpls lsp bfd te 

Use display mpls lsp bfd te to display BFD information for MPLS TE tunnels. 

Syntax 
display mpls lsp bfd [ te tunnel tunnel-number ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
tunnel tunnel-number: Displays BFD information for the specified MPLS TE tunnel. tunnel-number is 
the tunnel interface number.  

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display BFD information for the MPLS TE tunnel using tunnel interface Tunnel 0. 
<Sysname> display mpls lsp bfd te Tunnel 0 

 

               MPLS BFD Session(s) Information 

----------------------------------------------------------------------------- 

 FEC            : Tunnel0           Type           : TE Tunnel 

 Local Discr    : 3                 Remote Discr   : 3 

 Tunnel ID      : 0xd2009           NextHop        : ---- 
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 Session State  : Up                Source IP      : 1.1.1.1 

 Session Role   : Active 

  

 Total Session Num: 1 

Table 2 Command output 

Field Description 
Type Type of the tunnel detected by BFD: LSP or TE Tunnel. 

Local Discr Local discriminator of the BFD session. 

Remote Discr Remote discriminator of the BFD session. 

Session State Status of the BFD session: Init (initializing), Up, or Down. 

Source IP IP address of the active end (ingress LSR) of the BFD session. 

Session Role Role of the LSR in the BFD session: Active or Passive. 
 

mpls te bfd enable 

Use mpls te bfd enable to configure BFD to check the connectivity of the MPLS TE tunnel. 

Use undo mpls te bfd enable to disable BFD for the MPLS TE tunnel of a TE tunnel interface. 

Syntax 
mpls te bfd enable [ discriminator local local-id remote remote-id ] 

undo mpls te bfd enable 

Default 
BFD is not configured for MPLS TE tunnels. 

Views 
Tunnel interface view 

Default command level 
2: System level 

Parameters 
discriminator: Specifies the discriminator values of the BFD session. 

local local-id: Specifies the local discriminator value of the BFD session, in the range of 1 to 4096. 

remote remote-id: Specifies the remote discriminator value of the BFD session, in the range of 1 to 
4294967295. 

Usage guidelines 
Enable LSP verification by using the mpls lspv command first before executing the mpls te bfd 
enable command. 

BFD session parameters are those configured on the TE tunnel interface. The source address of the 
BFD session is the MPLS LSR ID. Before enabling BFD for an MPLS TE tunnel, make sure a route is 
available on the peer device to the MPLS LSR ID. You can also configure the BFD session 
parameters on the tunnel interface as needed. For information about BFD parameter configuration, 
see High Availability Configuration Guide. 

Examples 
# Enable BFD for the MPLS TE tunnel on tunnel interface Tunnel 1. 
<Sysname> system-view 
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[Sysname] interface tunnel 1 

[Sysname-Tunnel1] mpls te bfd enable 

mpls te failure-action teardown 

Use mpls te failure-action teardown to enable the capability of tearing down a failed RSVP TE 
tunnel and then reestablishing it.  

Use undo mpls te failure-action teardown to disable the capability.  

Syntax 
mpls te failure-action teardown 

undo mpls te failure-action teardown 

Default 
This capability is disabled.  

Views 
Tunnel interface view 

Default command level 
2: System level 

Usage guidelines 
With this capability configured, after BFD or periodic LSP tracert detects a failure of an RSVP-TE 
tunnel, if RSVP does not reestablish the RSVP-TE tunnel within a specific period of time, MPLS TE 
will remove the tunnel and reestablish it.  

Examples 
# On tunnel interface Tunnel 0, enable the capability of tearing down a failed MPLS TE tunnel and 
then reestablishing the tunnel.  
<Sysname> system-view 

[Sysname] interface tunnel 0 

[Sysname-Tunnel0] mpls te failure-action teardown 

mpls te periodic-tracert 

Use mpls te periodic-tracert to enable periodic LSP tracert for the MPLS TE tunnels on a tunnel 
interface.  

Use undo mpls te periodic-tracert to disable periodic LSP tracert for MPLS TE tunnels on a tunnel 
interface.  

Syntax 
mpls te periodic-tracert [ -a source-ip | -exp exp-value | -h ttl-value | -m wait-time | -t time-out | -u 
retry-attempt ] * 

undo mpls te periodic-tracert 

Default 
Periodic LSP tracert is disabled for MPLS TE tunnels.  

Views 
Tunnel interface view 

Default command level 
2: System level 
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Parameters 
-a source-ip: Specifies the source IP address of MPLS Echo Request messages. By default, the 
MPLS LSR ID is used as the source address of MPLS Echo Request messages.  

-exp exp-value: Specifies the EXP value of the label. The value range for the exp-value argument is 
0 to 7, and the default is 0. 

-h ttl-value: Specifies the maximum TTL value for MPLS Echo Request messages. The value range 
for the ttl-number argument is 1 to 255, and the default is 30. 

-m wait-time: Specifies the interval for performing LSP tracert. The value range for the wait-time 
argument is 15 to 120 minutes, and the default is 60 minutes.  

-t time-out: Specifies the timeout time for waiting for the response of an MPLS Echo Request 
message. The value range for the time-out argument is 0 to 65535 milliseconds, and the default is 
2000 milliseconds.  

-u retry-attempt: Specifies the maximum number of times that MPLS Echo Request messages can 
be sent if no response is received. The value range for the retry-attempt argument is 1 to 9, and the 
default is 3.  

Usage guidelines 
The periodic LSP tracert function for an MPLS TE tunnel is for locating faults of the MPLS TE tunnel 
periodically. It detects the consistency of the forwarding and control plane and records detection 
results into logs. You can know whether an MPLS TE tunnel has failed by checking the logs. 

If you configure BFD as well as periodical tracert for an MPLS TE tunnel, once the tracert function 
detects a data plane failure or an inconsistency between the data plane and control plane, the 
existing BFD session is deleted and a new BFD session is then reestablished based on the control 
plane.  

Enable LSP verification by using the mpls lspv command before executing the mpls te 
periodic-tracert command. 

Examples 
# Enable periodic LSP tracert for the MPLS TE tunnels on tunnel interface Tunnel 0. 
<Sysname> system-view 

[Sysname] interface tunnel 0 

[Sysname-Tunnel0] mpls te periodic-tracert 

New feature: IP header compression 

Configuring IP header compression 
IP header compression (IPHC) is a host-to-host protocol used to carry real-time multimedia services 
such as voice and video over IP networks. To decrease the bandwidth consumed by packet headers, 
you can enable IPHC on PPP links to compress RTP (including IP, UDP, and RTP) headers or TCP 
headers. The following uses RTP header compression to describe how compression operates. 

RTP is a UDP protocol using fixed port number and format. An RTP packet comprises a 40-byte 
header and a data section. The 40-byte header, which contains a 20-byte IP header, an 8-byte UDP 
header, and a 12-byte RTP header, is large compared with the payload, which is usually 20 bytes to 
160 bytes. To reduce bandwidth consumption, use IPHC to compress RTP packet headers. After 
compression, the 40-byte header can be reduced to 2 to 5 bytes. If the payload is 40 bytes, the 
compression ratio will be (40+40) / (40+5), about 1.78, which is very efficient. 

To configure IP header compression: 
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Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable IP header compression. ppp compression iphc 
[ nonstandard ] 

By default, IP header compression 
is disabled. 

4. Set the maximum number of 
connections for which an interface 
can perform RTP header 
compression. 

ppp compression iphc 
tcp-connections number 

Optional. 
The default setting is 16. 

5. Set the maximum number of 
connections for which an interface 
can perform TCP header 
compression. 

ppp compression iphc 
rtp-connections number 

Optional. 
The default setting is 16. 

 

Displaying and maintaining IP header compression 

Task Command 

Display TCP header compression 
statistics. 

display ppp compression iphc tcp [ interface-type 
interface-number ] [ | { begin | exclude | include } 
regular-expression ] 

Display RTP header compression 
statistics. 

display ppp compression iphc rtp [ interface-type 
interface-number ] [ | { begin | exclude | include } 
regular-expression ] 

Clear all IP header compression 
statistics. reset ppp compression iphc [ interface-type interface-number ] 

 

Command reference 

display ppp compression iphc rtp 

Use display ppp compression iphc rtp to display IPHC RTP header compression statistics. 

Syntax 
display ppp compression iphc rtp [ interface-type interface-number ] [ | { begin | exclude | 
include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 
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include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
When IPHC RTP applies to MP links, the associated VA interfaces perform the compression. You 
can check the compression information on MP templates, such as VT or dialer interfaces.  

When IPHC RTP applies to normal PPP links, physical interfaces perform the compression. You can 
check the compression information on the physical interfaces. 

Examples 
# Display IPHC RTP header compression statistics. 
<Sysname> display ppp compression iphc rtp 

IPHC: TCP/IP header compression 

  Interface: Serial2/0 

    Received: 

      Compress/Error/Discard/Total: 0/0/0/0 (Packets) 

    Sent: 

      Compress/Total: 0/0 (Packets) 

      Send/Save/Total: 0/0/0 (Bytes) 

    Connect: 

      Rx/Tx: 16/16 

      Long-search/Miss: 0/0 

Table 3 Command output 

Field Description 
Received Statistics on received packets. 

Compress/Error/Discard/Total: 0/0/0/0 (Packets) The number of received 
compressed/error/discarded/total packets is 0/0/0/0. 

Sent Statistics on sent packets. 

Compress/Total: 0/0 (Packets) 
Send/Save/Total: 0/0/0 (Bytes) 

The number of sent compressed/total packets is 0/0. 
The bytes of sent/saved/total packets are 0/0/0.  

Connect: Number of connections. 

Rx Number of connections that the receiver can 
decompress.  

Tx Number of connections that the sender can 
compress.  

Long-search/Miss Times of searching compression entries and times of 
search failures. 

 

display ppp compression iphc tcp 

Use display ppp compression iphc tcp to display IPHC TCP header compression statistics. 

Syntax 
display ppp compression iphc tcp [ interface-type interface-number ] [ | { begin | exclude | 
include } regular-expression ] 

Views 
Any view 
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Default command level 
1: Monitor level 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
When IPHC TCP applies to MP links, the associated VA interfaces perform the compression. You 
can check the compression information on MP templates, such as VT or dialer interfaces.  

When IPHC TCP applies to normal PPP links, physical interfaces perform the compression. You can 
check the compression information on the physical interfaces. 

Examples 
# Display IPHC TCP header compression statistics. 
<Sysname> display ppp compression iphc tcp 

IPHC: TCP/IP header compression 

  Interface: Serial2/0 

    Received: 

      Compress/Error/Discard/Total: 0/0/0/0 (Packets) 

    Sent: 

      Compress/Total: 0/0 (Packets) 

      Send/Save/Total: 0/0/0 (Bytes) 

    Connect: 

      Rx/Tx: 16/16 

      Long-search/Miss: 0/0 

Table 4 Command output 

Field Description 
Received Statistics on received packets. 

Compress/Error/Discard/Total: 0/0/0/0 (Packets) 
The number of received 
compressed/error/discarded/total packets is 
0/0/0/0.  

Sent Statistics on sent packets. 

Compress/Total: 0/0 (Packets) 
Send/Save/Total: 0/0/0 (Bytes) 

The number of sent compressed/total packets is 
0/0. 
The bytes of sent/saved/total packets are 0/0/0. 

Connect: Number of connections. 

Rx Number of connections that the receiver can 
decompress.  

Tx Number of connections that the sender can 
compress.  

Long-search/Miss Times of searching compression entries and 
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Field Description 
times of search failures. 

 

ppp compression iphc 

Use ppp compression iphc to enable IP header compression (TCP header compression and RTP 
header compression mainly) on an interface. 

Use undo ppp compression iphc to disable IP header compression. 

Syntax 
ppp compression iphc [ nonstandard ] 

undo ppp compression iphc 

Default 
TCP header compression and RTP header compression are disabled. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
nonstandard: Specifies the nonstandard encapsulation format. 

Usage guidelines 
Enabling or disabling IP header compression enables or disables both RTP header compression and 
TCP header compression.  

To use IP header compression, you must enable it on both sides of a PPP link.  

After you enable IP header compression on VT and Dialer interfaces, ISDN and asynchronous dialer 
interfaces, you must shut down and then bring up the interfaces by using the shutdown and undo 
shutdown commands for the configuration to take effect.  

After you enable IP header compression on a MP bundle, you must shut down and then bring up all 
the MP member interfaces by using the shutdown and undo shutdown commands for the 
configuration to take effect. 

Examples 
# Enable IP header compression on interface Serial 4/2/0. 
<Sysname> system-view 

[Sysname] interface serial 4/2/0 

[Sysname-Serial4/2/0] ppp compression iphc 

Related commands 
• ppp compression iphc rtp-connections 
• ppp compression iphc tcp-connections 

ppp compression iphc rtp-connections 

Use ppp compression iphc rtp-connections to set the maximum number of connections for which 
an interface can perform RTP header compression. 

Use undo ppp compression iphc rtp-connections to restore the default, which is 16. 
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Syntax 
ppp compression iphc rtp-connections number 

undo ppp compression iphc rtp-connections 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the maximum number of connections for which an interface can perform RTP 
header compression. The value range for this argument is 3 to 1000. 

Usage guidelines 
RTP is a connection-oriented protocol. An interface can accommodate multiple RTP connections.  

RTP header compression occupies memory resources for maintaining connection information. This 
command can limit memory resources used by compression. For example, if you set the limit to three, 
RTP header compression only applies to a maximum of three RTP connections. 

After executing the ppp compression iphc rtp-connections command, you must shut down and 
then bring up the interface for the new setting to take effect. If the configuration is for an MP bundle, 
you must shut down and then bring up all the MP member interfaces. 

Examples 
# Set the maximum number of connections for which interface serial 4/2/0 can perform RTP header 
compression to 10. 
<Sysname> system-view 

[Sysname] interface serial 4/2/0 

[Sysname-Serial4/2/0] ppp compression iphc rtp-connections 10 

ppp compression iphc tcp-connections 

Use ppp compression iphc tcp-connections to set the maximum number of connections for which 
an interface can perform TCP header compression. 

Use undo ppp compression iphc tcp-connections to restore the default, which is 16. 

Syntax 
ppp compression iphc tcp-connections number 

undo ppp compression iphc tcp-connections 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the maximum number of connections for which an interface can perform TCP 
header compression. The value range for this argument is 3 to 256. 

Usage guidelines 
TCP is a connection-oriented protocol. An interface can accommodate multiple TCP connections.  
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TCP header compression occupies memory resources for maintaining connection information. This 
command can limit memory resources used by compression. For example, if you set the limit to three, 
RTP header compression only applies to a maximum of three TCP connections. 

After executing the ppp compression iphc tcp-connections command, you must shut down and 
then bring up the interface for the new setting to take effect. If the configuration is for an MP bundle, 
you must shut down and then bring up all the MP member interfaces. 

Examples 
# Set the maximum number of connections for which interface serial 4/2/0 can perform TCP 
compression to 10. 
<Sysname> system-view 

[Sysname] interface serial 4/2/0 

[Sysname-Serial4/2/0] ppp compression iphc tcp-connections 10 

reset ppp compression iphc 

Use reset ppp compression iphc to clear the IP header compression statistics on an interface. 

Syntax 
reset ppp compression iphc [ interface-type interface-number ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
Interface-type Interface-number: Specifies an interface by its type and number. 

Usage guidelines 
If the interface-type interface-number argument is not provided, this command clears the IP header 
compression statistics on all interfaces.  

Examples 
# Clear the IP header compression statistics on all interfaces. 
<Sysname> reset ppp compression iphc 

New feature: Enabling the device to discard IPv6 packets 
that contain extension headers 

Enabling the device to discard IPv6 packets that contain extension 
headers 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable the device to discard 
IPv6 packets that contain 
extension headers. 

ipv6 option drop enable 
By default, the device does not 
discard IPv6 packets that contain 
extension headers. 
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Command reference 

ipv6 option drop enable 

Use ipv6 option drop enable to enable the device to discard IPv6 packets that contain extension 
headers. 

Use undo ipv6 option drop to disable the device from discarding IPv6 packets that contain 
extension headers. 

Syntax 
ipv6 option drop enable 

undo ipv6 option drop 

Default 
The device does not discard IPv6 packets that contain extension headers. 

Views 
System view 

Default command level 
2: System level 

Examples 
# Enable the device to discard IPv6 packets that contain extension headers. 
<Sysname> system-view 

[Sysname] ipv6 option drop enable 

New feature: Enhanced flow monitoring of Netstream 
and host-monitor 

Configuring NetStream flow aging 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable periodical 
aging and TCP FIN- 
and RST-triggered 
aging. 

ip netstream aging 

Optional. 
By default, periodical aging 
and TCP FIN- and 
RST-triggered aging are 
enabled. 

3. Configure periodical 
aging. 

• Set the aging timer for active flows: 
ip netstream timeout active seconds 

• Set the aging timer for inactive flows: 
ip netstream timeout inactive seconds 

Optional. 
By default: 
• The aging timer for 

active flows is 1800 
seconds. 

• The aging timer for 
inactive flows is 30 
seconds. 

4. Configure forced 
aging of the 
NetStream entries. 

a. Set the maximum entries that the 
cache can accommodate, and the 
processing method when the upper 

Optional. 
By default, the cache can 
accommodate a maximum of 
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Step Command Remarks 
limit is reached: 
ip netstream max-entry { max-entries 
| aging | disable-caching } 

b. Exit to user view: 
quit 

c. Configure forced aging: 
reset ip netstream statistics 

620000 entries, and the 
device ages out the entries 
when the maximum number 
is reached. 
The ip netstream 
max-entry command is 
supported on only A6602 
and HSR6602 routers. 
The reset ip netstream 
statistics command also 
clears the cache. 

 

Displaying and maintaining NetStream 

Task Command Remarks 

Display NetStream entry 
information in the cache (in 
standalone mode). 

display ip netstream cache [ verbose ] 
[ destination ip-address | interface 
interface-type interface-number | source 
ip-address ] * [ slot slot-number ] [ | { begin | 
exclude | include } regular-expression ] 

Available in any view. 

Display NetStream entry 
information in the cache (in IRF 
mode). 

display ip netstream cache [ verbose ] 
[ destination ip-address | interface 
interface-type interface-number | source 
ip-address ] * [ chassis chassis-number slot 
slot-number ] [ | { begin | exclude | include } 
regular-expression ] 

Available in any view. 

Display information about 
NetStream data export. 

display ip netstream export [ | { begin | 
exclude | include } regular-expression ] Available in any view. 

Display the configuration and 
status of the NetStream flow 
record templates (in standalone 
mode). 

display ip netstream template [ slot 
slot-number ] [ | { begin | exclude | 
include } regular-expression ]  

Available in any view. 

Display the configuration and 
status of the NetStream flow 
record templates (in IRF mode). 

display ip netstream template [ chassis 
chassis-number slot slot-number ] [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

Clear the cache, age out, and 
export all NetStream data. reset ip netstream statistics Available in user view. 

 

Configuring Host-monitor 
See Network Management and Monitoring Configuration Guide. 

Command reference 

Modified command: display ip netstream cache 

Use display ip netstream cache to display NetStream entry information in the cache. 
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Syntax 
In standalone mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ slot slot-number ] [ | { begin | exclude | include } 
regular-expression ] 

In IRF mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ chassis chassis-number slot slot-number ] [ | { begin | 
exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
verbose: Displays detailed information about the NetStream entries in the cache. 

destination ip-address: Specifies the destination IP address. The ip-address argument is an IPv4 
address in dotted decimal notation. This option is valid only for information about active flow entries 
in the cache. 

interface interface-type interface-number: Specifies an interface by its type and number. This option 
is valid only for information about active flow entries in the cache. 

source ip-address: Specifies the source IP address. The ip-address argument is an IPv4 address in 
dotted decimal notation. This option is valid only for information about active flow entries in the 
cache. 

slot slot-number Displays the NetStream entry information in the cache of a card. The slot-number 
argument specifies a card by its slot number. (In standalone mode.) 

The following matrix shows the option and router compatibility: 
 

Option A6602 HSR6602 A6604/A6608/A6616 HSR6800 

slot 
slot-number No Yes Yes Yes 

 

chassis chassis-number slot slot-number: Specifies a card on an IRF member device. The 
chassis-number argument represents the member ID of the device. The slot-number argument 
represents the slot number of the card. (In IRF mode.) 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
• On HSR6602/HSR6800 routers: 

# Display information about the NetStream entries in the cache. 
<Sysname> display ip netstream cache verbose slot 0 

IP netstream cache information: 
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  Stream active timeout (in seconds)  : 30 

  Stream inactive timeout (in seconds): 30 

  Stream max entry number             : 10000 

    IP active stream entry number     : 3 

  MPLS active stream entry number     : 0 

    IP stream entry been counted      : 3 

  MPLS stream entry been counted      : 0 

  Last statistics reset time          : Never 

IP packet size distribution (59 total packets): 

 1-32   64   96  128  160  192  224  256  288  320  352  384  416  448  480 

 .000 .847 .152 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 

  512  544  576 1024 1536 2048 2560 3072 3584 4096 4608 >4608 

 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 

 Protocol          Total   Packets   Stream  Packets Active(sec) Idle(sec) 

                 Streams      /Sec     /Sec  /stream   /stream    /stream 

--------------------------------------------------------------------------- 

 ICMP                  1         0        0        5         0         31 

 TCP-BGP               2         0        0        2         0         31 

Type DstIP(Port)            SrcIP(Port)            Pro ToS If(Direct)   Pkts 

     DstMAC(VLAN)           SrcMAC(VLAN) 

     TopLblType(IP/MASK)    Lbl-Exp-S-List 

--------------------------------------------------------------------------- 

IP   224.0.0.5(0)           5.5.5.1(0)             89  192 GE2/0/1(I)   30 

     TcpFlag:       0 

     DstMask:      32       SrcMask:      24       Nexthop:           0.0.0.0 

     DstAS:         0       SrcAS:         0       BgpNexthop:        0.0.0.0 

     OutVRF:        0       InVRF:         0 

     SamplerMode:   0       SamplerInt:    0 

     Active:      280       Bytes/Pkt:    64 

          First packet arrived: 01/01/2000, 00:01:10 

          Last packet arrived:  01/01/2000, 00:01:20 

IP   5.5.5.2(1172)          5.5.5.1(179)           6   0   GE2/0/1(I)   6 

     TcpFlag:      16 

     DstMask:      32       SrcMask:      24       Nexthop:         127.0.0.1 

     DstAS:         0       SrcAS:         0       BgpNexthop:        0.0.0.0 

     OutVRF:        0       InVRF:         0 

     SamplerMode:   0       SamplerInt:    0 

     Active:       90       Bytes/Pkt:    40 

          First packet arrived: 01/01/2000, 00:01:10 

          Last packet arrived:  01/01/2000, 00:01:20 

IP   5.5.5.2(1172)          5.5.5.1(179)           6   192 GE2/0/1(I)   13 

     TcpFlag:      26 

     DstMask:      32       SrcMask:      24       Nexthop:         127.0.0.1 

     DstAS:         0       SrcAS:         0       BgpNexthop:        0.0.0.0 

     OutVRF:        0       InVRF:         0 

     SamplerMode:   0       SamplerInt:    0 

     Active:      108       Bytes/Pkt:    55 

          First packet arrived: 01/01/2000, 00:01:10 
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          Last packet arrived:  01/01/2000, 00:01:20 

Table 5 Command output 

Field Description 
IP netstream cache information Information about NetStream entries in the cache. 

Stream active timeout (in seconds) Active aging timer in seconds for NetStream entries. 

Stream inactive timeout(in seconds) Inactive aging timer in seconds for NetStream entries. 

Stream max entry number Maximum number of flow entries allowed in the cache. 

IP Active stream entry number Number of active IP flows in the cache. 

MPLS Active stream entry number Number of active MPLS flows in the cache. 

IP Stream entries been counted Number of IP flows that are counted. 

MPLS Stream entries been counted Number of MPLS flows that are counted. 

Last statistics reset time 
This field is an absolute time and will not change with the system 
time. It is displayed only when the reset ip netstream statistics 
command is executed. Otherwise, the value for this field is Never.

IP packet size distribution (63 total 
packets): 

Distribution of IP packets by packet size, and the bracketed 
number is the total number of IP packets. 
Value is displayed in the proportion of number of IP packets to the 
total IP packets, and is displayed with 3 decimal places. 

1-32   64   96  128  160  192  224  256  
288   
320  352  384  416  448  480 512  544  
576  
1024 1536 2048 2560 3072 3584 
4096 4608 

Range of IP packet length (excluding data link layer header) in 
bytes.  
• For the values in the range of 1 to 576, the range increases in 

the step of 32. For example, 1-32 shows the number of 
packets in size of 1 to 32 bytes. 64 shows the number of 
packets in size of 33 to 64 bytes.  

• For the values greater than 1024, the range increases in the 
step of 512. For example, 1536 shows the number of packets 
in size of 1025 to 1536 bytes.  

• Packets in size of 577 to 1024 are recorded in the 1024 entry.

Protocol           Total Streams  
Packets/Sec   Stream/Sec   
Packets/stream Active(sec) /stream   
Idle(sec)/stream 

Statistics of packet by protocol type:  
• Protocol type. 
• Total number of flows. 
• Number of packets per second. 
• Number of flows per second. 
• Number of packets per flow. 
• Active time of each flow. 
• Inactive time of each flow. 

Type DstIP(Port)            SrcIP(Port)       
Pro ToS If(Direct)  Pkts 

Statistics of the active flows in the current cache: 
• Flow type. Flows are classified into the following types:  

 IP flows. 
 L2 flows. 
 IP&L2 flows. 
 MPLS flows without IP options. 
 MPLS flows with IP options. 

• Destination IP address (destination port). 
• Source IP address (source port). 
• Protocol number. 
• ToS. 
• Interface type and name (direction). 



57 

Field Description 
• Number of packets. 
ICMP packets do not contain port number fields, so the type and 
code fields are captured. The value for the destination port 
represents these two fields: 
• The highest 8 bits represent the type field. 
• The lowest 8 bits represent the code field.  
The value for the source port is set to 0 and does not indicate any 
statistics. 

DstMAC(VLAN)          SrcMAC(VLAN)

Layer 2 information for the active flows in the current cache: 
• Destination MAC address. 
• Destination VLAN ID. 
• Source MAC address. 
• Source VLAN ID. 

TopLblType(IP/MASK)      
Lbl-Exp-S-List 

Information about the active MPLS flows in the current cache: 
• Type of the labels at the top of the label stack: 

 IP address associated with the label. 
 Mask associated with the label. 

• Label list. 
A label consists of three fields: 
• Label field—20 bits in length. 
• Exp field—For QoS, and three bits in length. 
• S field—One bit in length. The value of 1 indicates that the 

label is at the bottom of the label stack.  
Up to three labels can be listed in one label list. 

TcpFlag: 
DstMask:      SrcMask:             Nexthop:  
DstAS:           SrcAS:            
BgpNexthop:    
OutVRF:       InVRF:                              
SamplerMode:                     SamplerInt:  
Active:       Bytes/Pkt:  
First packet arrived:  
Last packet arrived: 

Other information about the active flows in the cache: 
• TCP tag. 
• Destination mask. 
• Source mask. 
• Routing next hop. 
• Destination AS. 
• Source AS. 
• BGP next hop. 
• VPN to which the outbound packets belong. 
• VPN to which the inbound packets belong. 
• Sampling mode (F/D/R). NetStream supports the following 

sampling modes: 
 0—No sampling. 
 1—Fixed sampling. 
 2—Random sampling. 

• Sampling interval. 
• Flow's active time (in seconds). 
• Number of bytes per packet. 
• Time when the first packet of the flow arrived. 

• Time when the last packet of the flow arrived. 
 

Change description 
Options destination ip-address, interface interface-type interface-number, and source ip-address 
were added. 
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New command: ip netstream aging 

Use ip netstream aging to enable periodical aging and TCP FIN- and RST-triggered aging. 

Use undo ip netstream aging to disable periodical aging and TCP FIN- and RST-triggered aging. 

Syntax 
ip netstream aging 

undo ip netstream aging 

Default 
Periodical aging and TCP FIN- and RST-triggered aging are enabled. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
None 

Examples 
# Disable periodical aging and TCP FIN- and RST-triggered aging for NetStream entries in the 
cache. 
<Sysname> system-view 

[Sysname] undo ip netstream aging 

Host-monitor commands 

See Network Management and Monitoring Command Reference. 

New feature: Configure the load balancing mode for the 
HDLC link bundle interface 

Configuring an HDLC link bundle interface 
When you configure an HDLC link bundle interface, follow these guidelines: 
• The number of selected member interfaces required for bringing up an HDLC link bundle 

cannot be greater than the maximum number of selected member interfaces in the HDLC link 
bundle. 

• To guarantee correct traffic transmission, Hewlett Packard Enterprise recommends that you 
configure each of the following parameters the same at both ends of an HDLC link bundle:  

 Number of selected member interfaces required for bringing up the HDLC link bundle. 
 Maximum number of selected member interfaces allowed in the HDLC link bundle. 
 Minimum amount of bandwidth required for bringing up the HDLC link bundle. 

• If the member interfaces in an HDLC link bundle are on different cards, Hewlett Packard 
Enterprise recommends that you use the service slot command to specify a card to forward 
traffic for the HDLC link bundle interface. 

• For A6604, A6608, A6616, HSR6800 routers, do not specify the MPU to forward traffic for 
HDLC link bundle interfaces. All traffic must be forwarded on base cards. 
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To configure an HDLC link bundle interface: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an HDLC link bundle 
interface and enter its view. 

interface hdlc-bundle 
bundle-id  N/A 

3. Assign an IP address to the 
HDLC link bundle interface. 

ip address ip-address { mask | 
mask-length } [ sub ] 

By default, no IP address is 
assigned to an HDLC link bundle 
interface. 
For more information about the ip 
address command, see Layer 
3—IP Services Command 
Reference.  

4. Configure the load balancing 
mode for the HDLC link bundle 
interface. 

bundle load-balance 
{ per-flow | per-packet } 

Optional. 
By default, per-packet load 
balancing is used. 

5. Specify a card to forward traffic 
for the HDLC link bundle 
interface. 

• In standalone mode: 
service slot slot-number 

• In IRF mode: 
service chassis 
chassis-number slot 
slot-number 

Optional. 
By default: 
• If all member interfaces of the 

HDLC link bundle interface 
are on the same card, the 
card processes or forwards 
traffic for the bundle interface.

• If the member interfaces are 
on different cards, the card 
with the first selected 
member interface on the 
member list processes or 
forwards traffic for the bundle 
interface. (For the member 
list of an HDLC link bundle 
interface, execute the 
display bundle member 
hdlc-bundle command.) 

The A6602 routers do not support 
this command. 

6. Set the minimum number of 
selected member interfaces 
required for bringing up the 
HDLC link bundle. 

bundle min-active links 
number 

Optional. 
By default, no minimum number of 
selected member interfaces is 
required for an HDLC link bundle 
to be brought up.  

7. Set the maximum number of 
selected member interfaces 
allowed in the HDLC link 
bundle. 

bundle max-active links 
number 

Optional. 
By default, the maximum number 
of selected member interfaces 
allowed in an HDLC link bundle is 
not set. 

8. Specify the minimum amount 
of bandwidth required for 
bringing up the HDLC link 
bundle. 

bundle min-active bandwidth 
bandwidth 

Optional. 
By default, the minimum amount of 
bandwidth required for bringing up 
an HDLC link bundle is not set.  

9. Set the intended bandwidth for 
the HDLC link bundle interface. bandwidth bandwidth-value Optional. 

10. Specify the MTU size on the 
HDLC link bundle interface. mtu size 

Optional. 
The MTU size on the HDLC link 
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Step Command Remarks 
bundle interface is 1500 bytes by 
default. 
The MTU size specified here 
affects the fragmentation and 
reassembly of IP packets. Use this 
command to set a proper MTU 
size according to your network 
conditions.  
Make sure the largest MTU 
supported by the member 
interface is no less than the MTU 
size configured for the HDLC link 
bundle interface. Otherwise, traffic 
might fail to be forwarded. 

11. Enable the HDLC link bundle 
interface undo shutdown 

Optional. 
Enabled by default. 
Enabling/disabling an HDLC link 
bundle interface does not enable 
or disable any member interface in 
the HDLC link bundle but can 
affect the selected states of the 
member interfaces. 

 

Command reference 

New command: bundle load-balance 

Use bundle load-balance to configure the load balancing mode for an HDLC link bundle interface. 

Use undo bundle load-balance to restore the default. 

Syntax 
bundle load-balance { per-flow | per-packet } 

undo bundle load-balance 

Default 
Per-packet load balancing is used. 

Views 
HDLC link bundle interface view 

Default command level 
2: System level 

Parameters 
per-flow: Specifies per-flow load balancing. 

per-packet: Specifies per-packet load balancing. 

Usage guidelines 
The following load balancing modes are available: 
• Per-flow load balancing—Forwards packets of the same flow out of the same selected 

interface. A flow is identified by match criteria.  
 For IPv4 and IPv6 packets, the match criteria include source IP address and destination IP 

address.  
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 For MPLS packets, the match criteria are MPLS labels.  
• Per-packet load balancing—Distributes packets evenly across all selected interfaces by 

using the round-robin method.  

Example 
# Configure per-packet load balancing for HDLC link bundle interface 1.  
<Sysname> system-view 

[Sysname] interface hdlc-bundle 1 

[Sysname-HDLC-bundle1] bundle load-balance per-packet 

New feature: PPP link quality control 

Enabling PPP link quality control 
The following matrix shows the feature and router compatibility: 
 

Feature HSR6800 

PPP link 
quality 
control 

Yes, when the router has a FIP-210, FIP-300, or FIP-310 installed with a 
HIM-CL1P/HIM-CL2P interface module with CPOS interfaces operating in E1 mode. 

 

PPP link quality control (LQC) monitors the quality (packet loss ratio and packet error ratio) of PPP 
links (excluding those in MP bundles) in real time. 

If PPP LQC is not enabled, each end of a PPP link periodically sends keepalive packets to its peer. If 
PPP LQC is enabled, Link Quality Reports (LQRs) packets replace keepalive packets to monitor the 
link. 

The system uses received LQR packets to measure the link quality. If two consecutive measured 
results are below the close-percentage, the system shuts down the link. Then the system measures 
the link quality at an interval that is ten times the LQR interval. If three consecutive measured results 
are higher than the PPP LQC resume-percentage, the system brings up the link.  

A shut-down link must experience at least 30 keepalive intervals before it can go up again. If you set 
a large keepalive interval, the link will take a long time to come up. 

This feature is available only on CPOS interfaces in E1 mode. 

This feature is available on MP links only in software MP mode. 

If you enable LQC on both sides of a PPP or MP link, make sure both sides have the same LQC 
settings. Typically, there is no need to enable LQC on both sides of a PPP or MP link. 

To avoid link flapping, the close percentage and the resume percentage must have a big difference. 

To enable PPP LQC: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable PPP LQC. ppp lqc close-percentage 
[ resume-percentage ] 

By default, PPP LQC is 
disabled.  

4. Enable the interface to 
periodically send large LCP 
echo packets to the peer. 

ppp lqc lcp-echo [ packet size ] 
[ interval seconds ] 

Optional. 
By default, the interface does 
not send large LCP echo 
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Step Command Remarks 
packets on a PPP link. 

 

Command reference 

New command: ppp lqc 

Use ppp lqc to enable PPP link quality control (LQC).  

Use undo ppp lqc to disable PPP LQC. 

Syntax 
ppp lqc close-percentage [ resume-percentage ] 

undo ppp lqc 

Default 
PPP LQC is disabled. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
close-percentage: PPP LQC close-percentage, in the range of 0 to 100. 

resume-percentage: PPP LQC resume-percentage, in the range of 0 to 100. 

Usage guidelines 
The default value of the resume-percentage argument is equal to the value configured for the 
close-percentage argument. The value of the resume-percentage argument, if configured, must be 
greater than or equal to that of the close-percentage argument. 

LQC monitors the quality (packet loss ratio and packet error ratio) of PPP links (excluding MP 
bundles) in real time. 

If PPP LQC is not enabled, each end of a PPP link periodically sends keepalive packets to its peer. If 
PPP LQC is enabled, Link Quality Reports (LQRs) packets replace keepalive packets to monitor the 
link. 

The system uses received LQR packets to measure the link quality. If two consecutive measured 
results are below the close-percentage, the system shuts down the link. Then the system measures 
the link quality at an interval that is ten times the LQR interval. If three consecutive measured results 
are higher than the PPP LQC resume-percentage, the system brings up the link.  

A shut-down link must experience at least 30 keepalive intervals before it can go up again. If you set 
a large keepalive interval, the link will take a long time to come up. 

If you enable PPP LQC on both sides of a PPP link, make sure both sides have the same PPP LQC 
settings. Typically, there is no need to enable PPP LQC on both sides of a PPP link.  

Hewlett Packard Enterprise recommends that you not enable PPP LQC on a DDR dial-up link 
because DDR tears the link down when the link is closed by LQC. Then LQC cannot send LQR 
packets to resume the link. 

Examples 
# Enable PPP LQC on interface Serial 2/1/1, and set the PPP LQC close-percentage to 90 and 
resume-percentage to 95. 
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<Sysname> system-view 

[Sysname] interface serial 2/1/1 

[Sysname-Serial2/1/1] ppp lqc 90 95 

New command: ppp lqc lcp-echo 

Use ppp lqc lcp-echo to configure an interface to periodically send large LCP echo packets on a 
PPP link. 

Use undo ppp lqc lcp-echo to restore the default. 

Syntax 
ppp lqc lcp-echo [ packet size ] [ interval seconds ] 

undo ppp lqc lcp-echo 

Default 
The interface does not send large LCP echo packets on a PPP link. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
packet size: Specifies the size of LCP echo packets, in the range of 128 to 1500 bytes. 

interval seconds:  Specifies the interval for sending LCP echo packets, in the range of 1 to 10 
seconds. 

Usage guidelines 
This feature can avoid PPP link flapping caused by loss of large LCP packets. 

Examples 
# Configure interface Serial 2/1/1 to send 1400-byte LCP echo packets every 1 second. 
<Sysname> system-view 

[Sysname] interface serial 2/1/1 

[Sysname-Serial2/1/1] ppp lqc lcp-echo packet 1400 interval 1 

New feature: Enabling extensible PPP accounting 

Enabling extensible PPP accounting 
If extensible PPP accounting is enabled, AAA starts accounting after the PPP user notifies AAA of 
the peer IP address obtained in NCP negotiation. 

If extensible PPP accounting is disabled, AAA starts accounting after the PPP user starts NCP 
negotiation. 

To enable extensible PPP accounting: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter VT interface view. interface virtual-template 
interface-number N/A 
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Step Command Remarks 
3. Enable extensible PPP 

accounting. 
ppp account-statics extend 
remote-address 

By default, extensible PPP 
accounting is disabled. 

 

Command reference 

New command: ppp account-statics extend remote-address 

Use ppp account-statics extend remote-address to enable extensible PPP accounting. 

Use undo ppp account-statics extend remote-address to disable extensible PPP accounting. 

Syntax 
ppp account-statics extend remote-address 

undo ppp account-statics extend remote-address 

Default 
Extensible PPP accounting is disabled. 

Views 
VT interface view 

Default command level 
2: System level 

Usage guidelines 
If extensible PPP accounting is enabled, AAA starts accounting after the PPP user notifies AAA of 
the peer IP address obtained in NCP negotiation. 

If extensible PPP accounting is disabled, AAA starts accounting after the PPP user starts NCP 
negotiation.  

Examples 
# Enable extensible PPP accounting on interface Virtual-Template 1. 
<Sysname> system-view  

[Sysname] interface Virtual-Template 1  

[Sysname-Virtual-Template1] ppp account-statistics extend remote-address 

New feature: Adding the retries argument to the timer 
hold command 

Adding the retries argument to the timer hold command 
See: 
• Layer 2—WAN Configuration Guide 
• Interface Configuration Guide 

Command reference 
See: 
• Layer 2—WAN Command Reference 
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• Interface Command Reference
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New feature: Configuring GDOI KS redundancy 

Configuring GDOI KS redundancy 
GDOI KS redundancy can be used to achieve KS high availability and load sharing. The following 
describes GDOI KS redundancy settings: 
• UDP port number—Specifies the UDP port number that a GDOI KS uses to send and receive 

redundancy protocol packets to and from other KSs. All KSs in the same GDOI KS group must 
use the same UDP port number. 

• Peer address—Specifies the IP address of a peer KS. 
• Local priority—Specifies the priority of the local KS for primary KS election. A greater value 

indicates a higher priority. If multiple KSs have the same priority, the KS with the highest IP 
address is elected as the primary KS. 

• Redundancy enable—Enables GDOI KS redundancy. 
• Redundancy hello—Configures the following settings: 

 Redundancy hello packet sending interval for the primary KS. 
 Maximum number of consecutive failures allowed in receiving redundancy hello packets 

before the secondary KS considers itself to be disconnected from the primary KS.  
Configure the redundancy hello parameters reasonably to make the secondary KS timely know 
the primary KS keepalive status. 

• Redundancy retransmit—Specifies redundancy protocol packet (expect hello packet) 
retransmission interval and the number of retransmissions. 

Follow these guidelines when you configure GDOI KS redundancy: 
• The KSs for KS redundancy must have the same KS group configuration expect peer IP 

address, local priority, and source address of outgoing KS packets. 
• In a GDOI KS group, you must specify the IP addresses of all peer KSs that back up the local 

KS. 
• The IP address of a peer KS specified on the local KS must be the same as the source address 

that the peer KS uses to send redundancy protocol packets. 

To configure GDOI KS redundancy: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure the UDP port 
number for listening to 
redundancy protocol 
packets. 

gdoi ks redundancy port 
port-number 

By default, the KS listens to 
UDP port 19000 for redundancy 
protocol packets. 

3. Enter GDOI KS group 
view. gdoi ks group group-name N/A 

4. Specify a peer KS.  peer address ip-address By default, no peer KS is 
specified.  

5. (Optional.) Configure a 
local priority. local priority priority By default, the local priority is 1. 

6. Enable GDOI KS 
redundancy. redundancy enable By default, GDOI KS 

redundancy is disabled.  

7. (Optional.) Configure the redundancy hello { interval interval | By default, the redundancy 
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Step Command Remarks 
redundancy hello packet 
sending interval and the 
maximum number of 
consecutive failures 
allowed in receiving 
redundancy hello packets. 

number number } * hello packet sending interval for 
the primary KS is 20 seconds. A 
secondary KS initiates primary 
KS re-election when it failed to 
receive redundancy hello 
packets from the primary KS for 
3 times consecutively. 

8. (Optional.) Configure the 
redundancy protocol 
packet retransmission 
interval and the maximum 
number of 
retransmissions. 

redundancy retransmit { interval 
interval | number number } * 

By default, the retransmission 
interval is 10 seconds, and the 
maximum number of 
retransmissions is 2. 

 

Command reference 

Modified command: display gdoi ks 

Use display gdoi ks to display GDOI KS information. 

Syntax 
display gdoi ks [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays KS information for all GDOI KS 
groups. 

Examples 
# Display KS information for the GDOI KS group abc. 
<Sysname> display gdoi ks group abc 

Group Name: abc 

  Group identity             : 8 

  Group members              : 0 

  Redundancy                 : Enabled 

    Local address            : 105.112.100.2 

    Local version            : 1.0 

    Local priority           : 10 

    Local role               : Primary 

    Hello interval           : 20 sec 

    Hello number             : 3 

    Retransmit interval      : 10 sec 

    Retransmit attempts      : 2 

  Rekey transport type       : Multicast 

  Rekey lifetime             : 300 sec 

  Rekey retransmit period    : 10 sec 
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  Rekey retransmit attempts  : 2 

 

  IPsec sequence number      : 1 

  IPsec rekey lifetime       : 300 sec 

  Profile name               : profile-wwl 

  ACL configured             : xf 

 

# Display KS information for all GDOI KS groups. 
<Sysname> display gdoi ks 

Group Name: abc 

  Group identity           : 8 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

    Hello interval         : 20 sec 

    Hello number           : 3 

    Retransmit interval    : 10 sec 

    Retransmit attempts    : 2 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 

 

  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-wwl 

  ACL configured           : xf 

 

Group Name: xyz 

  Group identity           : 18 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

    Hello interval         : 20 sec  

    Hello number           : 3  

    Retransmit interval    : 10 sec 

    Retransmit attempts    : 2 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 
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  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz 

  ACL configured           : xyz 

 

  IPsec sequence number    : 2 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz2 

  ACL configured           : 3001 

 

Table 6 Command output 

Field Description 
Group Name Name of the GDOI KS group. 

Group identity KS group identity, a number or an IPv4 address. If no identity is configured, 
this field is blank. 

Group members Number of online GMs in the GDOI KS group. 

Redundancy Redundancy information for the GDOI KS group. 

Local role 

Role of the local KS in the redundancy: 
• Primary—Primary KS. 
• Secondary—Secondary KS. 
• Initial—In initializing state. 
• Electing—Electing the primary KS. 

Hello interval Redundancy hello packet sending interval, in seconds. 

Hello number 
Number of consecutive failures in receiving redundancy hello packets from the 
primary KS. If the number is reached, the secondary KS considers itself 
disconnected from the primary KS. 

Retransmit interval Redundancy protocol packet retransmission interval, in seconds. 

Retransmit attempts Number of redundancy protocol packet retransmissions. 

Rekey transport type Rekey transport type: Multicast or Unicast. 

IPsec sequence number Sequence number of the IPsec policy. 

IPsec rekey lifetime IPsec SA lifetime. When the lifetime is about to expire, the KS sends rekey 
messages to update the TEK. 

Profile name Name of the IPsec profile referenced. 

ACL configured Name or number of the ACL referenced. 
 

Change description 
The following fields were added to the command output: 
    Hello interval         : 20 sec  

    Hello number           : 3  

    Retransmit interval    : 10 sec 

    Retransmit attempts    : 2 
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New command: gdoi ks redundancy port 

Use gdoi ks redundancy port to configure the UDP port number for listening to redundancy 
protocol packets. 

Use undo gdoi ks redundancy port to restore the default. 

Syntax 
gdoi ks redundancy port port-number 

undo gdoi ks redundancy port 

Default 
The GDOI KS listens to UDP port 19000 for redundancy protocol packets. 

Views 
System view 

Default command level 
2: System level 

Parameters 
port-number: Specifies a UDP port number in the range of 1 to 65535. 

Usage guidelines 
A GDOI KS uses the UDP port number configured in this command to send and receive redundancy 
protocol packets to and from other KSs. All KSs in the same GDOI KS group must use the same 
UDP port number. Otherwise, redundancy protocol packets cannot be exchanged between the KSs. 

Examples 
# Set the UDP port number for listening to redundancy protocol packets to 20000. 
<Sysname> system-view 

[Sysname] gdoi ks redundancy port 20000 

Related commands 
gdoi ks group 

New command: redundancy hello 

Use redundancy hello to configure the redundancy hello packet sending interval, and the maximum 
number of consecutive failures allowed in receiving redundancy hello packets before the secondary 
KS considers itself disconnected from the primary KS. 

Use undo redundancy enable to restore the default. 

Syntax 
redundancy hello { interval interval | number number } * 

undo redundancy hello [ interval | number ] 

Default 
As the primary KS, the device sends redundancy hello packets regularly at an interval of 20 seconds. 
As a secondary KS, the device initiates primary KS re-election when it failed to receive redundancy 
hello packets from the primary KS for 3 times consecutively. 

Views 
GDOI KS group view 
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Default command level 
2: System level 

Parameters 
interval interval: Specifies the redundancy hello packet sending interval in the range of 20 to 60 
seconds. 

number number: Specifies the maximum number of consecutive failures allowed in receiving 
redundancy hello packets, in the range of 3 to 10. 

Usage guidelines 
The primary KS periodically sends hello packets to all secondary KSs to inform the secondary KSs of 
the keepalive status. The secondary KSs are not required to respond to the hello packets. 

After primary KS selection, the primary KS informs the secondary KS of the keepalive time. If a 
secondary KS does not receive the redundancy hello packets from the primary KS after the 
configured number of attempts, it considers itself disconnected from the primary KS, and triggers 
primary KS re-election. 

When the primary KS detects a disconnection from a secondary KS, it informs the secondary KS of 
the disconnection through hello packets. The secondary KS tries to re-establish a connection with 
the primary KS if it receives the hello packet. If the connection cannot be established, primary KS 
re-election is triggered. 

Do not set a long hello packet sending interval. Otherwise, secondary KSs cannot timely detect a 
primary KS failure or a link failure. 

You can increase the value of the number argument for KSs connected to not-so-good links to avoid 
unnecessary primary KS re-elections caused by link transmission failures. 

Examples 
# Set the redundancy hello packet sending interval to 30 seconds, and the maximum number of 
consecutive failures in receiving redundancy hello packets to 3. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy hello interval 30 number 3 

Related commands 
display gdoi ks 

New command: redundancy retransmit 

Use redundancy retransmit to configure the redundancy protocol packet retransmission interval 
and the maximum number of retransmissions. 

Use undo redundancy retransmit to restore the default. 

Syntax 
redundancy retransmit { interval interval | number number } * 

undo redundancy retransmit [ interval | number ] 

Default 
The retransmission interval is 10 seconds, and the maximum number of retransmissions is 2. 

Views 
GDOI KS group view 

Default command level 
2: System level 
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Parameters 
interval interval: Specifies the redundancy protocol packet retransmission interval in the range of 10 
to 60 seconds. 

number number: Specifies the maximum number of retransmissions, in the range of 2 to 5. 

Usage guidelines 
During KS election and data exchange, the local KS sends redundancy protocol packets (expect 
hello packets) to peer KSs. If the local KS does not receive a response from a peer KS within the 
retransmission interval, the local KS retransmits the packets to the peer KS. If the maximum number 
of retransmissions is exceeded, the local KS sets the peer KS state to Down. Packets to be 
retransmitted include priority requests, main advertisement packets, data mergence packets, data 
updates, and data synchronization packets. 

On a not-so-good network, you can increase the retransmission interval or retransmission number to 
avoid KS split. If a KS loses contact with the primary KS, it will split from the KS group and elect itself 
as the primary KS. Then, the KS group might have multiple primary KSs. 

Examples 
# Set the redundancy protocol packets retransmission interval to 30 seconds, and the maximum 
number of retransmissions to 3. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy retransmit interval 30 number 3 

Related commands 
display gdoi ks 

New feature: Disabling BGP routing policies from 
automatically taking effect  

Disabling BGP routing policies from automatically taking effect 
During BGP network optimization or upgrade, each change of BGP routing policies triggers route 
refreshing, which burdens BGP routers and the network. 

This task disables the policies from automatically taking effect. After modifying all policies, execute 
the refresh bgp or reset bgp command to make the new polices take effect. 

The following shows BGP routing policies: 
• peer as-path-acl 
• peer filter-policy 
• peer ip-prefix 
• peer route-policy 
• filter-policy export 
• filter-policy import 
• peer default-route-advertise 
• rr-filter (see MPLS Command Reference) 
• peer upe route-policy (see MPLS Command Reference) 

To disable BGP routing policies from automatically taking effect: 
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter BGP view. bgp as-number N/A 

3. Disable BGP routing policies 
from automatically taking 
effect. 

undo auto-refresh enable 

By default, when a BGP routing 
policy is changed, BGP 
automatically uses the new policy 
to filter the incoming/outgoing 
routes. 

 

Command reference 

New command: auto-refresh enable 

Use auto-refresh enable to enable BGP routing policies to automatically take effect. 

Use undo auto-refresh enable to disable BGP routing policies from automatically taking effect. 

Syntax 
auto-refresh enable 

undo auto-refresh enable 

Default 
BGP routing policies are enabled to automatically take effect. When a BGP routing policy is changed, 
BGP automatically uses the new policy to filter the incoming/outgoing routes. 

Views 
BGP view 

Default command level 
2: System level 

Usage guidelines 
During BGP network optimization or upgrade, each change of BGP routing policies triggers route 
refreshing, which burdens BGP routers and the network. To resolve this issue, use the undo 
auto-refresh enable command to disable the policies from automatically taking effect. After 
modifying all policies, execute the refresh bgp or reset bgp command to make the new policies 
take effect. 

Examples 
# Disable BGP routing policies from automatically taking effect. 
<Sysname> system-view 

[Sysname] bgp 100 

[Sysname-bgp] undo auto-refresh enable 

Modified feature: Specifying the persistent session rule 

Specifying the persistent session rule 
You can set sessions with specific characteristics as persistent sessions. The aging time of a 
persistent session does not change with session state transitions, and the session will not be 
removed even when no packets match it.  
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You can configure a persistent session by configuring an aging time that is longer than those of 
common sessions, or by configuring the session as a permanent connection. A permanent 
connection can be cleared only when the session initiator or responder sends a request to close it or 
you clear it manually.  

You can set the persistent session criteria by specifying a basic or advanced ACL. All sessions 
permitted by the ACL are persistent sessions. 

For more information about the configuration of basic and advance ACLs, see ACL and QoS 
Configuration Guide. 

To specify the persistent session rule: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Specify the persistent 
session rule. 

session persist acl acl-number 
[ aging-time [ seconds ] 
time-value ] 

Not specified by default. 
A persistent session rule can 
reference only one ACL. 
Only basic and advanced IPv4 
ACLs are supported.  

 

Command reference 

Modified command: session persist acl 

Use session persist acl to specify the persistent session rule. All sessions permitted by the 
specified ACL are considered persistent sessions.  

Use undo session persist to remove the configuration. 

Syntax 
session persist acl acl-number [ aging-time [ seconds ] time-value ] 

undo session persist 

Default 
No persistent session rule is specified. 

Views 
System view 

Default command level 
2: System level 

Parameters 
acl-number: Specifies an ACL number in the range of 2000 to 3999. 

aging-time time-value: Specifies the aging time for persistent sessions, in hours. The value range 
for the time-value argument is 0 to 360 and defaults to 24. A value of 0 means that the persistent 
sessions are never aged out.  

seconds: Specifies the aging time for persistent sessions, in seconds. If this keyword is specified, 
the value range for the time-value argument is 5 to 100000 seconds. 

Usage guidelines 
A never-age-out session is not removed until the device receives a connection close request from 
the initiator or responder, or you manually clear the session entries. 

A persistent session rule can reference only one ACL. 
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Examples 
# Configure all sessions matching ACL 2000 as persistent sessions, setting the aging time of the 
sessions to 72 hours.  
<Sysname> system-view 

[Sysname] session persist acl 2000 aging-time 72 

Change description 
The seconds keyword was added to the command syntax. 

Modified feature: NetStream 

Feature change description 
The unit of the inactive aging timer was changed from minute to second. You can use the display ip 
netstream cache command to display the inactive aging timer. 

Command reference 

display ip netstream cache 

Syntax 
In standalone mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ slot slot-number ] [ | { begin | exclude | include } 
regular-expression ] 

In IRF mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ chassis chassis-number slot slot-number ] [ | { begin | 
exclude | include } regular-expression ] 

Views 
Any view 

Change description 
Before modification: 

<Sysname> display ip netstream cache verbose 

IP netstream cache information: 

  Stream active timeout (in seconds)  : 30 

Stream inactive timeout (in minutes): 30 

  Stream max entry number             : 10000 

… 

After modification: 

<Sysname> display ip netstream cache verbose 

IP netstream cache information: 

  Stream active timeout (in seconds)  : 30 

  Stream inactive timeout (in seconds): 30 

  Stream max entry number             : 10000 

… 
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Modified feature: Portal authentication 

Feature change description 
The device supports for online change of portal user information. 

This feature is implemented after a RADIUS security policy server is specified through the 
security-policy-server ip-address command. The specified server dynamically assigns CAR 
actions, ACLs, user profiles, and the class 25 attribute to the device through COA messages. The 
device then changes user information online according to the assigned information. 

Command changes 
None. 
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HP HSR6800-CMW520-R3302P02 

New feature: Enabling the device to discard IPv6 packets 
that contain extension headers 

Enabling the device to discard IPv6 packets that contain extension 
headers 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable the device to discard 
IPv6 packets that contain 
extension headers. 

ipv6 option drop enable 
By default, the device does not 
discard IPv6 packets that contain 
extension headers. 

 

Command reference 

ipv6 option drop enable 

Use ipv6 option drop enable to enable the device to discard IPv6 packets that contain extension 
headers. 

Use undo ipv6 option drop to disable the device from discarding IPv6 packets that contain 
extension headers. 

Syntax 
ipv6 option drop enable 

undo ipv6 option drop 

Default 
The device does not discard IPv6 packets that contain extension headers. 

Views 
System view 

Default command level 
2: System level 

Examples 
# Enable the device to discard IPv6 packets that contain extension headers. 
<Sysname> system-view 

[Sysname] ipv6 option drop enable 
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HP HSR6800-CMW520-R3302P01 
None. 
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HP HSR6800-CMW520-R3302 

New feature:Configuring the link mode of an Ethernet 
interface 

Configuration Guide 
This feature is supported on only routers configured with SAP-4EXP modules.  

Depending on the hardware structure of interface cards, for a device, some interfaces can operate 
only as Layer 2 Ethernet interfaces (in bridge mode), some can operate only as Layer 3 Ethernet 
interfaces (in route mode), but others can operate either as Layer 2 or Layer 3 Ethernet interfaces 
(you can set the link mode to bridge or route). 

You can configure the link mode in system view or in Ethernet interface view, which produces the 
same result. The link mode configuration in system view applies to multiple interfaces, and the link 
mode configuration in interface view applies only to the current interface.  

Configuration restrictions and guidelines 
• Before you change the link mode of an Ethernet interface, make sure the other commands have 

been successfully configured. When the link mode of an Ethernet interface is being changed, 
you cannot perform any other configuration.  

• After you change the link mode of an Ethernet interface, all settings of the Ethernet interface are 
restored to their defaults under the new link mode. 

• The link mode configuration for an Ethernet interface in system view and in interface view 
supersedes each other. 

• You can change the link mode of only the active port of a combo interface. To activate the other 
port, make sure the active port operates in bridge mode and activate the other port with the 
undo shutdown command. 

Configuration procedure 
To change the link mode of the specified Ethernet interfaces in system view: 
 

Step Command 
1. Enter system view. system-view 

2. Change the link mode of the specified 
Ethernet interfaces. port link-mode { bridge | route } interface-list 

 

To change the link mode of an Ethernet interface: 
 

Step Command 
1. Enter system view. system-view 

2. Enter Ethernet interface view. interface interface-type interface-number 

3. Change the link mode of the Ethernet 
interface. port link-mode { bridge | route } 
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Command References 

Modified Command:port link-mode 

Use port link-mode to change the link mode of an Ethernet interface. 

Use undo port link-mode to restore the default. 

Syntax 
port link-mode { bridge | route } 

undo port link-mode 

Default 
Ethernet interfaces on the SAP-4EXP modules operate in bridge mode, and Ethernet interfaces on 
other SAP modules operate in route mode. 

Views 
Ethernet interface view 

Default command level 
2: System level 

Parameters 
bridge: Specifies the bridge (Layer 2) mode. 

route: Specifies the route (Layer 3) mode. 

Usage guidelines 
This command is supported on only SAP modules.  

You can set an Ethernet interface to operate as Layer 2 Ethernet interfaces (in bridge mode) or Layer 
3 Ethernet interfaces (in route mode). 

After you change the link mode of an Ethernet interface, all settings are restored to their default 
values in the new link mode. 

Examples 
# Configure GigabitEthernet 4/0/1 to operate in bridge mode. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 4/0/1 

[Sysname-GigabitEthernet4/0/1] display this 

# 

interface GigabitEthernet4/0/1 

 port link-mode route 

# 

Return 

The output shows that GigabitEthernet 4/0/1 operates in route mode. 
[Sysname-GigabitEthernet4/0/1] port link-mode bridge 

[Sysname-GigabitEthernet4/0/1] display this 

# 

interface GigabitEthernet4/0/1 

 port link-mode bridge 

# 

Return 



81 

The output shows that GigabitEthernet 4/0/1 is now operating in bridge mode. 
 

 NOTE: 
The display this command displays the configuration that takes effect in the current view. 
 

Related commands 
port link-mode interface-list 

Change description 
The  default mode is changed. 
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HP HSR6800-CMW520-E3201P03 
This release has the following changes: 
• New feature: IRF 
• New feature:PE Supported for UDP Helper 
• New feature:FTP server support for IPv6 
• New feature: Disabling peer route creation 
• New features:Group domain VPN 
• New feature: Support for the ibgp and ebgp keywords was added to the balanced command 
• Modified feature: The maximum interface description length is modified into 240 characters 
• Modified feature:The user must pass keyboard-interactive authentication 
• Modified feature: Configuring online Layer 3 portal user detection 

New feature: IRF 

IRF overview 
The Intelligent Resilient Framework (IRF) technology creates a large IRF fabric from multiple devices 
to provide data center class availability and scalability. IRF virtualization technology offers 
processing power, interaction, unified management, and uninterrupted maintenance of multiple 
devices.  

This book describes IRF concepts and guides you through the IRF setup procedure.  

Hardware compatibility 

This section describes the IRF and hardware compatibility. 

Chassis compatibility 
IRF is available only on HSR6802, HSR6804, and HSR6808 routers.  

An HSR6800 IRF fabric can contain any combinations of these router models. For example, you can 
use both HSR6802 and HSR6804 routers to build an IRF fabric. 

An HSR6800 IRF fabric can have only up to two chassis. 

Card compatibility 
You must install the SAP-4EXP card to provide physical ports for IRF connection. 

IRF benefits 

IRF delivers the following benefits: 
• Simplified topology and easy management—An IRF fabric appears as one node and is 

accessible at a single IP address on the network. You can use this IP address to log in at any 
member device to manage all the members of the IRF fabric. In addition, you do not need to run 
the spanning tree feature among the IRF members.  

• 1:N redundancy—In an IRF fabric, one member works as the master to manage and control 
the entire IRF fabric, and all other members process services while backing up the master. 
When the master fails, all the other member devices elect a new master from among them to 
take over without interrupting services.  
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• IRF link aggregation—You can assign several physical links between neighboring members to 
their IRF ports to create a load-balanced aggregate IRF connection with redundancy.  

• Multiple-chassis link aggregation—You can use the Ethernet link aggregation feature to 
aggregate the physical links between the IRF fabric and its upstream or downstream devices 
across the IRF members. 

• Network scalability and resiliency—Processing capacity of an IRF fabric equals the total 
processing capacities of all the members. You can increase ports, network bandwidth, and 
processing capacity of an IRF fabric simply by adding member devices without changing the 
network topology.  

Application scenario 

Figure 1 shows an IRF fabric that has two devices, which appears as a single node to the upper and 
lower layer devices. 

Figure 1 IRF application scenario 

 
 

Basic concepts 

This section uses Figure 2 to describe the basic concepts that you might encounter when you work 
with IRF.  
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Figure 2 Two-chassis IRF fabric implementation schematic diagram 

 
 

In this figure, Device A and Device B form a two-chassis IRF fabric that has four MPUs (one active 
and three standbys) and two times the number of interface cards that a single device provides. The 
IRF fabric manages the physical and software resources of Device A and Device B in a centralized 
manner. 

Operating mode 
The device operates in one of the following modes: 
• Standalone mode—The device cannot form an IRF fabric with other devices.  
• IRF mode—The device can form an IRF fabric with other devices. 

IRF member roles 
IRF uses two member roles: master and slave (called "subordinate" throughout the documentation).  

When devices form an IRF fabric, they elect a master to manage the IRF fabric, and all other devices 
back up the master. When the master device fails, the other devices automatically elect a new 
master. For more information about master election, see "Master election." 

IRF member ID 
An IRF fabric uses member IDs to uniquely identify and manage its members. This member ID 
information is included as the first part of interface numbers and file paths to uniquely identify 
interfaces and files in an IRF fabric. For example, after you assign a device with member ID 2 to an 
IRF fabric, the name of interface GigabitEthernet 3/0/1 changes to GigabitEthernet 2/3/0/1, and the 
file path slot1#cfa0:/test.cfg changes to chassis2#slot1#cfa0:/test.cfg.  
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If two devices have the same IRF member ID, they cannot form an IRF fabric. If the IRF member ID 
of a device has been used in an IRF fabric, the device cannot join the fabric. 

MPU roles 
Each IRF member device has one or two MPUs, which play different roles, as follows: 
 

Role Description 

Global active MPU Active MPU of the master device. You configure and manage the entire IRF 
fabric at the CLI of the global active MPU. 

Local active MPU 

Active MPU that manages the local device. This MPU has the following 
responsibilities: 
• Manages the local device, including synchronizing configuration between 

the local active MPU and the local standby MPU, processing protocol 
packets, and creating and maintaining route entries. 

• Handles IRF related events, such as master election and topology 
collection. 

Standby MPU 

For the global active MPU, all other MPUs, including local active MPUs, are 
standby MPUs.  
If a member device has two MPUs, the one backing up the local MPU is the 
local standby MPU from the perspective of the member device.  

 

IRF port 
An IRF port is a logical interface for the connection between IRF member devices. Every 
IRF-capable device supports two IRF ports. In standalone mode, the IRF ports are named IRF-port 1 
and IRF-port 2. In IRF mode, the IRF ports are named IRF-port n/1 and IRF-port n/2, where n is the 
member ID of the device. The two IRF ports are referred to as "IRF-port 1" and "IRF-port 2" in this 
book for simplicity. 

To use an IRF port, you must bind at least one physical port to it. The physical ports assigned to an 
IRF port automatically form an aggregate IRF link. An IRF port goes down only if all its physical IRF 
ports are down. 

For two neighboring devices, their IRF physical links must be bound to IRF-port 1 on one device and 
to IRF-port 2 on the other. 

IRF physical port 

IRF physical ports connect IRF member devices and must be bound to an IRF port. They forward the 
IRF protocol packets between IRF member devices and the data packets that must travel across IRF 
member devices. 

IRF domain ID 
One IRF fabric forms one IRF domain. IRF uses IRF domain IDs to uniquely identify IRF fabrics and 
prevent IRF fabrics from interfering with one another.  

As shown in Figure 3, Device A and Device B form IRF fabric 1, and Router A and Router B form IRF 
fabric 2. The fabrics have LACP MAD links between them. When a member device in one IRF fabric 
receives an extended LACP packet for MAD, it looks at the domain ID in the packet to see whether 
the packet is from the local IRF fabric or from a different IRF fabric. Then, the device can handle the 
packet correctly. 
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Figure 3 A network that comprises two IRF domains 

 
 

IRF split 
IRF split occurs when an IRF fabric breaks up into two or more IRF fabrics because of IRF link 
failures, as shown in Figure 4. The split IRF fabrics operate with the same IP address and cause 
routing and forwarding problems on the network. 

Figure 4 IRF split 

 
 

IRF merge 
IRF merge occurs when two split IRF fabrics reunite or when you configure and connect two 
independent IRF fabrics to be one, as shown in Figure 5. 

Figure 5 IRF merge 
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Member priority 
Member priority determines the possibility of a member device to be elected the master. A member 
with higher priority is more likely to be elected the master. 

The default member priority is 1. You can change the member priority of a member device to affect 
the master election result. 

Master election 

Master election is held each time the IRF fabric topology changes, for example, when the IRF fabric 
is established, the master device fails or is removed, the IRF fabric splits, or IRF fabrics merge. 
Master election does not occur when two split IRF fabrics merge. 

Master election uses the following rules in descending order: 
1. Current master, even if a new member has higher priority.  

When an IRF fabric is being formed, all member devices consider themselves as the master, 
and this rule is skipped. 

2. Member with higher priority. 
3. Member with the longest system uptime.  
4. Member with the lowest bridge MAC address. 

The IRF fabric is formed on election of the master.  

During an IRF merge, the devices of the IRF fabric that fails the master election must reboot to rejoin 
the IRF fabric that wins the election. The reboot can be automatically performed or manually 
performed, depending on the configuration. See "Enabling IRF auto merge." 

After a master election, all subordinate devices reboot with the configuration on the master. Their 
original configuration, even if it has been saved, does not take effect. The configuration files on these 
subordinate devices do not take effect in IRF mode. After the operating mode is converted to 
standalone, their configuration files continue to take effect. 

IRF multi-active detection 

An IRF link failure causes an IRF fabric to split in two IRF fabrics operating with the same Layer 3 
configurations, including the same IP address. To avoid IP address collision and network problems, 
IRF uses multi-active detection (MAD) mechanisms to detect the presence of multiple identical IRF 
fabrics, handle collisions, and recover from faults.  

Multi-active handling procedure 
The multi-active handling procedure includes detection, collision handling and failure recovery.  

Detection 
The MAD implementation of this device detects active IRF fabrics with the same Layer 3 global 
configuration by extending the LACP, BFD, or gratuitous ARP protocol.  

These MAD mechanisms identify each IRF fabric with a domain ID and an active ID (the member ID 
of the master). If multiple active IDs are detected in a domain, MAD determines that an IRF collision 
or split has occurred.  

You can use at least one of these mechanisms in an IRF fabric, depending on your network topology. 
For a comparison of these MAD mechanisms, see "Configuring MAD."  

Collision handling 
When multiple identical active IRF fabrics are detected, MAD compares the member IDs of their 
masters. If the master in one IRF fabric has the lowest member ID among all the masters, the 
members in the fabric continue to operate in Detect state and forward traffic. MAD sets all the other 
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IRF fabrics in Recovery (disabled) state and shuts down all their physical ports but the console ports, 
physical IRF ports, and any ports you have specified with the mad exclude interface command. 
The Detect-state IRF fabric is active. The Recovery-state IRF fabric is inactive. Only members in the 
Detect-state fabric can continue to forward traffic. 

Failure recovery 
To merge two split IRF fabrics, first repair the failed IRF link and remove the IRF link failure.  

If the IRF fabric in Recovery state fails before the failure is recovered, repair the failed IRF fabric and 
the failed IRF link.  

If the active IRF fabric fails before the failure is recovered, enable the inactive IRF fabric to take over 
the active IRF fabric and protect services from being affected. After that, recover the MAD failure. 

LACP MAD 
LACP MAD requires that every IRF member have a link with an intermediate device, and all these 
links form a dynamic link aggregation group, as shown in Figure 6. In addition, the intermediate 
device must be a Hewlett Packard Enterprise device that supports extended LACP for MAD. 

The IRF member devices send extended LACPDUs with TLVs that convey the domain ID and the 
active ID of the IRF fabric. The intermediate device transparently forwards the extended LACPDUs 
received from one member device to all the other member devices: 
• If the domain IDs and the active IDs in the extended LACPDUs sent by all the member devices 

are the same, the IRF fabric is integrated. 
• If the extended LACPDUs convey the same domain ID but different active IDs, a split has 

occurred. To handle this situation, LACP MAD sets the IRF fabric with higher active ID in 
Recovery state, and shuts down all its physical ports except for the console ports, IRF ports, 
and any ports you have specified with the mad exclude interface command. The IRF fabric 
with lower active ID is still in Detect state and forwards traffic. 
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Figure 6 LACP MAD application scenario 

 
 

BFD MAD 
BFD MAD can work with or without intermediate devices. Figure 7 shows a typical BFD MAD 
application scenario. 

To use BFD MAD:  
• Set up dedicated BFD MAD link between each pair of IRF members or between each IRF 

member and the intermediate device. Do not use the BFD MAD links for any other purpose. 
• Assign the ports connected by BFD MAD links to the same VLAN, create a VLAN interface for 

the VLAN, and assign a MAD IP address to each member on the VLAN interface.  
The MAD addresses identify the member devices and must belong to the same subnet. 

With BFD MAD, the master tries to establish BFD sessions with the other member devices by using 
its MAD IP address as the source IP address: 
• If the IRF fabric is integrated, only the MAD IP address of the master is effective, and the master 

cannot establish a BFD session with any other member. If you execute the display bfd 
session command, the state of the BFD sessions is Down.  

• When the IRF fabric splits, the IP addresses of the masters in the split IRF fabrics take effect, 
and the two masters can establish a BFD session. If you use the display bfd session 
command, the state of the BFD session between the two devices is Up.  
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Figure 7 BFD MAD application scenario 

 
 

ARP MAD 
ARP MAD detects multi-active collisions by using extended gratuitous ARP packets that convey the 
IRF domain ID and the active ID.  

You can set up ARP MAD links between neighbor IRF member devices, or more commonly, between 
each IRF member device and an intermediate device (see Figure 8). If an intermediate device is 
used, you must also run the spanning tree feature between the IRF fabric and the intermediate 
device. 
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Figure 8 ARP MAD application scenario 

 
 

Each IRF member compares the domain ID and the active ID in incoming extended gratuitous ARP 
packets with its domain ID and active ID: 
• If the domain IDs are different, the extended gratuitous ARP packet is from a different IRF fabric, 

and the device does not continue to process the packet with the MAD mechanism. 
• If the domain IDs are the same, the device compares the active IDs: 

 If the active IDs are different, the IRF fabric has split. 
 If the active IDs are the same, the IRF fabric is integrated. 

 

 

Configuring IRF 
To ensure a successful IRF setup, read the configuration restrictions and guidelines carefully before 
you connect and set up an IRF fabric.  

General restrictions and configuration guidelines 

Software requirements 
All IRF member devices must run the same system software image version.  

MPU and IRF physical port restrictions 
• You can only use the 10-GE fiber ports on the SAP-4EXP cards for IRF connection. 
• Make sure every IRF member has at least one MPU.  
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• When you connect two neighboring IRF members, connect the physical ports of IRF-port 1 on 
one member to the physical ports of IRF-port 2 on the other. 

IRF link redundancy 
• For link redundancy and load sharing, bind up to four physical ports to one IRF port.  
• Physical ports bound to an IRF port can be located on different cards. 

MAD 
• Configure at least one MAD mechanism for prompt detection and recovery of IRF split.  
• If LACP MAD or ARP MAD runs between two IRF fabrics, assign each fabric a unique IRF 

domain ID. For BFD MAD, this task is optional. 
• To exclude a port from the shutdown action executed when an IRF fabric transits to the 

Recovery state, use the mad exclude interface command. To bring up a port after the IRF 
fabric transits to the Recovery state, you must use the mad restore command to activate the 
entire IRF fabric, rather than using the undo shutdown command.  

Other configuration guidelines 
• If a subordinate device uses the same next-startup configuration file name as the master device, 

the file might be overwritten depending on your configuration file management settings. To 
continue to use the configuration file after removing the device from the IRF fabric, back up the 
file before setting up the IRF fabric. 

• Strictly follow the IRF fabric setup procedure described in "Setup and configuration task list" to 
plan the IRF fabric, identify IRF physical ports, connect IRF member devices, and configure 
basic settings.  

• Assign each member a unique IRF member ID to make sure they can merge. You must reboot 
the members to validate the IRF member ID settings.  

• Assign the highest member priority to the device you want to use as the master. 
• Save any configuration you have made to the startup configuration file before rebooting the IRF 

member devices.  

Setup and configuration task list 

Hewlett Packard Enterprise recommends the following IRF fabric setup and configuration procedure: 
 

Task Remarks 
1. Planning the IRF fabric setup Required.  

2. Preconfiguring IRF member devices in standalone mode: 
 Assigning a member ID to each IRF member device 
 Specifying a priority for each member device 
 Binding physical ports to IRF ports 

Required.  

3. Saving configuration to the next-startup configuration file Required. 

4. Connecting physical IRF ports 
Required. 
Make sure that they are 
interoperable. 

5. Setting the operating mode to IRF mode Required. 

6. Accessing the IRF fabric:  
 Accessing the global active MPU of the IRF fabric 
 Accessing a standby MPU in the IRF fabric 

Login to the global active MPU is 
required.  
From the active MPU, you can log in 
to a standby MPU to execute a 
limited set of maintenance 
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Task Remarks 
commands.  

7. Configuring IRF member devices in IRF mode:  
 Assigning an IRF domain ID to the IRF fabric 
 Changing the member ID of a device 
 Changing the priority of a member device 
 Adding physical ports to an IRF port 
 Enabling IRF auto merge 
 Configuring a member device description 
 Configuring IRF bridge MAC persistence 
 Enabling software auto-update for system software image 

synchronization 
 Setting the IRF link down report delay 
 Configuring MAD 

All these tasks are optional.  
If IRF ports have not been 
configured when a member device 
operating in standalone mode, you 
must configure its IRF ports. 

 CAUTION: 
After an IRF fabric is set up, you can 
modify the IRF port, member ID, 
and member priority settings for a 
member device, but must make 
sure you fully understand the 
impact on the live network. For 
example, a member ID change can 
void member ID-related settings, a 
priority change might cause master 
re-election, and a reconfiguration of 
IRF port settings or bindings might 
cause an IRF split or merge.  

 

Planning the IRF fabric setup 

Consider the following items when you plan an IRF fabric:  
• Hardware compatibility and restrictions 
• IRF fabric size 
• Master device 
• IRF physical ports 
• Member ID and priority assignment scheme 
• Fabric topology and cabling scheme 

For more information about hardware and cabling, see the installation guide for the device.  

Preconfiguring IRF member devices in standalone mode 

Perform the tasks in this section on every IRF member device. These settings take effect on each 
member device after their operating mode changes to IRF. 

Assigning a member ID to each IRF member device 
A device by default operates in standalone mode without an IRF member ID. You must assign it a 
unique IRF member ID before changing its operating mode to IRF.  

Execute the display irf configuration command and examine the MemberID field. If the device has 
no IRF member ID, the field displays two hyphens (--). 

The member ID assigned to a device is saved in both active and standby MPUs of the device. If the 
standby MPU has a different member ID than the active MPU, for example, because of an MPU 
replacement, the member ID in the active MPU takes effect and is automatically updated to the 
standby MPU. 

To set a member ID for the device in standalone mode: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 
2. Assign an IRF member ID 

to the device. irf member member-id By default, the device has no 
IRF member ID. 

 

Specifying a priority for each member device 
IRF member priority represents the possibility for a device to be elected the master in an IRF fabric. 
The higher the priority, the higher the possibility. 

To specify a priority for the device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Specify a priority for the 
device. irf priority priority The default IRF member priority 

is 1. 
 

Binding physical ports to IRF ports 
To establish an IRF connection between two devices, you must bind at least one physical port to 
IRF-port 1 on one device and to IRF-port 2 on the other. For link redundancy and load sharing, bind 
multiple physical ports to one IRF port.  

Make sure the IRF physical ports are operating as Layer 2 interfaces. Layer 3 interfaces cannot be 
bound to IRF ports. You can set a physical port as a Layer 2 or Layer 3 interface by using the port 
link-mode { bridge | route } command (see Layer 2—LAN Switching Configuration Guide).  

In standalone mode, binding a physical port to an IRF port does not affect the current configuration of 
the port. However, when the operating mode changes to IRF mode, the default configuration of the 
physical IRF port restores, and you can only execute the shutdown, default, description, and 
flow-interval commands on the physical port. For more information about these commands, see 
Layer 2—LAN Switching Command Reference. 

To bind physical ports to IRF ports: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an IRF port and 
enter IRF port view. irf-port port-number By default, no IRF port is 

created. 

3. Bind a physical IRF port to 
the IRF port. 

port group interface interface-type 
interface-number [ mode { enhanced 
| normal } ] 

By default, no physical ports are 
bound to any IRF port.  
Repeat this step to assign more 
physical ports to the IRF port.  
Every IRF port can have up to 
four physical ports.  

 

Saving configuration to the next-startup configuration file 

Save the running configuration before converting to the IRF mode. The mode change requires a 
reboot, which can cause all unsaved settings to be lost.  

Perform the following task in any view:  
 

Task Command 
Save the running configuration to 
the startup configuration file. save [ safely ] [ backup | main ] [ force ] 
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Connecting physical IRF ports 

When you connect two neighboring IRF members, connect the physical ports of IRF-port 1 on one 
member to the physical ports of IRF-port 2 on the other, as shown in Figure 9.  

Follow these guidelines when selecting transceiver modules and cables:  
• Use SFP+ transceiver modules and fibers for long-distance connection. 
• When you connect SFP+ ports, connect the transmit port of an SFP+ transceiver module at one 

end to the receive port of an SFP+ transceiver module at the other end. 
• The transceiver modules at the two ends of an IRF link must be the same type. 

For more information about transceiver modules, see the device installation guide.  
 

 IMPORTANT: 
No intermediate devices are allowed between neighboring members. 
 

Figure 9 Connecting IRF physical ports 

 
 

Connect the devices into a daisy chain topology or a ring topology. A ring topology is more reliable 
(see Figure 10). In ring topology, the failure of one IRF link does not cause the IRF fabric to split as in 
daisy chain topology. Instead, the IRF fabric changes to a daisy chain topology without interrupting 
network services. 

To use the ring topology, you must have at least three member devices.  

Figure 10 Daisy chain topology versus ring topology 
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Setting the operating mode to IRF mode 

By default, the device is operating in standalone mode. To assign the device to an IRF fabric, you 
must change its operating mode to IRF mode.  

Before changing to IRF mode, use the display irf configuration command to verify that a member 
ID has been assigned to the device. If the MemberID field displays two hyphens (--), first assign a 
member ID to the device. 

To set the operating mode of a device to IRF mode: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set the operating mode to 
IRF mode. chassis convert mode irf The default operating mode is 

standalone mode.  
 

After you change the operating mode, the device automatically reboots to validate the change. 

During the reboot, you may choose to have the system automatically convert the startup 
configuration file to prevent some slot- or interface-related configurations from becoming invalid. For 
example, the system can convert the slot slot-number parameter set in standalone mode to the 
chassis chassis-number slot slot-number parameter in IRF mode, and add the chassis ID in an 
interface number.  

To restore the standalone mode, use the undo chassis convert mode command. 
 

 TIP: 
IRF generates packets on a device in IRF mode even if the device does not form an IRF fabric with 
any other device. To protect system resources, set a device to operate in standalone mode after 
removing it from an IRF fabric. 
 

Accessing the IRF fabric 

The IRF fabric appears as one device after it is formed. You configure and manage all IRF members 
at the CLI of the global active MPU. All settings you made are automatically propagated to the IRF 
members.  

When you log in to an IRF fabric, you are placed at the CLI of the global active MPU, regardless of at 
which member device you are logged in. After that, you can access the CLI of a standby MPU to 
execute a limited set of maintenance commands.  

The IRF fabric supports up to five concurrent VTY users. The maximum number of concurrent 
console users equals the total number of MPUs in the IRF fabric. 

Accessing the global active MPU of the IRF fabric 
Access an IRF fabric in one of the following ways: 
• Local login—Log in through the console port of a member device. 
• Remote login—Remotely log in at a Layer 3 Ethernet interface on any member device by using 

methods including Telnet, Web, and SNMP. 

For more information, see the chapter on login in Fundamentals Configuration Guide.  

Accessing a standby MPU in the IRF fabric 
You can log in to the CLI of a standby MPU for maintenance or debugging. When you change from 
the global active MPU's CLI to the standby MPU's CLI, you are placed in user view and the command 
prompt changes to <Sysname-Slave#member-ID/slot-number>, for example, 
<Sysname-Slave#1/0>. You can execute the following commands at a standby MPU's CLI: 
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• display 
• quit 
• return 
• system-view 
• debugging 
• terminal debugging 
• terminal logging 
• terminal monitor 
• terminal trapping 

Perform the following task in user view:  
 

Task Command Remarks 
Log in to a standby MPU in the 
IRF fabric. 

irf switch-to chassis 
chassis-number slot slot-number 

By default, you are placed at the 
global active MPU's CLI. 

 

To return to the CLI of the global active MPU, use the quit command. 

Configuring IRF member devices in IRF mode 

After you access the global active MPU's CLI, you can perform the tasks in this section or configure 
features in other configuration guides for the IRF fabric.  

Assigning an IRF domain ID to the IRF fabric 
This task is required for running LACP MAD between two IRF fabrics. For BFD MAD, this task is 
optional.  

One IRF fabric forms one IRF domain. IRF domain IDs prevent IRF fabrics from interfering with one 
another.  

In Figure 11, Device A and Device B form IRF fabric 1, and Router A and Router B form IRF fabric 2. 
These fabrics have LACP MAD links between them. When a member device in one IRF fabric 
receives an LACP MAD packet, it looks at the domain ID in the packet to see whether the packet is 
from the local IRF fabric or from a different IRF fabric. Then, the device can handle the packet 
correctly. 
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Figure 11 A network that comprises two IRF domains 

 
 

To assign a domain ID to an IRF fabric: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Assign a domain ID to the 
IRF fabric. irf domain domain-id By default, the domain ID of an IRF fabric is 

0. 
 

Changing the member ID of a device 

 CAUTION: 
In IRF mode, an IRF member ID change can invalidate member ID-related settings and cause data 
loss. Be sure you fully understand its impact on your live network.  
 

The new member ID takes effect at reboot. After the device reboots, the settings on all member ID 
related physical resources (including common physical network ports) are removed and require 
reconfiguration, regardless of whether you have saved the configuration. 

To change the member ID of a member device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Change the member ID of a 
member device. 

irf member member-id renumber 
new-member-id N/A 

3. Save the running 
configuration.  save [ safely ] N/A 

4. Reboot the member device.  reboot chassis chassis-number The chassis-number must be 
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Step Command Remarks 
the same as the member-id 
specified in the irf member 
member-id renumber 
new-member-id command.  

 

Changing the priority of a member device 
You can change the priority of a member device so it can be elected as the master at the next master 
election.  

A member priority change can affect the master re-election result, but does not cause immediate 
master re-election. 

To change the priority of a member device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Specify a priority for a 
member of an IRF fabric. 

irf member member-id priority 
priority 

The default IRF member priority 
is 1. 

 

Adding physical ports to an IRF port 
An IRF port can have up to four physical ports. In IRF mode, you can add more physical ports to an 
IRF port. This task does not affect the ongoing traffic on the IRF port.  

When performing this task, follow the IRF physical port restrictions and configuration guidelines in 
"MPU and IRF physical port restrictions" and "Binding physical ports to IRF ports." 

To configure IRF ports: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter interface view: 
interface interface-type 
interface-number 

To shut down a range of 
physical IRF ports, enter 
interface range view. 
To shut down one physical IRF 
port, enter its interface view. 

3. Shut down the port or ports. shutdown N/A  

4. Return to system view. quit N/A 

5. Create an IRF port and 
enter IRF port view. irf-port member-id/port-number N/A 

6. Bind each physical port to 
the IRF port. 

port group interface interface-type 
interface-number [ mode { enhanced 
| normal } ] 

By default, no physical ports are 
bound to any IRF port. 
Repeat this step to assign 
multiple physical ports to the 
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Step Command Remarks 
IRF port for link redundancy.  

7. Return to system view. quit N/A 

8. Enter physical IRF port 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter interface view: 
interface interface-type 
interface-number 

N/A 

9. Bring up the port or ports. undo shutdown N/A 

10. Return to system view. quit N/A 
 

Enabling IRF auto merge 
When two IRF fabrics merge, you must reboot the member devices in the IRF fabric that fails in the 
master election. The auto merge function enables the IRF fabric to automatically reboot all its 
member devices to complete the merge.  

This function can work only when it is enabled on both IRF fabrics that are merging. 

The IRF auto merge function does not take effect on the IRF fabric merge caused by binding a 
physical port to an IRF port in IRF mode. You must manually reboot the devices that have been 
defeated in the master selection to complete the merge. 

To enable IRF auto merge: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable IRF auto merge. irf auto-merge enable By default, this function is 
disabled. 

  

Configuring a member device description 
You can configure a description to describe the location or purpose of a member device.  

To configure a description for a member device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure the description of 
a member. 

irf member member-id description 
text 

By default, no member device 
description is configured.  
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Configuring IRF bridge MAC persistence 
An IRF fabric by default uses the bridge MAC address of the master device as its bridge MAC 
address. Layer 2 protocols, such as LACP, use the bridge MAC address to identify the IRF fabric. On 
a switched LAN, the bridge MAC address must be unique.  

To avoid duplicate bridge MAC addresses, an IRF fabric can change its bridge MAC address 
automatically after its master leaves, but the change can cause transient traffic disruption.  

Depending on your network condition, enable the IRF fabric to preserve or change its bridge MAC 
address after the master leaves. Available options include:  
• irf mac-address persistent timer—Bridge MAC address of the IRF fabric is retained for 6 

minutes after the master leaves. If the master does not return before the timer expires, the IRF 
fabric uses the bridge MAC address of the new master as its bridge MAC address. This option 
avoids unnecessary bridge MAC address change due to a device reboot, transient link failure, 
or purposeful link disconnection. 

• irf mac-address persistent always—Bridge MAC address of the IRF fabric does not change 
after the master leaves.  

• undo irf mac-address persistent—Bridge MAC address of the new master replaces the 
original one as soon as the old master leaves. 

 

 IMPORTANT: 
If ARP MAD is used, configure the undo irf mac-address persistent command to enable 
immediate bridge MAC address change after a master leaves. 
 

If two IRF fabrics have the same bridge MAC address, they cannot merge. 

To configure the IRF bridge MAC persistence setting: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure IRF bridge MAC 
persistence. 

• Retain the bridge MAC address 
even if the master has changed:
irf mac-address persistent 
always 

• Preserve the bridge MAC 
address for 6 minutes after the 
master leaves:
irf mac-address persistent 
timer 

• Change the bridge MAC 
address as soon as the master 
leaves: 
undo irf mac-address 
persistent 

By default, the IRF fabric's 
bridge MAC address is retained 
permanently even after the 
master leaves. 

 

Enabling software auto-update for system software image synchronization 
The software auto-update function automatically propagates the system software image of the 
master to all members in the IRF fabric. 

To join an IRF fabric, a device must use the same system software image as the master in the fabric.  

When you add a device to the IRF fabric, the software auto-update function compares the system 
software versions of the device and the IRF master. If the versions are different, the device 
automatically downloads the system software image from the master, sets the downloaded image as 
the system software for the next reboot, and automatically reboots with the new system software 
image to rejoin the IRF fabric. 
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If software auto-update is disabled, you must manually update the device with the system software 
image of the master. 

Configuration prerequisites 
Before you use the software auto-update function, verify the following items: 
• The device you are adding to the IRF fabric is compatible with the software version running on 

the master. If it is not compatible, the automatic system software upgrading function cannot 
correctly work. 

• The device you are adding to the IRF fabric has sufficient space for the new system software 
image. 

Configuration procedure 
To enable an IRF fabric to automatically synchronize software images of the master to the devices 
you are adding to the IRF fabric: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable software 
auto-update. irf auto-update enable By default, this function is 

disabled. 
 

Setting the IRF link down report delay 
You can avoid link flapping causing frequent IRF splits and merges during a short time by configuring 
the IRF ports to delay reporting link down events. An IRF port thus works as follows:  
• When the IRF link changes from up to down, the port does not immediately report the change to 

the IRF fabric. If the IRF link state is still down when the delay time is reached, the port reports 
the change to the IRF fabric. 

• When the IRF link changes from down to up, the link layer immediately reports the event to the 
IRF fabric. 

To set the IRF link down report delay: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set the IRF link down 
report delay. irf link-delay interval 

The default IRF link down report delay is 0 
milliseconds.  
Recommended value range is 200 to 2000 
milliseconds. The greater the interval, the 
slower the service recovery.  

 

Configuring MAD 
The following MAD mechanisms are available for detecting multi-active collisions in different network 
scenarios: 
• LACP MAD 
• BFD MAD 
• ARP MAD 

These MAD mechanisms operate independently. You can configure all of them for an IRF fabric. 

Table 1 provides a reference for you to make a MAD mechanism selection decision. 
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Table 1 A comparison of the MAD mechanisms 

MAD 
mechanism Advantages Disadvantages Application scenario

LACP MAD 

• Detection speed is fast. 
• Requires no 

MAD-dedicated physical 
ports or interfaces. 

Requires an intermediate 
Hewlett Packard Enterprise 
device that supports LACP 
MAD packets.  

Link aggregation is used 
between the IRF fabric 
and its upstream or 
downstream device.  
For information about 
LACP, see Layer 
2—LAN Switching 
Configuration Guide. 

BFD MAD 

• Detection speed is fast. 
• No intermediate device is 

required.  
• Intermediate device, if 

used, can come from any 
vendor.  

• Requires MAD 
dedicated physical 
ports and Layer 3 
interfaces, which 
cannot be used for 
transmitting user traffic. 

• If no intermediate 
device is used, the IRF 
members must be fully 
meshed.  

• If an intermediate 
device is used, every 
IRF member must 
connect to the 
intermediate device. 

• Suitable for various 
network scenarios. 

• If no intermediate 
device is used, this 
mechanism is only 
suitable for IRF 
fabrics that have a 
small number of 
members that are 
geographically 
close to one 
another.  

For information about 
BFD, see High 
Availability Configuration 
Guide. 

ARP MAD 

• No intermediate device is 
required.  

• Intermediate device, if 
used, can come from any 
vendor. 

• Requires no MAD 
dedicated ports.  

• Detection speed is 
slower than BFD MAD 
and LACP MAD.  

• The spanning tree 
feature must be 
enabled. 

Spanning tree-enabled 
non-link aggregation 
IPv4 network scenario.  
For information about 
ARP, see Layer 3—IP 
Services Configuration 
Guide. 

 

Configuring LACP MAD 
When you use LACP MAD, follow these guidelines:  
• The intermediate device must be a Hewlett Packard Enterprise device that support extended 

LACP for MAD.  
• If the intermediate device is in an IRF fabric, assign this fabric a different domain ID than the 

LACP MAD-enabled fabric for correct split detection. 
• Use dynamic link aggregation mode. MAD is LACP dependent. Even though LACP MAD can 

be configured on both static and dynamic aggregate interfaces, it takes effect only on dynamic 
aggregate interfaces.  

• Configure link aggregation settings also on the intermediate device.  

To configure LACP MAD: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Assign a domain ID to the 
IRF fabric. irf domain domain-id The default IRF domain ID is 0.
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Step Command Remarks 

3. Create an aggregate 
interface and enter 
aggregate interface view. 

• Enter Layer 2 aggregate 
interface view:  
interface bridge-aggregation 
interface-number 

• Enter Layer 3 aggregate 
interface view:  
interface route-aggregation 
interface-number 

Use either command. 
Perform this step also on the 
intermediate device.  

4. Configure the aggregation 
group to operate in dynamic 
aggregation mode. 

link-aggregation mode dynamic 

By default, an aggregation 
group operates in static 
aggregation mode. 
Perform this step also on the 
intermediate device.  

5. Enable LACP MAD. mad enable By default, LACP MAD is 
disabled. 

6. Return to system view. quit N/A 

7. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter Ethernet interface view: 
interface interface-type 
interface-number 

To assign a range of ports to 
the aggregation group, enter 
interface range view. 
To assign one port to the 
aggregation group, enter 
Ethernet interface view. 

8. Assign the Ethernet port or 
the range of Ethernet ports 
to the specified aggregation 
group. 

port link-aggregation group 
number 

Multichassis link aggregation is 
allowed. 
Perform this step on the 
intermediate device as well.  

 

Configuring BFD MAD 
When you configure BFD MAD, follow these guidelines: 
 

Category Restrictions and guidelines 

BFD MAD VLAN 

• Do not enable BFD MAD on VLAN-interface 1. 
• If an intermediate device is used, assign the ports of BFD MAD links to 

the BFD MAD VLAN on the device. 
• The IRF fabrics in a network must use different BFD MAD VLANs. 

BFD MAD VLAN and 
feature compatibility 

• Do not use the BFD MAD VLAN for any purpose other than configuring 
BFD MAD. Layer 2 or Layer 3 features, including ARP and LACP, cannot 
work on the BFD MAD-enabled VLAN interface or any port in the VLAN. 
If you configure any other feature on the VLAN, neither the configured 
feature nor the BFD MAD function can work correctly. 

• Disable the spanning tree feature on any port in the BFD MAD VLAN. 
The MAD function is mutually exclusive with the spanning tree feature. 
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Category Restrictions and guidelines 
• Do not bind a BFD MAD-enabled VLAN interface to any VPN instance. 

The MAD function is mutually exclusive with VPN. 

IP address requirements 

• Do not enable BFD MAD on a VLAN interface that has been assigned an 
IP address. The VLAN interface becomes unreachable even if you 
disable BFD MAD. To recover the connectivity of the VLAN interface, use 
the shutdown and undo shutdown commands or reset ARP. 

• To avoid problems, only use the mad ip address command to configure 
IP addresses on the BFD MAD-enabled VLAN interface. For example, 
an IP address configured with the ip address command or a VRRP 
virtual IP address can cause problems. 

• All MAD IP addresses on the BFD MAD-enabled VLAN interface must be 
on the same subnet. 

 

To configure BFD MAD: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a new VLAN 
dedicated to BFD MAD. vlan vlan-id The default VLAN on the device 

is VLAN 1. 

3. Return to system view. quit N/A 

4. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter Ethernet interface view: 
interface interface-type 
interface-number 

To assign a range of ports to 
the BFD MAD VLAN, enter 
interface range view. 
To assign one port to the BFD 
MAD VLAN, enter Ethernet 
interface view. 

5. Assign the port or the range 
of ports to the BFD MAD 
VLAN. 

• Assign the port to the VLAN as 
an access port:  
port access vlan vlan-id 

• Assign the port to the VLAN as a 
trunk port:  
port trunk permit vlan vlan-id 

• Assign the port to the VLAN as a 
hybrid port:  
port hybrid vlan vlan-id 
{ tagged | untagged } 

Choose one command 
depending on the port type.  
BFD MAD has no requirement 
for the link type of the detection 
port. 
The default link type of a port is 
access.  

6. Return to system view. quit N/A 

7. Enter VLAN interface view. interface vlan-interface 
interface-number N/A 

8. Enable BFD MAD. mad bfd enable By default, BFD MAD is 
disabled. 

9. Configure a MAD IP 
address for a member on 
the VLAN interface. 

mad ip address ip-address { mask | 
mask-length } member member-id 

By default, no MAD IP address 
is configured on any VLAN 
interface. 
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Step Command Remarks 
Repeat this step to assign a 
MAD IP address to each 
member device on the VLAN 
interface. 

 

Configuring ARP MAD 
When you configure ARP MAD, follow these guidelines: 
• If an intermediate device is used, you can use common data links as ARP MAD links. If no 

intermediate device is used, set up dedicated ARP MAD links between IRF member devices.  
• Use a VLAN dedicated to ARP MAD. 
• If an intermediate device is used, make sure the following requirements are met:  

 Run the spanning tree feature between the IRF fabric and the intermediate device. 
 Enable the IRF fabric to change its bridge MAC address as soon as the master leaves. 
 Create an ARP MAD VLAN and assign the ports on the ARP MAD links to the VLAN.  
 If the intermediate device is in an IRF fabric, assign this fabric a different domain ID than the 

ARP MAD-enabled fabric to avoid false detection of IRF split. 

To configure ARP MAD: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Assign a domain ID to the 
IRF fabric. irf domain domain-id The default IRF domain ID is 0.

3. Create a VLAN dedicated to 
ARP MAD. vlan vlan-id The default VLAN on the device 

is VLAN 1. 

4. Return to system view. quit N/A 

5. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter Ethernet interface view: 
interface interface-type 
interface-number 

To assign a range of ports to 
the BFD MAD VLAN, enter 
interface range view. 
To assign one port to the BFD 
MAD VLAN, enter Ethernet 
interface view. 

6. Assign the port or the range 
of ports to the ARP MAD 
VLAN. 

• Assign the port to the VLAN as 
an access port:  
port access vlan vlan-id 

• Assign the port to the VLAN as a 
trunk port:  
port trunk permit vlan vlan-id 

• Assign the port to the VLAN as a 
hybrid port:  
port hybrid vlan vlan-id  
{ tagged | untagged } 

Choose one command 
depending on the port type.  
ARP MAD has no requirement 
for the link type. 
The default link type of a port is 
access. 
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Step Command Remarks 
7. Return to system view. quit N/A 

8. Enter VLAN interface view. interface vlan-interface 
vlan-interface-id N/A 

9. Assign the interface an IP 
address. 

ip address ip-address { mask | 
mask-length }  

By default, no IP address is 
assigned to any VLAN 
interface.  

10. Enable ARP MAD. mad arp enable By default, ARP MAD is 
disabled.  

 

Excluding a port from the shutdown action upon detection of multi-active collision 
By default, all ports except the console and physical IRF ports shut down automatically when the IRF 
fabric transits to the Recovery state.  

You can exclude a port from the shutdown action for management or other special purposes. For 
example:  
• Exclude a port from the shutdown action, so you can Telnet to the port for managing the device.  
• Exclude a VLAN interface and its Layer 2 ports from the shutdown action, so you can log in 

through the VLAN interface.  
 

 CAUTION: 
Excluding a VLAN interface and its Layer 2 ports from the shutdown action introduces IP collision 
risks because the VLAN interface might be active on both the active IRF fabric and the inactive IRF 
fabric. 
 

To configure a port to not shut down when the IRF fabric transits to the recovery state:  
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure a port to not shut 
down when the IRF fabric 
transits to the Recovery 
state. 

mad exclude interface 
interface-type interface-number 

By default, when an IRF fabric 
transits to the Recovery state, 
all its network ports except the 
IRF physical ports and console 
port are shut down. 

 

Recovering an IRF fabric 
After the failed IRF link between two split IRF fabrics is recovered, log in to the inactive IRF fabric and 
use the reboot command to reboot all its members. After these member devices join the active IRF 
fabric as subordinates, IRF merge is complete, as shown in Figure 12.  



108 

Figure 12 Recovering the IRF fabric 

 
 

If the active IRF fabric has failed, for example, because of device or link failures, before the IRF link 
is recovered (see Figure 13), use the mad restore command on the inactive IRF fabric to change its 
MAD state to Detect and bring up all physical ports that was shut down by MAD. After you repair the 
IRF link, the two parts merge into a unified IRF fabric. 

Figure 13 Active IRF fabric fails before the IRF link is recovered 

 
 

To manually recover an inactive IRF fabric: 
 

Step Command 
1. Enter system view. system-view 

2. Recover the inactive IRF fabric. mad restore 
 

After the IRF fabric is recovered, all ports that have been shut down by MAD come up automatically.  

Displaying and maintaining an IRF fabric 
 

IRF link 
recovered

IRF

IP network

IP network

IRF 1
(Active)

IRF 2
(Inactive)

IP network

IP network

Network ports that 
have been shut 

down

Network ports that 
have been shut down
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Task Command Remarks 

Display information about all IRF 
members. 

display irf [ | { begin | exclude | 
include } regular-expression ] Available in any view. 

Display the IRF fabric topology. 
display irf topology [ | { begin | 
exclude | include } 
regular-expression ]  

Available in any view. 

Display basic IRF settings. 
display irf configuration [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

Display MAD configuration. 
display mad [ verbose ] [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

  

Configuration examples 

LACP MAD-enabled IRF configuration example 

Network requirements 
Set up a two-chassis IRF fabric at the access layer of the enterprise network in Figure 14. Configure 
LACP MAD in the IRF fabric, because the IRF fabric has a multichassis aggregate link to Router C, a 
Hewlett Packard Enterprise device that supports extended LACP. 

Figure 14 Network diagram 

 
 

Configuration procedure 

 IMPORTANT: 
For two neighboring IRF members, IRF links must be bound to IRF-port 1 on one member and to 
IRF-port 2 on the other.  
 

2. Configure Router A: 
# Assign member ID 1 to Router A and bind Ten-GigabitEthernet 3/0/1 to IRF-port 2.  
<Sysname> system-view 

[Sysname] irf member 1 
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 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

[Sysname] irf-port 2 

[Sysname-irf-port2] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port2] quit 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Enable IRF mode.  
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A reboots to form a one-chassis IRF fabric. 
3. Configure Router B: 

# Assign member ID 2 to Router B and bind Ten-GigabitEthernet 3/0/1 to IRF-port 1.  
<Sysname> system-view 

[Sysname] irf member 2 

 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

[Sysname] irf-port 1 

[Sysname-irf-port1] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port1] quit 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Connect the two devices as shown in Figure 14.  
# Log in to Router B. (Details not shown.) 
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# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B reboots to join the IRF fabric. A two-chassis IRF fabric is formed. 
4. Configure LACP MAD: 

# Assign domain ID 1 to the IRF fabric. 
<Sysname> system-view 

[Sysname] irf domain 1 

# Create a dynamic aggregate interface and enable LACP MAD. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 2 

[Sysname-Bridge-Aggregation2] link-aggregation mode dynamic 

[Sysname-Bridge-Aggregation2] mad enable 

You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 1]: 

 The assigned  domain ID is: 1 

 Info: MAD LACP only enable on dynamic aggregation interface. 

[Sysname-Bridge-Aggregation2] quit 

# Assign GigabitEthernet 1/4/0/2 and GigabitEthernet 2/4/0/2 to the aggregate interface. 
[Sysname] interface gigabitethernet 1/4/0/2 

[Sysname-GigabitEthernet1/4/0/2] port link-aggregation group 2 

[Sysname-GigabitEthernet1/4/0/2] quit 

[Sysname] interface gigabitethernet 2/4/0/2 

[Sysname-GigabitEthernet2/4/0/2] port link-aggregation group 2 

5. Configure Router C as the intermediate device: 
 

CAUTION: 

If the intermediate device is also in an IRF fabric, assign the two IRF fabrics different 
domain IDs for correct split detection. 

 

# Create a dynamic aggregate interface. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 2 

[Sysname-Bridge-Aggregation2] link-aggregation mode dynamic 

[Sysname-Bridge-Aggregation2] quit 

# Assign GigabitEthernet 4/0/1 and GigabitEthernet 4/0/2 to the aggregate interface. 
[Sysname] interface gigabitethernet 4/0/1 
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[Sysname-GigabitEthernet4/0/1] port link-aggregation group 2 

[Sysname-GigabitEthernet4/0/1] quit 

[Sysname] interface gigabitethernet 4/0/2 

[Sysname-GigabitEthernet4/0/2] port link-aggregation group 2 

[Sysname-GigabitEthernet4/0/2] quit 

BFD MAD-enabled IRF configuration example 

Network requirements 
Set up an IRF fabric at the distribution layer of the network in Figure 15. Configure BFD MAD in the 
IRF fabric and set up BFD MAD links between the member devices. Disable the spanning tree 
feature on the ports used for BFD MAD, because the two features conflict with each other.  

Assign the highest member priority to Router A so it can be elected as the master.  

Figure 15 Network diagram 

 
 

Configuration procedure 
2. Configure Router A: 

# Assign member ID 1 to Router A and bind Ten-GigabitEthernet 3/0/1 to IRF-port 2.  
<Sysname> system-view 

[Sysname] irf member 1 

 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

[Sysname] irf-port 2 

[Sysname-irf-port2] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port2] quit 
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[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Specify the priority of Router A as 10 to make sure it is elected as the master when the IRF 
fabric is established. 
[DeviceA] irf priority 10 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A reboots to form a one-chassis IRF fabric. 
3. Configure Router B: 

# Assign member ID 2 to Router B and bind Ten-GigabitEthernet 3/0/1 to IRF-port 1. 
<Sysname> system-view 

[Sysname] irf member 2 

 Info:  Member ID change will take effect after the member reboots and operates in 
IRF mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit  

[Sysname] irf-port 1 

[Sysname-irf-port1] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port1] quit 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Connect the two devices as shown in Figure 15. 
# Log in to Router B. (Details not shown.)  
# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 
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The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B reboots to join the IRF fabric. A two-chassis IRF fabric is formed. 
4. Configure BFD MAD: 

# Create VLAN 3, and add GigabitEthernet 1/4/0/1 and GigabitEthernet 2/4/0/1 to VLAN 3. 
<Sysname> system-view 

[Sysname] vlan 3 

[Sysname-vlan3] port gigabitethernet 1/4/0/1 gigabitethernet 2/4/0/1 

[Sysname-vlan3] quit 

# Create VLAN-interface 3 and configure a MAD IP address for each member device on the 
VLAN interface. 
[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad bfd enable 

[Sysname-Vlan-interface3] mad ip address 192.168.2.1 24 member 1 

[Sysname-Vlan-interface3] mad ip address 192.168.2.2 24 member 2 

[Sysname-Vlan-interface3] quit 

# Disable the spanning tree feature on GigabitEthernet 1/4/0/1 and GigabitEthernet 2/4/0/1. 
[Sysname] interface gigabitethernet 1/4/0/1 

[Sysname-gigabitethernet-1/4/0/1] undo stp enable 

[Sysname-gigabitethernet-1/4/0/1] quit 

[Sysname] interface gigabitethernet 2/4/0/1 

[Sysname-gigabitethernet-2/4/0/1] undo stp enable 

ARP MAD-enabled IRF configuration example 

Network requirements 
Set up a two-chassis IRF fabric at the distribution layer of the enterprise network in Figure 16.  

Configure ARP MAD for the IRF fabric and use Router C as an intermediate device. Router C can 
come from any vendor. 

To prevent loops, enable the spanning tree feature between the IRF fabric and Router C.  
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Figure 16 Network diagram 

 
 

Configuration procedure 
1. Configure Router A: 

# Assign member ID 1 to Router A and bind Ten-GigabitEthernet 3/0/1 to IRF-port 2.  
<Sysname> system-view 

[Sysname] irf member 1 

 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] irf-port 2 

[Sysname-irf-port2] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port2] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A reboots to form a one-chassis IRF fabric. 
2. Configure Router B: 

# Assign member ID 2 to Router B and bind Ten-GigabitEthernet 3/0/1 to IRF-port 1.  
<Sysname> system-view 

[Sysname] irf member 2 
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 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] irf-port 1 

[Sysname-irf-port1] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Connect the two devices as shown in Figure 16.  
# Log in to Router B. (Details not shown.) 
# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B reboots to join the IRF fabric. A two-chassis IRF fabric is formed. 
3. Configure ARP MAD: 

# Enable the spanning tree feature globally on the IRF fabric. 
<Sysname> system-view 

[Sysname] stp enable 

# Configure the bridge MAC address of the IRF fabric to change as soon as the master leaves. 
[Sysname] undo irf mac-address persistent 

# Set the domain ID of the IRF fabric to 1. 
[Sysname] irf domain 1 

# Create VLAN 3, and add GigabitEthernet 1/4/0/2 and GigabitEthernet 2/4/0/2 to VLAN 3. 
[Sysname] vlan 3 

[Sysname-vlan3] port gigabitethernet 1/4/0/2 gigabitethernet 2/4/0/2 

[Sysname-vlan3] quit 

# Create VLAN-interface 3, assign it an IP address, and enable ARP MAD on the interface. 
[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad arp enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 1]: 

 The assigned  domain ID is: 1 

[Sysname-Vlan-interface3] ip address 192.168.2.1 24 

4. Configure Router C as the intermediate device: 
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CAUTION: 

If the intermediate device is also in an IRF fabric, assign the two IRF fabrics different 
domain IDs for correct split detection. 

 

# Enable the spanning tree feature globally on Router C. 
<DeviceC> system-view 

[DeviceC] stp enable 

# Create VLAN 3, and add GigabitEthernet 4/0/1 and GigabitEthernet 4/0/2 to VLAN 3. 
[DeviceC] vlan 3 

[DeviceC-vlan3] port gigabitethernet 4/0/1 gigabitethernet 4/0/2 

[DeviceC-vlan3] quit 

Restoring standalone mode 

Network requirements 
Dismantle the IRF fabric in Figure 17 and change the operating mode of Router A and Router B from 
IRF to standalone.  

Figure 17 Network diagram 

 
 

Configuration procedure 
1. Identify the master. 

<IRF> display irf 

MemberID    Slot  Role   Priority   CPU-Mac         Description 

 *+1        0     Master  1         000f-e200-0600  RouterA 

   1        1     Slave   1         000f-e200-0501  RouterA 

   2        0     Slave   1         000f-e200-060a  RouterB 

   2        1     Slave   1         000f-e200-050b  RouterB 

-------------------------------------------------- 

 

 * indicates the device is the master. 

 + indicates the device through which the user logs in. 
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 The Bridge MAC of the IRF is: 000f-e26a-58ed 

 Auto upgrade                : no 

 Mac persistent              : always 

 Domain ID                   : 0 

The output shows that Router A is the master. 
2. Examine the configuration for VLAN interfaces. 

If a VLAN interface has member ports on different member devices, change the IP address for 
the VLAN interface on each device to be unique after their operating mode is changed to 
standalone. 

3. Shut down IRF physical ports to disconnect all IRF links. In this example, shut down 
Ten-Gigabitethernet 1/3/0/1.  
<IRF> system-view 

[IRF] interface ten-gigabitethernet 1/3/0/1 

[IRF-Ten-Gigabitethernet1/3/0/1] shutdown 

[IRF-Ten-Gigabitethernet1/3/0/1] quit 

4. Save the configuration. 
[IRF] save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[flash:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

flash:/startup.cfg exists, overwrite? [Y/N]:y 

 Validating file. Please wait..................................... 

 The current configuration is saved to the active main board successfully. 

 Configuration is saved to device successfully. 

5. Change the operating mode of Router A to standalone. 
[IRF] undo chassis convert mode 

 The device will switch to stand-alone mode and reboot. You are recommended to save 
the current running configuration and specify the configuration file for the next 
startup. Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/vrpcfg.cfg to make it available in stand-alone mode? [Y/N]:y 

 Please wait............. 

 Saving the converted configuration file to main board succeeded. 

Chassis 1 Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A automatically reboots to complete the operating mode change. 
6. Log in to Router B and change its operating mode to standalone. 

<IRF> system-view 

[IRF] undo chassis convert mode 

 The device will switch to stand-alone mode and reboot. You are recommended to save 
the current running configuration and specify the configuration file for the next 
startup. Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/vrpcfg.cfg to make it available in stand-alone mode? [Y/N]:y 

 Please wait............. 

 Saving the converted configuration file to main board succeeded. 

Chassis 2 Slot 1: 



119 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B automatically reboots to complete the operating mode change. 
7. If you have configured a VLAN interface on the IRF fabric for a VLAN that has member ports on 

both member devices, change the IP address for the VLAN interface on one device to avoid an 
IP address collision.  

Command reference 
The commands in this document are supported on HSR6800 routers installed with SAP-4EXP cards. 

chassis convert mode irf 

Use chassis convert mode irf to enable IRF mode.  

Use undo chassis convert mode to restore standalone mode. 

Syntax 
chassis convert mode irf 

undo chassis convert mode 

Default 
The device operates in standalone mode.  

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
To set up an IRF fabric, place all its member devices in IRF mode after configuring their member ID, 
priority, and IRF port settings. In standalone mode, a device cannot form an IRF fabric with other 
devices.  

IRF generates packets on a device in IRF mode even if the device does not form an IRF fabric with 
any other devices. To protect system resources, set a device to operate in standalone mode after 
removing it from an IRF fabric.  

Examples 
# Enable IRF mode.  
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. Continue? 
[Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

# Restore standalone mode.  
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<Sysname> system-view 

[Sysname] undo chassis convert mode 

The device will switch to stand-alone mode and reboot. You are recommended to save the 
current running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

Do you want to convert the content of the next startup configuration file flash:/startup.cfg 
to make it available in stand-alone mode? [Y/N]:y 

Please wait... 

Saving the converted configuration file to the main board succeeded. 

Chassis 2 Slot 1: 

Saving the converted configuration file succeeded. 

Now rebooting, please wait... 

display irf 

Use display irf to display IRF fabric information, including the member ID, role, priority, bridge MAC 
address, and description of each IRF member. 

Syntax 
display irf [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display IRF fabric information. 
<Sysname> display irf 

MemberID  Slot  Role   Priority  CPU-Mac           Description 

 *+1       0      Master  1         0210-fc03-0007  ----- 

-------------------------------------------------- 

 * indicates the device is the master. 

 + indicates the device through which the user logs in. 

 The Bridge MAC of the IRF is: 3ce5-a6b8-3800 

 Auto upgrade                : yes 

 Mac persistent              : always 

 Domain ID                   : 0 

 Auto merge                  : no 
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Table 2 Command output 

Field Description 

MemberID 

IRF member ID: 
• ID of the master is prefixed with an asterisk (*) sign. 
• ID of the device where you are logged in is prefixed with a plus (+) 

sign. 

Slot MPU slot number.  

Role 

Role of the MPU in the IRF fabric: 
• Slave—Standby MPU for the global active MPU. 
• Master—Global active MPU. 
• SlaveWait—MPU that is joining the IRF fabric as a standby for the 

global active MPU. 
• Loading—Standby MPU for the global active MPU. This standby 

MPU is loading the system software image. 

Priority IRF member priority.  

CPU-MAC CPU MAC address of the MPU.  

Description 

Description you have configured for the member device. 
• If no description is configured, this field displays a dashed line 

(-----). 
• If the description exceeds the maximum number of characters that 

can be displayed, an ellipsis (…) is displayed in place of the 
exceeding text. To display the complete description, use the 
display current-configuration command. 

Auto upgrade 

Status of the software auto-update function: 
• yes—Enabled. The master device automatically propagates its 

system software image to the device you are adding to the IRF 
fabric. 

• no—Disabled. You must manually make sure the joining device 
uses the same system software image as the master device. If not, 
the new device cannot join the IRF fabric. 

MAC persistent 

IRF bridge MAC persistence setting: 
• 6 min—Bridge MAC address of the IRF fabric persists for six 

minutes after the master leaves. 
• always—Bridge MAC address of the IRF fabric does not change 

after the master leaves. 
• no—Bridge MAC address of the new master replaces the original 

one as soon as the old master leaves. 

Auto merge 
State of the auto merge function: 
• yes—Enabled. 
• no—Disabled. 

 

display irf configuration 

Use display irf configuration to display basic IRF settings. 

Syntax 
display irf configuration [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 
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Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
In standalone mode, this command displays the member ID, priority, and IRF port bindings of the 
device. These settings take effect after you enable IRF mode.  

In IRF mode, this command displays each member's current member ID, new member ID, and IRF 
port bindings. The new member ID settings take effect at the next startup.  

Examples 
# In standalone mode, display the basic IRF settings of the device.  
<Sysname> display irf configuration 

 MemberID Priority IRF-Port1                   IRF-Port2 

 --         1         disable                     disable 

# In IRF mode, display all members' basic IRF settings. 
<Sysname> display irf configuration 

 MemberID  NewID  IRF-Port1                     IRF-Port2 

  1        1      Ten-GigabitEthernet1/3/0/2    Ten-GigabitEthernet1/3/0/1 

  2        2      Ten-GigabitEthernet2/3/0/2    Ten-GigabitEthernet2/3/0/1 

  3        3      Ten-GigabitEthernet3/2/0/1    Ten-GigabitEthernet3/2/0/2 

  4        4      Ten-GigabitEthernet4/2/0/1    Ten-GigabitEthernet4/2/0/2 

Table 3 Command output 

Field Description 

MemberID 
Current member ID of the device. 
If no member ID is assigned, this field displays two hyphens (--). 

Priority 
Member priority. 
This field is displayed only when the device is operating in standalone mode.

NewID 
Member ID configured for a device after its reboot. 
This field is displayed only when the device is operating in IRF mode. 

IRF-Port1 Physical ports bound to IRF-port 1. If this IRF port is not enabled, this field 
displays disable. 

IRF-Port2 Physical ports bound to IRF-port 2. If this IRF port is not enabled, this field 
displays disable. 

 

display irf topology 

Use display irf topology to display the IRF fabric topology. 

Command output includes the member IDs, IRF port state, and adjacencies of IRF ports. 
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Syntax 
display irf topology [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display the IRF fabric topology. 
<Sysname> display irf topology 

                           Topology Info 

 ------------------------------------------------------------------------- 

               IRF-Port1                IRF-Port2 

MemberID  Link       neighbor      Link       neighbor    Belong To 

 3          DIS        --             DOWN       --           0210-fc03-0007 

Table 4 Command output 

Field Description 
IRF-Port 1 Information about IRF-port 1, including its link state and neighbor. 

IRF-Port 2 Information about IRF-port 2, including its link state and neighbor. 

Link 

Link state of the IRF port: 
• UP—IRF link is up.  
• DOWN—IRF link is down.  
• DIS—No physical ports have been bound to the IRF port. You must use 

the port group interface command to bind at least one physical port to 
the IRF port. 

• TIMEOUT—IRF hello interval has timed out. You must examine the link 
for a connection loss. 

neighbor 
IRF member ID of the device connected to the IRF port.  
If no device is connected to the IRF port, this field displays two hyphens (--). 

Belong To IRF fabric that has the device, represented by the CPU MAC address of the 
master in the IRF fabric. 

 

display mad 

Use display mad to display MAD status and settings. 

Syntax 
display mad [ verbose ] [ | { begin | exclude | include } regular-expression ] 
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Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
verbose: Displays detailed MAD information. If this keyword is not provided, the command only 
displays whether a MAD mechanism is enabled. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display brief MAD information.  
<Sysname> display mad 

MAD LACP enabled. 

MAD BFD enabled. 

MAD ARP enabled. 

# Display detailed MAD information. 
<Sysname> display mad verbose 

Excluded ports(configurable): 

  Ethernet2/1/4/2 

  Ethernet2/1/4/3 

Excluded ports(can not be configured): 

  Ten-GigabitEthernet2/2/0/25 

  Ten-GigabitEthernet3/2/0/26 

MAD enabled aggregation port: 

  Bridge-Aggregation2 

MAD BFD enabled interface: 

  Vlan-interface2 

    mad ip address 10.0.0.2 255.255.0.0 member 2 

    mad ip address 10.0.0.3 255.255.0.0 member 3 

Table 5 Command output 

Field Description 

Current MAD status 

MAD status: 
• Detect—The IRF fabric is integrated. 
• Recovery—IRF fabric is in Recovery state. When detecting a 

multi-active collision, MAD places the IRF fabric with higher master 
ID in Recovery state. MAD also shuts down all physical ports in the 
fabric except IRF physical ports and ports that are configured to not 
shut down. 

• Detect to Recovery—State of the IRF fabric is transitioning from 
Detect to Recovery, for example, as the result of an IRF split. 

• Recovery to Detect—State of the IRF fabric is transitioning from 
Recovery to Detect. 
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Field Description 

Excluded ports(configurable) Ports manually configured to not shut down when the IRF fabric 
transitions to the Recovery state. 

Excluded ports(can not be 
configured) 

Ports set by default to not shut down when the IRF fabric transitions to 
the Recovery state. 

 

irf auto-merge enable 

Use irf auto-merge enable to enable IRF auto merge. The function enables an IRF fabric to 
automatically reboot its member devices when it fails in the master election during an IRF fabric 
merge. 

Use undo irf auto-merge enable to disable this function. 

Syntax 
irf auto-merge enable 

undo irf auto-merge enable 

Default 
This function is disabled. To complete an IRF merge, you must manually reboot the IRF fabric that 
has failed in the master election. 

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
To avoid an auto merge failure, make sure the auto merge function is enabled on both IRF fabrics 
that are merging. 

This command is available in IRF mode. When the operating mode is changed to standalone, the 
configuration of this command is lost, regardless of whether you have saved the configuration.  

The IRF auto merge function takes effect for an IRF merge that occurs when the IRF link recovers 
from a link failure, or when you connect the IRF physical ports of the member devices. It does not 
take effect for the IRF merge that occurs when you bind a physical port to an IRF port in IRF mode.  

Examples 
# Enable IRF auto merge. 
<Sysname> system-view 

[Sysname] irf auto-merge enable 

irf auto-update enable 

Use irf auto-update enable to enable the software auto-update function for propagating the system 
software image of the master to all its members. 

Use undo irf auto-update enable to disable the software auto-update function. 

Syntax 
irf auto-update enable 

undo irf auto-update enable 
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Default 
The software auto-update function is disabled. 

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the irf auto-update enable command configuration even if you have saved the 
configuration. 

To join an IRF fabric, a device must use the same system software image as the master in the IRF 
fabric. 

When you add a device to the IRF fabric, the software auto-update function compares the system 
software versions of the device and the IRF master. If the versions are different, the device performs 
the following tasks automatically: 
1. Downloads the system software image from the master. 
2. Sets the downloaded file as the system software for the next reboot. 
3. Reboots with the new system software image to rejoin the IRF fabric. 

For a successful update, make sure the device has efficient space for the new system software 
image. 

If the device you are adding to the IRF fabric is incompatible with the software version running on the 
master, the software auto-update function cannot work correctly.  

If software auto-update function is disabled, you must manually update the device with the system 
software image of the master.  

Examples 
# Enable the software auto-update function. 
<Sysname> system-view 

[Sysname] irf auto-update enable 

irf domain 

Use irf domain to assign a domain ID to an IRF fabric. 

Use undo irf domain to restore the default IRF domain ID. 

Syntax 
irf domain domain-id 

undo irf domain 

Default 
IRF domain ID is 0. 

Views 
System view 

Default command level 
3: Manage level 
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Parameters 
domain-id: Specifies a domain ID for the IRF fabric. The value range is 0 to 4294967295. 

Usage guidelines 
This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the IRF domain setting even if you have saved the configuration. 

One IRF fabric forms one IRF domain. IRF uses IRF domain IDs to uniquely identify IRF fabrics and 
prevent IRF fabrics from interfering with one another.  

If you use a member in one IRF fabric as the intermediate device for performing LACP MAD or ARP 
MAD for another IRF fabric, assign the two IRF fabrics different domain IDs for correct split detection. 

Examples 
# Set the IRF domain ID to 30. 
<Sysname> system-view 

[Sysname] irf domain 30 

irf link-delay 

Use irf link-delay to set a delay for the IRF ports to report a link down event. 

Use undo irf link-delay to restore the default. 

Syntax 
irf link-delay interval 

undo irf link-delay 

Default 
The IRF link down event report delay is 0 milliseconds.  

Views 
System view 

Default command level 
3: Manage level 

Parameters 
interval: Sets the IRF link down report delay in milliseconds. The value range is 200 to 2000. 

Usage guidelines 
This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the irf link-delay command configuration even if you have saved the configuration. 

An IRF link down report delay helps avoid link flapping. Link flapping causes frequent IRF splits and 
merges during a short time.  

An IRF port handles link down and link up events as follows:  
• If the IRF link changes from up to down, the port does not immediately report the change to the 

IRF fabric. If the IRF link state is still down when the delay time is reached, the port reports the 
change to the IRF fabric. 

• If the IRF link changes from down to up, the link layer immediately reports the event to the IRF 
fabric. 

Examples 
# Set the IRF link down report delay to 300 milliseconds. 
<Sysname> system-view 
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[Sysname] irf link-delay 300 

irf mac-address persistent 

Use irf mac-address persistent to configure IRF bridge MAC persistence. 

Use undo irf mac-address persistent to enable the IRF fabric to change its bridge MAC address as 
soon as the master leaves. 

Syntax 
irf mac-address persistent { always | timer } 

undo irf mac-address persistent 

Default 
Bridge MAC address of the IRF fabric does not change after the master leaves.  

Views 
System view 

Default command level 
3: Manage level 

Parameters 
always: Enables the IRF bridge MAC address to be permanent. The IRF bridge MAC address does 
not change after master re-election. 

timer: Enables the IRF bridge MAC address to remain the same for 6 minutes after the master 
device leaves. If the device rejoins the IRF fabric before the time limit is reached, the IRF bridge MAC 
address does not change. If not, the IRF fabric uses the bridge MAC address of the new master as 
the IRF bridge MAC address. 

Usage guidelines 
IRF bridge MAC persistence specifies the amount of time an IRF fabric can continue using the old 
master bridge MAC address as its bridge MAC address after a master re-election. 

Bridge MAC persistence is available in IRF mode. Changing the operating mode from IRF to 
standalone can cause loss of the bridge MAC persistence setting even if you have saved the 
configuration. 

An IRF fabric by default uses the bridge MAC address of the master device as its bridge MAC 
address. Layer 2 protocols, such as LACP, use this bridge MAC address to identify the IRF fabric. On 
a switched LAN, the bridge MAC address must be unique. 

To avoid duplicate bridge MAC addresses, an IRF fabric can automatically change its bridge MAC 
address after its master leaves. However, the change causes temporary service disruption. 
Depending on the network condition, you can enable the IRF fabric to preserve or change its bridge 
MAC address after the master leaves. 

If ARP MAD is used, use the undo irf mac-address persistent command to enable immediate 
bridge MAC address change after a master leaves. 

If two IRF fabrics have the same bridge MAC address, they cannot merge. 

Examples 
# Enable the IRF bridge MAC address to be permanent. 
<Sysname> system-view 

[Sysname] irf mac-address persistent always 
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irf member 

Use irf member to assign a member ID to the device in standalone mode. 

Use undo irf member to restore the default. 

Syntax 
irf member member-id 

undo irf member 

Default 
The device operates in standalone mode and has no member ID. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id: Assigns an IRF member ID to the device. The value range is 1 to 2.  

Usage guidelines 
You must assign an IRF member ID to a device before enabling its IRF mode. This member ID must 
be unique among all IRF member devices. 

The new member ID takes effect at reboot.  

To change the member ID of a device in IRF mode, use the irf member member-id renumber 
new-member-id command. 

Examples 
# Assign member ID 2 to the device in standalone mode. 
<Sysname> system-view 

[Sysname] irf member 2 

 Info: Member ID change will take effect after the member reboots and operates in IRF mode. 

Related commands  
irf member renumber 

irf member description 

Use irf member description to configure a description for an IRF member. 

Use undo irf member description to restore the default. 

Syntax 
irf member member-id description text 

undo irf member member-id description 

Default 
No description is configured for any IRF member. 

Views 
System view 
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Default command level 
3: Manage level 

Parameters 
member-id: Specifies the ID of an IRF member. 

text: Configures the IRF member description, a string of 1 to 127 characters. 

Usage guidelines 
Configure a description to identify the physical location or purpose of an IRF member for easy 
maintenance. 

This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the IRF member description even if you have saved the configuration. 

Examples 
# Configure a description for IRF member 1. 
<Sysname> system-view 

[Sysname] irf member 1 description F1Num001 

irf member priority 

Use irf member priority to change the priority of an IRF member. 

Use undo irf member priority to restore the default. 

Syntax 
irf member member-id priority priority 

undo irf member member-id priority 

Default 
IRF member priority is 1. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id: Specifies an IRF member ID. 

priority: Sets priority in the range of 1 to 32. The greater the priority value, the higher the priority. A 
member with higher priority is more likely to be the master. 

Usage guidelines 
Change member priority assignment to affect the maser election result.  

This command is available in IRF mode. The new priority setting takes effect at the next master 
election, but it does not trigger master election.  

To assign an IRF priority to a device in standalone mode, use the irf priority command.  

Examples 
# Change the priority of IRF member 2 to 32. 
<Sysname> system-view 

[Sysname] irf member 2 priority 32 
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Related commands  
irf priority 

irf member renumber 

Use irf member renumber to change the member ID of a device in the IRF fabric. 

Use undo irf member renumber to set the member ID of a device in the IRF fabric to 1. 

Syntax 
irf member member-id renumber new-member-id 

undo irf member member-id renumber 

Default 
In standalone mode, the device has no member ID.  

In IRF mode, the device by default uses the member ID set by using the irf member command.  

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id: Specifies the ID of an IRF member device, in the range of 1 to 2.  

new-member-id: Assigns a new ID to the IRF member device, in the range of 1 to 2.  

Usage guidelines 

 CAUTION: 
In IRF mode, an IRF member ID change can invalidate member ID-related settings, including 
interface and file path settings, and cause data loss. Be sure you fully understand its impact on your 
live network. 
 

The new IRF member ID, including the one set by using the undo irf member renumber command, 
takes effect after you reboot the member device.  

To cancel the change before you reboot the member device, use the irf member renumber 
command rather than its undo form. In the command, set the new member ID to be the same as the 
old member ID.  

To set the member ID of a device in standalone mode, use the irf member command.  

Examples 
# Change the member ID of an IRF member from 2 to 1. 
<Sysname> system-view 

[Sysname] irf member 2 renumber 1 

Warning: Renumbering the member ID may result in configuration change or loss. 
Continue?[Y/N]y 

# Cancel the change in the preceding example.  
[Sysname] irf member 2 renumber 2 

Warning: Renumbering the member ID may result in configuration change or loss. 
Continue?[Y/N]y 
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Related commands 
irf member 

irf priority 

Use irf priority to assign an IRF member priority to a device in standalone mode. 

Use undo irf priority to restore the default. 

Syntax 
irf priority priority 

undo irf priority 

Default 
IRF member priority is 1. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
priority: Specifies an IRF member priority value in the range 1 to 32. 

Usage guidelines 
Member priority is used for role election. The greater the priority value, the higher the priority. A 
member with higher priority is more likely to be the master. 

The member priority configured in standalone mode takes effect after you enable IRF mode.  

To change the member priority of a device in IRF mode, use the irf member member-id priority 
priority command.  

Examples 
# Assign IRF member priority 32 to the device in standalone mode. 
[Sysname] system-view 

[sysname] irf priority 32 

Related commands  
irf member priority 

irf switch-to 

Use irf switch-to to log in to a standby MPU in the IRF fabric. 

Syntax 
irf switch-to chassis chassis-number slot slot-number 

Views 
System view 

Default command level 
3: Manage level 
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Parameters 
chassis chassis-number slot slot-number: Specifies a standby MPU. The chassis-number 
argument represents the member ID of the device that has this standby MPU. The slot-number 
argument represents the slot number of the MPU. 

Usage guidelines 
When you log in to an IRF fabric, you are placed at the CLI of the global active MPU, regardless of at 
which member device you are logged in. After that, you can access the CLI of a standby MPU to 
execute the following maintenance commands:  
• display 
• quit 
• return 
• system-view 
• debugging 
• terminal debugging 
• terminal logging 
• terminal monitor 
• terminal trapping 

When you log in to a standby MPU's CLI, you are placed in the standby MPU's user view and the 
command prompt changes to <Sysname-Slave#member-ID/slot-number>, for example, 
<Sysname-Slave#1/0>.  

To return to the CLI of the global active MPU, use the quit command.  

Examples 
# Log in to the CLI of the standby MPU in slot 1 of IRF member 1. 
<Sysname> irf switch-to chassis 1 slot 1 

<Sysname-Slave#1/1> 

irf-port member-id/port-number 

Use irf-port member-id/port-number to enter IRF port view in IRF mode. 

Use undo irf-port member-id/port-number to removing all port bindings on an IRF port in IRF mode. 

Syntax 
irf-port member-id/port-number 

undo irf-port member-id/port-number 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id/port-number: Specifies an IRF port on an IRF member. The member-id argument 
represents the ID of the IRF member. The port-number argument represents the IRF port index and 
must be 1 or 2. 

Usage guidelines 
To set up an IRF link between two devices, you must enter IRF port view to bind physical ports to the 
IRF port used by each device for IRF connection. 
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Before removing all port bindings on an IRF port, shut down all its physical ports. 

Examples 
# In IRF mode, enter the view of IRF-port 1 on member 1. 
<Sysname> system-view 

[Sysname] irf-port 1/1 

[Sysname-irf-port1/1] 

Related commands  
port group interface 

irf-port port-number 

Use irf-port port-number to enter IRF port view in standalone mode.  

Use undo irf-port port-number to remove all port bindings on an IRF port in standalone mode. 

Syntax 
irf-port port-number 

undo irf-port port-number 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
port-number: IRF port number, which must be 1 or 2. 

Usage guidelines 
To set up an IRF link between two devices, you must enter IRF port view to bind physical ports to the 
IRF port used by each device for IRF connection.  

Before removing all port bindings on an IRF port, shut down all its physical ports. 

Examples 
# In standalone mode, enter IRF-port 1 view. 
<Sysname> system-view 

[Sysname] irf-port 1 

[Sysname-irf-port1] 

Related commands  
port group interface 

mad arp enable 

Use mad arp enable to enable ARP MAD. 

Use undo mad arp enable to disable ARP MAD. 

Syntax 
mad arp enable 

undo mad arp enable 
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Default 
ARP MAD is disabled. 

Views 
Layer 3 interface view 

Default command level 
3: Manage level 

Usage guidelines 
ARP MAD detects multi-active collisions by using extended gratuitous ARP packets.  

You can set up ARP MAD links between neighbor IRF members or between each IRF member 
device and an intermediate device.  

If the intermediate device is also in an IRF fabric, make sure the two IRF fabrics have different IRF 
domain IDs to avoid false detection of IRF splits.  

When you use the mad arp enable command, the system prompts you to enter a domain ID. If you 
do not want to change the current domain ID, press enter at the prompt. 

 Examples 
# Enable ARP MAD on VLAN-interface 3. 
<Sysname> system-view 

[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad arp enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 0]: 1 

 The assigned  domain ID is: 1 

mad bfd enable 

Use mad bfd enable to enable BFD MAD. 

Use undo mad bfd enable to disable BFD MAD. 

Syntax 
mad bfd enable 

undo mad bfd enable 

Default 
BFD MAD is disabled. 

Views 
VLAN interface view 

Default command level 
3: Manage level 

Usage guidelines 
BFD MAD uses the BFD protocol for detecting multi-active collisions, and can work with or without 
intermediate devices. 

When you configure BFD MAD, follow these guidelines: 
 

Category Restrictions and guidelines 
BFD MAD VLAN • Do not enable BFD MAD on VLAN-interface 1. 
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Category Restrictions and guidelines 
• If an intermediate device is used, assign the ports of BFD MAD links to 

the BFD MAD VLAN on the device. 
• The IRF fabrics in a network must use different BFD MAD VLANs. 

BFD MAD VLAN and 
feature compatibility 

• Do not use the BFD MAD VLAN for any purpose other than configuring 
BFD MAD. Layer 2 or Layer 3 features, including ARP and LACP, cannot 
work on the BFD MAD-enabled VLAN interface or any port in the VLAN. 
If you configure any other feature on the VLAN, neither the configured 
feature nor the BFD MAD function can work correctly. 

• Disable the spanning tree feature on any port in the BFD MAD VLAN. 
The MAD function is mutually exclusive with the spanning tree feature. 

• Do not bind a BFD MAD-enabled VLAN interface to any VPN instance. 
The MAD function is mutually exclusive with VPN. 

IP address requirements 

• Do not enable BFD MAD on a VLAN interface that has been assigned an 
IP address. The VLAN interface becomes unreachable even if you 
disable BFD MAD. To recover the connectivity of the VLAN interface, use 
the shutdown and undo shutdown commands or reset ARP. 

• To avoid problems, only use the mad ip address command to configure 
IP addresses on the BFD MAD-enabled VLAN interface. For example, 
an IP address configured with the ip address command or a VRRP 
virtual IP address can cause problems. 

• All MAD IP addresses on the BFD MAD-enabled VLAN interface must be 
on the same subnet. 

 

Examples 
# Enable BFD MAD on VLAN-interface 3.  
<Sysname> system-view 

[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad bfd enable 

mad enable 

Use mad enable to enable LACP MAD. 

Use undo mad enable to disable LACP MAD. 

Syntax 
mad enable 

undo mad enable 

Default 
LACP MAD is disabled. 

Views 
Aggregate interface view 

Default command level 
3: Manage level 

Usage guidelines 
LACP MAD uses extended LACP packets for detecting multi-active collisions and requires an 
intermediate Hewlett Packard Enterprise device that also supports LACP MAD packets.  

You must set up a dynamic link aggregation group that spans all IRF member devices between the 
IRF fabric and the intermediate device. To enable dynamic link aggregation, configure the 
link-aggregation mode dynamic command on the aggregate interface.  
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If the intermediate device is also in an IRF fabric, make sure the two IRF fabrics have different 
domain IDs to avoid false detection of IRF splits.  

When you use the mad enable command, the system prompts you to enter a domain ID. If you do 
not want to change the current domain ID, press enter at the prompt. 

Examples 
# Enable LACP MAD on LACP-enabled Layer 2 dynamic aggregate interface 1. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] mad enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 0]: 1 

 The assigned  domain ID is: 1 

 Info: MAD LACP only enable on dynamic aggregation interface. 

# Enable LACP MAD on LACP-enabled Layer 3 dynamic aggregate interface 1. 
<Sysname> system-view 

[Sysname] interface route-aggregation 1 

[Sysname-Route-Aggregation1] mad enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 0]: 1 

 The assigned  domain ID is: 1 

 Info: MAD LACP only enable on dynamic aggregation interface. 

mad exclude interface 

Use mad exclude interface to exclude a physical network port from being shut down when the IRF 
fabric transitions to the Recovery state upon detection of a multi-active collision. 

Use undo mad exclude interface to restore the default MAD action on a physical network port. 

Syntax 
mad exclude interface interface-type interface-number 

undo mad exclude interface interface-type interface-number 

Default 
All physical network ports but the IRF physical ports and console port shut down when the IRF fabric 
transitions to the Recovery state. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
interface-type interface-number: Specifies a port by its type and number. 

Usage guidelines 
MAD action is not configurable for IRF physical ports. 

When MAD detects that an IRF fabric has split into two or more identical active IRF fabrics, only the 
IRF fabric whose master has the lowest member ID among all the masters can still forward data 
traffic. MAD changes its status to Recovery on all the other IRF fabrics and shuts down all their 
physical ports except the physical IRF ports and those manually configured to not shut down. 
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If a port must be kept in up state for special purposes such as Telnet connection, exclude it from the 
shutdown action. To avoid problems, Hewlett Packard Enterprise recommends not excluding any 
ports except the ports used for Telnet and MAD.  

The ports that have shut down by MAD come up when the member devices reboot to join the 
recovered IRF fabric. If auto recovery fails because the current master fails or any other exception 
occurs, use the mad restore command to manually recover the member devices and bring up the 
ports. 

 Examples 
# Exclude Ethernet 2/0/5/1 from being shut down when the MAD status transitions to Recovery. 
<Sysname> system-view 

[Sysname] mad exclude interface ethernet 2/0/5/1 

mad ip address 

Use mad ip address to assign a MAD IP address to an IRF member on a VLAN interface for BFD 
MAD. 

Use undo mad ip address to delete a MAD IP address. 

Syntax 
mad ip address ip-address { mask | mask-length } member member-id 

undo mad ip address ip-address { mask | mask-length } member member-id 

Default 
No MAD IP address is configured on any VLAN interface. 

Views 
VLAN interface view 

Default command level 
3: Manage level 

Parameters 
ip-address: Specifies an IP address in dotted decimal notation. This IP address is bound to an IRF 
member for BFD detection and is called a "MAD IP address." 

mask: Specifies a subnet mask in dotted decimal notation. 

mask-length: Specifies a subnet mask in length, in the range of 0 to 32. 

member member-id: Specifies an IRF member ID. 

Usage guidelines 
To use BFD MAD, you must configure a MAD IP address on a BFD MAD enabled VLAN interface for 
each IRF member, and make sure all the MAD IP addresses are on the same subnet.  

To avoid problems, only use the mad ip address command to configure IP addresses on the BFD 
MAD-enabled VLAN interface. For example, an IP address configured with the ip address 
command or a VRRP virtual IP address will cause problems. 

The master tries to establish BFD sessions with other members by using its MAD IP address as the 
source IP address: 
• If the IRF fabric is integrated, only the MAD IP address of the master is effective, and the master 

cannot establish a BFD session with any other member. If you execute the display bfd 
session command, the state of the BFD sessions is Down.  
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• When the IRF fabric splits, the IP addresses of the masters in the partitioned IRF fabrics take 
effect, and the two masters can establish a BFD session. If you execute the display bfd 
session command, the state of the BFD session between the two devices is Up.  

Examples 
# Assign a MAD IP address to IRF member 1 on VLAN-interface 3. 
<Sysname> system-view 

[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad ip address 192.168.0.1 255.255.255.0 member 1 

# Assign a MAD IP address to IRF member 2 on VLAN-interface 3. 
[Sysname-Vlan-interface3] mad ip address 192.168.0.2 255.255.255.0 member 2 

mad restore 

Use mad restore to restore the normal MAD state of the IRF fabric in Recovery state. 

Syntax 
mad restore 

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
When MAD detects that an IRF fabric has split into multiple IRF fabrics, only the one whose master 
has the lowest member ID among all the masters can still forward traffic. All the other fabrics are set 
in Recovery state and cannot forward traffic.  

If the active IRF fabric has failed before the IRF split problem is fixed, use this command to restore an 
IRF fabric in Recovery state to take over the active IRF fabric role. 

Examples 
# Restore the normal MAD state of the IRF fabric in Recovery state. 
<Sysname> system-view 

[Sysname] mad restore 

   This command will restore the device from multi-active conflict state. Continue? [Y/N]:Y 

Restoring from multi-active conflict state, please wait... 

port group interface 

Use port group interface to bind a physical port to an IRF port. 

Use undo port group interface to remove the binding of a physical port and an IRF port. 

Syntax 
port group interface interface-type interface-number [ mode { enhanced | normal } ] 

undo port group interface interface-name 

Default 
No physical ports are bound to any IRF port. After bound to an IRF port, a physical port operates in 
normal mode. 
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Views 
IRF port view 

Default command level 
3: Manage level 

Parameters 
interface-type interface-number: Specifies a physical port by its type and number. 

interface-name: Specifies a physical port in the interface-typeinterface-number format. No space is 
allowed between the interface-type and interface-number arguments. 

mode: Sets the operating mode of the physical IRF port.  
• enhanced: Sets the physical IRF port to operate in enhanced mode.  
• normal: Sets the physical IRF port to operate in normal mode.  

Usage guidelines 
In IRF mode, use the shutdown command to shut down the physical port before binding it to or 
removing it from the IRF port. After the binding or binding removal operation is complete, use the 
undo shutdown command to bring up the physical port.  

In standalone mode, the shutdown and undo shutdown operations are not required.  

Repeat the port group interface command to bind up to four physical ports to an IRF port for link 
redundancy.  

Make sure the physical ports at both ends of an IRF link are using the same operating mode. For an 
aggregate IRF link, Hewlett Packard Enterprise recommends configuring the same operating mode 
for all physical IRF ports at both ends. To support MPLS L2VPN or VPLS, use the enhanced mode. 

The operating mode set in the port group interface command takes effect only when the physical 
port is operating as an IRF physical port. 

The system does not automatically remove the binding between a physical port and an IRF port, 
even if the IRF link has been lost. (For example, this situation could occur when the interface card 
holding the physical port is removed.) To remove the binding, use the undo port group interface 
command. 

Examples 
# In standalone mode, bind port Ten-GigabitEthernet 2/0/1 to IRF-port 1. 
<Sysname> system-view 

[Sysname] irf-port 1 

[Sysname-irf-port 1] port group interface ten-gigabitethernet 2/0/1 

# In IRF mode, bind port Ten-GigabitEthernet 1/2/0/1 to IRF-port 1 of member 1. 
<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/2/0/1 

[Sysname-Ten-GigabitEthernet1/2/0/1] shutdown 

[Sysname-Ten-GigabitEthernet1/2/0/1] quit 

[Sysname] irf-port 1/1 

[Sysname-irf-port 1/1] port group interface ten-gigabitethernet 1/2/0/1 

[Sysname-irf-port 1/1] quit 

[Sysname] interface ten-gigabitethernet 1/2/0/1 

[Sysname-Ten-GigabitEthernet1/2/0/1] undo shutdown 

Related commands  
irf-port 
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New feature:PE Supported for UDP Helper 

Overview 
UDP helper enables a device to convert received UDP broadcast packets into unicast packets and 
forward them to a specific server. UDP helper is suitable for the scenario where hosts cannot obtain 
configuration information or device names by broadcasting packets because the target server or 
host resides on another broadcast domain. 

Upon receiving a UDP broadcast packet, UDP helper matches the UDP destination port number of 
the packet against the configured UDP ports.  
• If a match is found, UDP helper modifies the destination IP address of the packet, and sends 

the packet to the specified destination server. 
• If no match is found, UDP helper sends the packet to the upper layer protocol. 

Configuring UDP helper 
• UDP helper can be configured on VLAN interfaces and Layer 3 Ethernet interfaces (including 

subinterfaces) only. 
• Some devices do not receive directed broadcast destined to directly connected networks by 

default. To use UDP helper on these devices, you must execute the ip forward-broadcast 
command in system view. For more information about reception and forwarding of directed 
broadcasts destined to directly connected networks, see "Optimizing IP performance." 

• Do not set UDP ports 67 and 68 for UDP helper because UDP helper cannot forward DHCP 
broadcast packets. 

• You can specify a port number or the corresponding parameter for a UDP port to forward 
packets. For example, udp-helper port 53 and udp-helper port dns specify the same UDP 
port number. 

• All UDP ports configured for UDP helper are removed if you disable UDP helper. 
• You can specify up to 256 UDP ports for UDP helper. 
• You can specify up to 20 destination servers on an interface. 

Configuration procedure 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable UDP helper. udp-helper enable The default setting is disabled.

3. Specify a UDP port. 
udp-helper port { port-number | dns 
| netbios-ds | netbios-ns | tacacs | 
tftp | time } 

No UDP port is specified by 
default. 

4. Enter interface view. interface interface-type 
interface-number N/A 

5. Specify a destination server. udp-helper server [ vpn-instance 
vpn-instance-name ] ip-address 

No destination server is 
specified by default. 
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Displaying and maintaining UDP helper 

Task Command Remarks 

Displays information about 
packets forwarded by UDP 
helper. 

display udp-helper server [ interface 
interface-type interface-number ] [ | 
{ begin | exclude | include } 
regular-expression ]  

Available in any view. 

Clear UDP helper statistics. reset udp-helper packet Available in user view. 
 

UDP helper configuration example 

Network requirements 

As shown in Figure 18, configure UDP helper on Router A to forward broadcast packets with UDP 
destination port number 55 and destination IP address 255.255.255.255 or 10.110.255.255 to the 
destination server 10.2.1.1/16. 

Figure 18 Network diagram 

 
 

Configuration procedure 

Make sure Router A can reach the subnet 10.2.0.0/16. 

# Enable UDP helper. 
<RouterA> system-view 

[RouterA] udp-helper enable 

# Enable UDP helper to forward broadcast packets with the UDP destination port 55. 
[RouterA] udp-helper port 55 

# Specify the destination server 10.2.1.1 on GigabitEthernet 2/1/1. 
[RouterA] interface GigabitEthernet 2/1/1 

[RouterA-GigabitEthernet2/1/1] ip address 10.110.1.1 16 

[RouterA-GigabitEthernet2/1/1] udp-helper server 10.2.1.1 

Command reference 

Modified Command: udp-helper server 

Use udp-helper server to specify a destination server for UDP helper. 

Use undo udp-helper server to remove a destination server for UDP helper. 
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Old syntax 
udp-helper server ip-address 

undo udp-helper server [ ip-address ] 

New syntax 
udp-helper server vpn-instance vpn-instance-name ip-address 

undo udp-helper server [ vpn-instance vpn-instance-name | ip-address ] 

Default 
No destination server is specified. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the command specifies a 
destination server on the public network for UDP helper. 

ip-address: IP address of a destination server, in dotted decimal notation. 

Usage guidelines 
You can specify up to 20 destination servers on an interface. 

If you do not specify the ip-address argument, this command removes all destination servers on the 
interface. 

Examples 
# Specify the IP address of the destination server as 192.1.1.2 on the interface GigabitEthernet 
3/1/1. 
<Sysname> system-view 

[Sysname] interface GigabitEthernet 3/1/1 

[Sysname-GigabitEthernet3/1/1] udp-helper server 192.1.1.2 

Related commands 
display udp-helper server 

Change description 
Option vpn-instance vpn-instance-name is added. 

New feature:FTP server support for IPv6 
The FTP server uses one of the following modes to update a file when you upload the file (use the put 
command) to the FTP server: 
• Fast mode—The FTP server starts writing data to the storage medium after a file is transferred 

to the memory. This prevents the existing file on the FTP server from being corrupted if an 
anomaly, such as a power failure, occurs during a file transfer. 

• Normal mode—The FTP server writes data to the storage medium while receiving data. This 
means that any anomaly, such as a power failure, during file transfer might result in file 
corruption on the FTP server. This mode, however, consumes less memory space than fast 
mode. 
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To configure basic parameters for the FTP server: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable the IPv4 FTP server 
and IPv6 FTP server. ftp server enable By default, the IPv4 FTP server and 

IPv6 FTP server are disabled. 

3. Use an ACL to control FTP 
access to the servers. ftp server acl [ ipv6 ] acl-number

Optional. 
By default, no ACL is used for 
access control. 

4. Configure the idle-timeout 
timer. ftp timeout minutes 

Optional. 
The default idle-timeout timer is 30 
minutes. 
If no data is transferred within the 
idle-timeout time, the connection is 
terminated. 

5. Set the file update mode for 
the FTP server. ftp update { fast | normal } 

Optional. 
By default, normal update is used. 

6. Return to user view. quit N/A 

7. Manually release the FTP 
connection established with 
the specified username. 

free ftp user username Optional. 

 

Command reference 

Modified command: ftp server acl 

Use ftp server acl to use an ACL to control FTP clients' access to the FTP server. 

Use undo ftp server acl to restore the default. 

Old syntax 
ftp server acl  acl-number 

undo ftp server acl 

New syntax 
ftp server acl [ ipv6 ] acl-number 

undo ftp server acl 

Default 
No ACL is used to control FTP clients' access to the FTP server. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
ipv6: Specifies an IPv6 ACL to control access to the IPv6 FTP server. To specify an IPv4 ACL to 
control access to the IPv4 FTP server, do not specify this keyword. 
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acl-number: Specifies the number of a basic ACL, in the range of 2000 to 2999. 

Usage guidelines 
You can use this command to permit FTP requests from specific FTP clients only. This configuration 
takes effect for FTP connections to be established only, and does not impact existing FTP 
connections. If you execute the command multiple times, the last specified ACL takes effect. 

Examples 
# Use ACL 2001 to allow only the client 1.1.1.1 to access the FTP server. 
<Sysname> system-view 

[Sysname] acl number 2001 

[Sysname-acl-basic-2001] rule 0 permit source 1.1.1.1 0 

[Sysname-acl-basic-2001] rule 1 deny source any 

[Sysname-acl-basic-2001] quit 

[Sysname] ftp server acl 2001 

Change description 
Option ipv6 is added. 

New feature: Disabling peer route creation 
By default, PPP creates peer routes (routes to the peer addresses) and adds them to the local 
routing table. Use this feature when it is unnecessary to learn peer routes. 

Hewlett Packard Enterprise recommends not using this feature when the IP addresses of the two 
peers are not in the same network segment. Otherwise, the peers might fail to communicate. 

To disable peer route creation: 
 

Step Command Remarks 
Enter system view. system-view N/A 

Enter interface view. interface interface-type 
interface-number N/A 

Disable peer route creation. undo peer neighbor-route 
Optional. 
By default, peer route creation is 
enabled. 

 

Command References 

peer neighbor-route 

Use peer neighbor-route to enable peer route creation. 

Use undo peer neighbor-route to disable peer route creation. 

Syntax 
peer neighbor-route 

undo peer neighbor-route 

Default 
Peer route creation is enabled. 
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Views 
Serial interface view, AUX interface view, POS interface view, VT interface view 

Default command level 
2: System level 

Usage guidelines 
Hewlett Packard Enterprise recommends not using this feature when the IP addresses of the two 
peers are not in the same network segment. Otherwise, the peers might fail to communicate. 

Examples 
# Disable peer route creation on interface Serial 2/1/1. 
<Sysname> system-view 

[Sysname] interface serial 2/1/1 

[Sysname-serial2/1/1] undo peer neighbor-route 

New features:Group domain VPN 
Group domain Virtual Private Network (group domain VPN) provides a point-to-multipoint tunnel-less 
VPN solution. It is mainly used to protect multicast traffic. 

Overview 
Group domain VPN uses a group-based IPsec model. Members in a group use a common IPsec 
policy, which includes security protocols, algorithms, and keys. 

Group domain VPN has the following advantages over conventional IPsec VPN: 
• Better network scalability—Conventional IPsec VPNs require that each pair of 

communication peers establish independent IKE SAs and IPsec SAs. In group domain VPNs, 
members in a group use the same pair of IPsec SAs, simplifying network management and 
improving scalability. 

• Without routing re-deployment—Conventional IPsec VPNs establish connections over 
tunnels that encapsulate new IP headers for packets. You must reconfigure routes to forward 
tunneled packets. In group domain VPNs, the outer IP header is the same as the inner IP 
header. You do not need to change existing route configurations. 

• Better QoS—In conventional IPsec VPNs, you must reconfigure QoS policies because a new 
IP header is added before the original IP header. Group domain VPN keeps the original IP 
header, simplifying QoS deployment. 

• Higher multicast efficiency—Conventional IPsec VPNs use point-to-point tunnels. A 
tunnel-end device must send an encrypted multicast packet to each tunnel peer in the multicast 
group. Group domain VPNs use tunnel-less connections. A tunnel-end device sends only one 
encrypted packet to all members in a group. 

• Any-to-any connectivity—In a group domain VPN, all members in a group share the same 
pair of IPsec SAs. Any two members in the same group can encrypt and de-encrypt packets of 
each other, implementing any-to-any connectivity. 

Group domain VPN structure 

As shown in Figure 19, a typical group domain VPN comprises a key server (KS) and group 
members (GM).  
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Figure 19 Group domain VPN structure 

 
 

The KS maintains security policies for groups, and creates and maintains key information. It 
responds to registration requests from GMs and sends rekey messages to GMs. 

After a GM registers with the KS, the KS sends the IPsec policy and keys to the GM. The keys are 
periodically updated. Before the key lifetime expires, the KS notifies all GMs to update keys by 
sending rekey messages. 

There are two types of rekey messages: 
• Traffic encryption key—TEK messages are shared by all GMs in a group and used to encrypt 

traffic between GMs. 
• Key encryption key—KEK messages are shared by all GMs in a group and used to encrypt 

rekey messages sent from the KS to GMs. 

You can configure multiple KSs to achieve high availability and load sharing. 

GMs are a group of network devices that use the same IPsec policy to communicate with each other. 
A GM provides a group ID during registration with the KS. The KS assigns the corresponding IPsec 
policy and keys to the GM according to the group ID. 

Group domain VPN establishment 

Group domain VPN establishment involves the following phases: 
• Registration—GMs register with the KS. 
• Data protection—GMs protect data. 
• Rekey—The KS updates keys. 

Registration 
After you apply an IPsec policy for group domain VPN to an interface on a GM, the GM registers with 
the KS. The registration includes two negotiations: IKE negotiation (phase 1) and Group Domain of 
Interpretation (GDOI) negotiation (phase 2). 
• IKE negotiation—The GM and KS negotiate keys, perform mutual identity authentication, and 

if the authentication succeeds, establish an IKE SA used to protect GDOI negotiation. 
• GDOI negotiation—The GM obtains the IPsec policy from the KS by using the GDOI protocol. 

For more information, see GROUPKEY-PULL in RFC 3547. 
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Figure 20 Registration process 

 
 

As shown in Figure 20,  
2. The GM and KS perform IKE negotiation. 
3. The GM sends its group ID to the KS. 
4. The KS sends an IPsec policy to the GM according to the group ID. 
5. The GM verifies the IPsec policy. If the IPsec policy settings are acceptable, for example, the 

security protocols and encryption algorithms are supported, the GM sends an acknowledge 
message to the KS. 

6. After the KS receives the acknowledge message, it sends KEK and TEK messages to the GM. 

The GM uses the obtained IPsec policy and keys to encrypt and de-encrypt data. 

A GM starts a GDOI registration timer when it initiates a registration to the KS. If the GM does not 
successfully register with the KS before the timer expires, the current registration fails and the GM 
re-registers to the KS. This timer is not configurable. After the registration succeeds, the GM updates 
the timer according to the received rekey SA and IP sec SA lifetime. 

Data protection 
After registering to the KS, a GM uses the IPsec SAs to protect data that matches the IPsec policy. 
GMs can protect unicast data and multicast data. 

Group domain VPN supports two encapsulation modes: tunnel mode and transport mode. The KS 
determines the encapsulation mode to be used and assigns it the GMs. 
• Tunnel mode—Adds a security protocol header (AH or ESP header) before the original IP 

packet, and then adds an IP header (the same as the original IP header) before the security 
protocol header. Currently, group domain VPN does not support AH. Figure 21 shows the 
format of an ESP-encapsulated IP packet. 

Figure 21 Tunnel mode encapsulation of group domain VPN 

 
 

• Transport mode—Inserts a security protocol header between the original IP header and the 
payload data. No change is made to the original IP header. 

Group domain VPN also supports protection of MPLS L3VPN data. For more information about 
MPLS L3VPN, see MPLS Configuration Guide. 

Rekey 
If rekey parameters are configured on the KS, the KS periodically unicasts or multicasts (the default 
mode is multicast) rekey messages to registered GMs to update their IPsec SAs or rekey SAs. The 
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rekey messages are protected by the current rekey SA on the KS. GMs authenticate the rekey 
messages by using the public key that it received from the KS during registration. If a GM does not 
receive any rekey messages before its IPsec SA or rekey SA expires, the GM re-registers to the KS. 
For more information about rekey messages, see GROUPKEY-PUSH in RFC 3547. 

KS redundancy 

As shown in Figure 22, a group of KSs are deployed to achieve high availability and load sharing. 
One KS is the primary KS, and others are secondary KSs. The primary KS creates and maintains 
keys, advertises keys and GM information to secondary KSs, and sends rekey messages to 
registered GMs. The secondary KSs do not generate keys. All the primary and secondary KSs can 
accept registrations from GMs to achieve load sharing. Each secondary KS sends information about 
all registered GMs to the primary KS.  

Figure 22 KS redundancy 

 
 

The KSs use a proprietary protocol of Hewlett Packard Enterprise to perform primary KS election, 
data exchange, and keepalive functions.  

Primary KS election 
The KSs elect the KS that has the highest priority as the primary KS. The priority of a KS is set 
in Configuring GDOI KS redundancy. If multiple KSs have the same priority, the KS with the highest 
IP address is elected as the primary KS. 

When the primary KS fails, the other KSs re-elect a new primary KS.  

Data exchange 
The primary KS exchanges data with secondary KSs to achieve data consistency and backup. The 
primary KS advertises keys and GM information to secondary KSs, and the secondary KSs send 
information about registered GMs to the primary KS.  

Keepalive 
The primary periodically sends hello messages to secondary KSs. If secondary KSs receive no hello 
messages within a specific interval, they consider the primary KS has failed, and re-elect a new 
primary KS. During the election, the secondary KSs do not accept registrations from GMs.  
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Protocols and standards 

• RFC 2408, Internet Security Association and Key Management Protocol (ISAKMP) 
• RFC 3547, The Group Domain of Interpretation(GDOI) 
• RFC 3740, The Multicast Group Security Architecture 
• RFC 5374, Multicast Extensions to the Security Architecture for the Internet Protocol 

Configuration restrictions and guidelines 
The IKE settings on the KSs and GMs must match. Otherwise, phase-1 IKE negotiation will fail.  

Configuring the GDOI KS 
Complete the following tasks before you configure the GDOI KS: 
• IKE configuration—Configure an IKE proposal and IKE peers for phase-1 IKE negotiation with 

GMs. Each IKE peer is identified by the address of the GM's registration interface. If KS 
redundancy is needed, you also need to configure an IKE proposal and IKE peers for phase-1 
IKE negotiation with other KSs. Each IKE peer is identified by the address of the KS. For more 
information about IKE, see Configuring IKE. 

• IPsec configuration—Configure an IPsec profile for TEK generation. For more information 
about IPsec, see Configuring IPsec. 

• ACL configuration—Configure an ACL to match the traffic protected by TEK and specify the 
source and destination addresses for multicast rekey messages.  

GDOI KS configuration task list 

Task Remarks 

Configuring basic settings for a GDOI KS group  Required. 

Configuring GDOI KS redundancy Optional. 

Specifying the source address for packets sent by the KS Required only when GDOI KS 
redundancy is configured. 

Configuring rekey parameters Optional. 
 

Configuring basic settings for a GDOI KS group 

A device supports multiple GDOI KS groups. A GDOI KS group includes all settings required by a KS 
in the group. The following describes basic GDOI KS group settings: 
• Group name—Identifies the GDOI KS group on the device. 

• Group ID—Identifies the GDOI KS group in the Group Domain VPN. A KS uses the group ID 
received from a GM to determine the GDOI KS group that the GM wants to join. Each group can 
have only one group ID, which must be a group number or an IP address.  

• Key pair—Used to generate local asymmetric key pairs carried in rekey messages. Each GDOI 
KS group can reference only one key pair. The public key in the key pair is used as part of the 
KEK assigned to GMs. A GM uses the public key to authenticate the KS.  

• Rekey ACL—Specifies the source and destination addresses for multicast rekey messages. 
Each GDOI KS group can reference only one rekey ACL.  

• IPsec policy—Includes an IPsec profile for TEK protection and an ACL that identifies the traffic 
to be protected.  
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Follow these guidelines when you configure basic settings for a GDOI KS group: 
• A GDOI KS group can have only one group ID. A newly configured group ID overwrites the 

previous one. 
• Different GDOI KS groups must have different group IDs. 
• To protect unicast traffic, the ACL referenced by the IPsec policy must have rules in pairs. Each 

pair of rules identifies a bidirectional traffic flow.  
• To protect multicast traffic, the destination address specified in the rekey ACL must be different 

from the destination address of any service traffic.  
• The ACL referenced by an IPsec policy can have lots of rules, but whether the rules can be 

assigned to GMs depends on the size of the GDOI packet and the number of TEKs. For a GDOI 
KS group that has only one IPsec policy, you can configure a maximum number of 200 rules for 
the referenced ACL. For a GDOI KS group that has multiple IPsec policies, determine the 
maximum number of rules (less than 200) according to the size of the GDOI packet and the 
number of TEKs. 

 

 NOTE: 
When a KS continually performs rekey operations, it generates lots of TEKs and might fail to assign 
all TEKs and ACL rules. 
 

To configure basic settings for a GDOI KS group: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a GDOI KS group 
and enter GDOI KS group 
view. 

gdoi ks group group-name By default, no GDOI KS group 
is created.  

3. Configure an ID for the 
GDOI KS group.  

identity { address ip-address | 
number number } 

Specify an IP address or a 
number as the group ID.  
By default, no GDOI group ID is 
specified. 

4. Reference a key pair for 
KS rekey. 

rekey authentication public-key rsa 
key-name 

By default, no key pair is 
referenced.  

5. Specify a rekey ACL. rekey acl { acl-number | name 
acl-name } 

By default, no rekey ACL is 
specified. 

6. Create an IPsec policy for 
the GDOI KS group and 
enter GDOI KS group 
IPsec policy view. 

ipsec sequence-number 

No IPsec policy is created. 
You can configure multiple 
IPsec policies for a GDOI KS 
group. 

7. Reference an IPsec 
profile for the IPsec policy.  profile ipsec-profile-name By default, no IPsec profile is 

referenced.  

8. Reference an ACL for the 
IPsec policy. 

security acl { acl-number | name 
acl-name} 

By default, no ACL is 
referenced.  

 

Configuring GDOI KS redundancy 

The following describes GDOI KS redundancy settings: 
• Peer address—Specifies the IP address of a peer KS.  
• Local priority—Specifies the priority of the local KS for primary KS election. A greater value 

indicates a higher priority. If multiple KSs have the same priority, the KS with the highest IP 
address is elected as the primary KS. 



152 

• Redundancy enable—Enables GDOI KS redundancy. 

Follow these guidelines when you configure GDOI KS redundancy: 
• The KSs for KS redundancy must have the same GDOI KS group ID. 
• You can specify multiple peer KSs in a GDOI KS group. If no peer KS is specified, the local KS 

elects itself as the primary KS.  

To configure GDOI KS redundancy: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter GDOI KS group 
view. gdoi ks group group-name N/A 

3. Specify a peer KS.  peer address ip-address By default, no peer KS is 
specified.  

4. (Optional.) Configure a 
local priority. local priority priority By default, the local priority is 1. 

5. Enable GDOI KS 
redundancy. redundancy enable By default, GDOI KS 

redundancy is disabled.  
 

Specifying the source address for packets sent by the KS 

Perform this task to specify the source address for redundancy protocol packets, GROUPKEY-PULL 
protocol packets, and GROUPKEY-PUSH protocol packets sent by the KS. This task is required if 
KS redundancy is enabled, and is optional if KS redundancy is not enabled.  

To specify the source address for packets sent by the KS: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter GDOI KS group 
view. gdoi ks group group-name N/A 

3. Specify the source 
address for packets sent 
by the KS. 

source address ip-address 

By default, the KS uses the 
source address specified in the 
first rule of the rekey ACL as the 
source address of sent packets. 
For information about the rekey 
ACL, see "Configuring basic 
settings for a GDOI KS group."

 

Configuring rekey parameters 

The following describes the rekey parameters: 
• Rekey encryption—Specifies the encryption algorithm used by the KEK.  

• Rekey lifetime—Specifies the lifetime of the KEK. 
• Rekey transport unicast—Enables unicasting rekey messages. By default, the KS multicasts 

rekey messages. Configure this setting only when the network does not support multicasting 
because unicast transmission increases overheads and affects device performance.  

• Rekey retransmit—Specifies the interval between rekey retransmissions and the maximum 
number of retransmissions.  
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To configure rekey parameters: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter GDOI KS group view. gdoi ks group group-name N/A  

3. Specify the encryption 
algorithm used by the KEK. 

rekey encryption { 3des-cbc | 
aes-cbc-128 | aes-cbc-192 | 
aes-cbc-256 | des-cbc } 

By default, the KEK uses the 
3DES-CBC encryption 
algorithm. 

4. Specify the lifetime of the 
KEK. 

rekey lifetime seconds 
number-of-seconds 

By default, the KEK lifetime is 
86400 seconds.  

5. Enable unicasting rekey 
messages. rekey transport unicast By default, the KS multicasts 

rekey messages. 

6. Specify the interval between 
rekey retransmissions and 
the maximum number of 
retransmissions. 

rekey retransmit { interval 
number-of-seconds | number 
number-of-retransmissions } * 

By default, the retransmission 
interval is 10 seconds, and the 
maximum number of 
retransmissions is 2. 

 

Displaying and maintaining GDOI KS 

Execute display commands in any view, and execute reset commands in user view. 
 

Task Command 
Display GDOI KS group information. display gdoi ks [ group group-name ] 

Display GDOI KS group ACL information. display gdoi ks acl [ group group-name  ] 

Display GDOI KS redundancy information. display gdoi ks redundancy [ group group-name ] 

Display information about online GDOI KS 
group members. 

display gdoi ks members [ group group-name ] [ ip 
ip-address ] 

Display GDOI KS group rekey information.  display gdoi ks rekey [ group group-name ] 

Display GDOI KS group policy information. display gdoi ks policy [ group  group-name ] 

Clear GDOI KS group information. reset gdoi ks [ group group-name ] 

Reset GDOI KS redundancy roles. reset gdoi ks redundancy role [ group group-name ] 

Clear GDOI KS group member information. reset gdoi ks members [ group group-name ] 

Clear GDOI information for GMs and initiate 
registrations. reset gdoi [ group group-name ] 

Enforce rekey.  gdoi ks rekey [ group group-name ] 
 

Configuring the GDOI GM 
The GDOI GM needs IKE settings that include an IKE proposal and an IKE peer used for phase-1 
IKE negotiation. The IKE peer is identified by the IP address of the KS. For information about IKE 
configuration, see "Configuring IKE."  
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GDOI GM configuration task list 

Task Remarks 

Configuring a GDOI GM group  Required. 

Configuring a GDOI IPsec policy Required. 

Applying a GDOI IPsec policy to an interface Required. 
 

Configuring a GDOI GM group 

You can configure multiple GDOI GM groups on a GM. Different GDOI GM groups must have 
different KS addresses and group IDs. 

A GDOI GM group includes the following information that the GM uses to register with a KS: 
• Group name—Identifies the GDOI GM group on the GM, used for local management and 

reference. 
• Group ID—Identifies the GDOI GM group in the group domain VPN. The KS uses the group ID 

to identify the GDOI GM group that the requesting GM wants to join. A GDOI GM group can 
have only one group ID that is a group number or an IP address.  

• KS address—Identifies the IP address of a KS with which the GM registers. A GDOI GM group 
can have up to eight KS addresses. The GM first sends a registration request to the 
first-specified KS. If the registration does not succeed before the register timer expires, the GM 
registers with other KSs one by one in the order they are configured until the registration 
succeeds. If all registration attempts fail, the GM repeats the registration process.  

• Registration interface—The GM uses the registration interface to send packets to the KS. By 
default, the registration interface is the interface where the GDOI IPsec policy applies. You can 
specify a different interface (physical or logical interface) as the registration interface when you 
want to use different output interfaces for registration packets and IPsec packets.  

Follow these guidelines when you configure a GDOI GM group: 
• A GDOI GM group can have only one group ID. A newly configured group ID overwrites the 

previous one. 
• Different GDOI GM groups must have different group IDs and KS addresses. 

To configure a GDOI GM group: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a GDOI GM group 
and enter GDOI GM group 
view. 

gdoi gm group group-name By default, no GDOI GM group 
exists.  

3. Configure a GDOI GM 
group ID.  

identity { address ip-address | 
number number } 

Specify an IP address or a 
number as the group ID.  
By default, no GDOI GM group 
ID is specified.  

4. Configure a KS address. server address ip-address By default, no KS address is 
specified.  

5. Configure a registration 
interface. 

client registration interface 
interface-type interface-number 

Optional. 
By default, the registration 
interface is the interface where 
the GDOI IPsec policy applies.
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Configuring a GDOI IPsec policy 

A GDOI IPsec policy can comprise multiple entries. The GDOI IPsec policy is identified by a name 
and each entry is identified by a sequence number. A smaller sequence number represents a higher 
priority.  

Perform this task to configure a GDOI IPsec policy and reference a GDOI GM group and a local ACL 
for each entry. The GDOI GM group gives the KS addresses and group ID used by the GM for 
registration. The ACL is used to filter packets. Packets matching a permit rule of the local ACL are 
discarded. Packet matching a deny rule are forwarded in plain text. 

After the GM successfully registers with a KS, the KS assigns a security policy that contains an ACL. 
The GM uses this assigned ACL to determine packet encryption. Packets matching a permit rule of 
the downloaded ACL are encrypted. Packets matching a deny rule are forwarded in plain text. 
Packets that do not match any rule are forwarded in plain text.  

The GM first uses the local ACL to match packets and then uses the downloaded ACL to match 
packets that do not match the local ACL. Packets that fail to match the local and downloaded ACLs 
are forwarded in plain text.  

IPsec packets whose destination address is the local device do not match against the local ACL in 
the GDOI IPsec policy. They only match against the downloaded ACL. 

A GDOI IPsec policy does not apply to GDOI protocol packets or non-first fragments. 

To configure a GDOI IPsec policy: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a GDOI IPsec policy 
entry and enter GDOI IPsec 
policy entry view. 

ipsec policy policy-name 
seq-number gdoi 

By default, no GDOI IPsec policy 
exists. 

3. Reference a GDOI GM 
group for the GDOI IPsec 
policy entry. 

group group-name 

By default, no GDOI GM group is 
referenced. 
You can reference only one GDOI 
GM group for a GDOI IPsec policy 
entry. For a GDOI IPsec policy 
entry to take effect, the referenced 
GDOI GM group must have 
correct KS addresses and group 
ID. 

4. Reference an ACL for the 
GDOI IPsec policy entry. security acl acl-number 

Optional. 
By default, no ACL is referenced. 
Typically, there is no need to 
reference an ACL unless you 
need to filter traffic. 
You can reference only one ACL 
for a GDOI IPsec policy entry. Use 
the permit rules of the ACL with 
caution because packets 
matching a permit rule are 
discarded. 

 

Applying a GDOI IPsec policy to an interface 

After you apply a GDOI IPsec policy to an interface, the interface uses the group ID and KS 
addresses in the GDOI GM group referenced by the policy to perform registration, and uses the local 
ACL and the downloaded ACL for packet filtering and encryption.  
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To apply a GDOI IPsec policy to an interface: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type interface-number N/A 

3. Apply a GDOI IPsec 
policy to the 
interface. 

ipsec policy policy-name 

By default, no GDOI IPsec policy 
is applied to an interface.  
You can apply only one GDOI 
IPsec policy to an interface. A 
GDOI IPsec policy can be applied 
to multiple interfaces. 
For more information about this 
command, see Security 
Command Reference. 

 

Displaying and maintaining GM 

Execute display commands in any view, and execute reset commands in user view. 
 

Task Command 
Display the GDOI GM group 
information. 

display gdoi gm [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Display information about IPsec 
SAs obtained by the GM. 

display gdoi gm ipsec sa [ group group-name ] [ | { begin | exclude | 
include } regular-expression ] 

Display brief information of the 
GM. 

display gdoi gm members [ group group-name ] [ | { begin | exclude 
| include } regular-expression ] 

Display the ACL information of the 
GM. 

display gdoi gm acl [ download | local ] [ group group-name ] [ | 
{ begin | exclude | include } regular-expression ] 

Display the rekey information of 
the GM. 

display gdoi gm rekey [ verbose ]  [ group group-name ] [ | { begin | 
exclude | include } regular-expression ] 

Display information about the 
public keys received by the GM. 

display gdoi gm pubkey  [ group group-name ] [ | { begin | exclude | 
include } regular-expression ] 

Display IKE SA information. 
display ike sa [ active | standby | verbose [ connection-id 
connection-id | remote-address [ ipv6 ] remote-address ] ] [ | { begin | 
exclude | include } regular-expression ]  

Display IPsec SA information. 
display ipsec sa [ active | brief | duration | policy policy-name 
[ seq-number ] | remote [ ipv6 ] ip-address | standby ] [ | { begin | 
exclude | include } regular-expression ] 

Display GDOI IPsec policy 
information. 

display ipsec policy [ brief | name policy-name [ seq-number ] ] [ | 
{ begin | exclude | include } regular-expression ] 

Clear GDOI information for the 
GM and initiate registration. reset gdoi gm [ group group-name ] 

 

For more information about the display ike sa, display ipsec sa, and display ipsec policy 
commands, see Security Command Reference. 
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Group domain VPN configuration example 

Network requirements 

As shown in Figure 23, set up a group domain VPN on the network to protect traffic between subnets, 
as follows: 
• Add GM 1, GM 2, and GM 3 to group 12345, and configure them to register with the KS that 

manages the group. 
• Use the IPsec security protocol ESP, encryption algorithm AES-CBC 128, and authentication 

algorithm SHA1 to protect the data. 
• Configure IPsec to protect traffic from subnet 10.1.1.0 to subnet 10.1.2.0, and traffic from 

subnet 10.1.1.0 to subnet 10.1.3.0. 
• Use pre-shared key authentication for IKE negotiation between the KS and the GMs. 
• Configure KS 1 and KS 2 to back up each other. KS 1 and KS 2 use pre-shared key 

authentication for IKE negotiation. 

Figure 23 Network diagram 

 
 

Configuration procedure 

Make sure each GM (GM 1, GM 2, and GM 3) and each KS can reach each other, and the two KSs 
can reach each other. 

Make sure the multicast packets between the GMs can be forwarded normally. 

Configuring KS 1 
# Configure IP addresses for interfaces. (Details not shown.)  

# Configure IKE proposal 1. 
<KS1> system-view 

[KS1] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for IKE proposal 1. 
[KS1-ike-proposal-1] encryption-algorithm aes-cbc 128 
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# Specify the authentication algorithm SHA1 for IKE proposal 1. 
[KS1-ike-proposal-1] authentication-algorithm sha 

# Specify DH group 2 for IKE proposal 1. 
[KS1-ike-proposal-1] dh group2 

[KS1-ike-proposal-1] quit 

# Create the IKE peer toks2 for IKE negotiation with KS 2. 
[KS1] ike peer toks2 

# Apply IKE proposal 1 to the IKE peer. 
[KS1-ike-peer-toks2] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS1-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200.  
[KS1-ike-peer-toks2] remote-address 200.2.2.200 

[KS1-ike-peer-toks2] quit 

# Create the IKE peer togm for IKE negotiation with GMs. 
[KS1] ike peer togm 

# Apply IKE proposal 1 to the IKE peer. 
[KS1-ike-peer-togm] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS1-ike-peer-togm] pre-shared-key simple tempkey1 

[KS1-ike-peer-togm] quit 

# Create an IPsec transform set fortek. 
[KS1] ipsec transform-set fortek 

# Specify the ESP protocol for the IPsec transform set fortek. 
[KS1-ipsec-transform-set-fortek] transform esp 

# Specify the encryption algorithm AES-CBC 128 for the IPsec transform set fortek. 
[KS1-ipsec-transform-set-fortek] esp encryption-algorithm aes-cbc-128 

# Specify the authentication algorithm SHA1 for the IPsec transform set fortek. 
[KS1-ipsec-transform-set-fortek] esp authentication-algorithm sha1 

[KS1-ipsec-transform-set-fortek] quit 

# Create an IPsec profile fortek. 
[KS1] ipsec profile fortek 

# Reference the IPsec transform set fortek for the IPsec profile fortek. 
[KS1-ipsec-profile-fortek] transform-set fortek 

[KS1-ipsec-profile-fortek] quit 

# Create an ACL named fortek. 
[KS1] acl number 3000 name fortek 

# Created ACL rules to identify the directional traffic to be protected.  
[KS1-acl-adv-3000-fortek] rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.2.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 1 permit ip source 10.1.2.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 2 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.3.0 0.0.0.255 
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[KS1-acl-adv-3000-fortek] rule 3 permit ip source 10.1.3.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] quit 

# Create an ACL named forrekey. 
[KS1] acl number 3001 name forrekey 

# Configure a rule to permit rekey traffic destined for 225.0.0.1. 
[KS1-acl-adv-3001-forrekey] rule 0 permit ip destination 225.0.0.1 0 

[KS1-acl-adv-3001-forrekey] quit 

# Create a local RSA key pair named rsa1. 
[KS1] public-key local create rsa name rsa1 

The range of public key size is (512 ~ 2048). 

NOTES: If the key modulus is greater than 512, 

It will take a few minutes. 

Press CTRL+C to abort. 

Input the bits of the modulus[default = 1024]: 

Generating Keys... 

++++++++++++++++ 

+++++++ 

+++++++++ 

+++ 

# Export the local RSA key pair rsa1 by using 3DES CBC and password 12345678.  
[KS1] public-key local export rsa name rsa1 pem 3des-cbc-128 12345678 

-----BEGIN PUBLIC KEY----- 

MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC6Ne4EtnoKqBCL2YZvSjrG+8He 

sae5FWtyj9D25PEkXagpLqb3i9Gm/Qbb6cqLLPUIgDS8eK7Wt/dXLeFUCDc0lY8V 

gujJPvarFL4+Jn+VuL9znNbboA9IxPH2fMvew8lkPCwkXoP+52J+1LRpYkh+rIpE 

Kj7FG/3/wzGsXu8WJQIDAQAB 

-----END PUBLIC KEY----- 

-----BEGIN RSA PRIVATE KEY----- 

Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,7F8FAB15399DF87C 

 

MGaftNqe4esjetm7bRJHSpsbwZ9YUpvA9iWh8R406NGq8e+1A/ZiK23+t1XqRwaU 

1FXnwbqHgW1pZ7JxQdgBuC9uXc4VQyP/xe6xCyUepdMC71fmeOaiwUFrj6LAzzBg 

o3SfhX1NHyHBnr7c6SnIeUTG2g/qRdj40TD4HcRjgPaLaTGguZ553GyS6ODWAwL7 

ZBTjv+vow9kfewZ74ocoBje2gLcWlbmiEKCJGV06zW4gv2AH6I8TAhv4GovIN/v1 

lCsD2PscXnPOloLTE/8EDLRHNE8RpIYDWqI/YI8Yg6wlx29mf29+cj/9r4gPrDPy 

c/TQ0a0g95Khdy+yl4eDKaFiQQ+Kqn4zdzDTDNq7LRtqr7lGQzVw6srfrr71ib7J 

yJFdi2RXETEgOS/jE+xGtNqd38F/YzIRPax7NNMK+hAJC2MzdbN/BEoLWOqG7Plm 

hvCE3LFxelExLJU+0XfAX77TI2+5LEHBi1UiGLeH08fd1XUQCefARlIxGoRJdtTu 

gHP4+NF4PC9B1/GZoAYUp+171p1QwPk0vyU3TXijueqVUpQBUHGxSE0UW+SS1iwL 

8vsSLHIwK4aZ77Z1o+Uw1QBoqw9jpubG4gUkX8RII8E8b13I6/QTH78E4/FgAmIQ 

HTYnE2RDHXkhPGR5FGJsZnd21XLvd2BEkGGmhTk80nDeiI2XH3D48E6UahQwcam/ 

q/txd/KsLnp0rpJkc/WhOTprioeLQQEBayixKRWzNLsZt3L6lqYbA01Z1THho+EV 

0Ng0EZKQyiRV1j7gsBYFRinbSAsIpeYlr7gDAnBCRJdSfPNBKG+ewg== 

-----END RSA PRIVATE KEY----- 

# Create the GDOI KS group ks1. 
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[KS1] gdoi ks group ks1 

# Configure the group ID as 12345. 
[KS1-gdoi-ks-group-ks1] identity number 12345 

# Reference the key pair rsa1. 
[KS1-gdoi-ks-group-ks1] rekey authentication public-key rsa rsa1 

# Reference the rekey ACL forrekey. 
[KS1-gdoi-ks-group-ks1] rekey acl name forrekey 

# Create an IPsec policy.  
[KS1-gdoi-ks-group-ks1] ipsec 10 

# Reference the IPsec profile fortek. 
[KS1-gdoi-ks-group-ks1-ipsec-10] profile fortek 

# Reference the ACL fortek. 
[KS1-gdoi-ks-group-ks1-ipsec-10] security acl name fortek 

[KS1-gdoi-ks-group-ks1-ipsec-10] quit 

# Specify the peer KS 200.2.2.200. 
[KS1-gdoi-ks-group-ks1] peer address 200.2.2.200 

# Specify the source address of sent packets as 100.1.1.100. 
[KS1-gdoi-ks-group-ks1] source address 100.1.1.100 

# Specify the local priority as 10000. 
[KS1-gdoi-ks-group-ks1] local priority 10000 

# Enable KS redundancy. 
[KS1-gdoi-ks-group-ks1] redundancy enable 

[KS1-gdoi-ks-group-ks1] quit 

Configuring KS 2 
# Configure IP addresses for interfaces. (Details not shown.)  

# Configure IKE proposal 1. 
<KS2> system-view 

[KS2] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for IKE proposal 1. 
[KS2-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for IKE proposal 1. 
[KS2-ike-proposal-1] authentication-algorithm sha 

# Specify DH group 2 for IKE proposal 1. 
[KS2-ike-proposal-1] dh group2 

[KS2-ike-proposal-1] quit 

# Create the IKE peer toks1 for IKE negotiation with KS 1. 
[KS2] ike peer toks1 

# Apply IKE proposal 1 to the IKE peer. 
[KS2-ike-peer-toks1] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS2-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[KS2-ike-peer-toks1] remote-address 100.1.1.100 
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[KS2-ike-peer-toks1] quit 

# Create the IKE peer togm for IKE negotiation with GMs. 
[KS2] ike peer togm 

# Apply IKE proposal 1 to the IKE peer. 
[KS2-ike-peer-togm] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS2-ike-peer-togm] pre-shared-key simple tempkey1 

[KS2-ike-peer-togm] quit 

# Create an IPsec transform set fortek. 
[KS2] ipsec transform-set fortek 

# Specify the ESP protocol for the IPsec transform set fortek. 
[KS2-ipsec-transform-set-fortek] transform esp 

# Specify the encryption algorithm AES-CBC 128 for the IPsec transform set fortek. 
[KS2-ipsec-transform-set-fortek] esp encryption-algorithm aes-cbc-128 

# Specify the authentication algorithm SHA1 for the IPsec transform set fortek. 
[KS2-ipsec-transform-set-fortek] esp authentication-algorithm sha1 

[KS2-ipsec-transform-set-fortek] quit 

# Create an IPsec profile fortek. 
[KS2] ipsec profile fortek 

# Reference the IPsec transform set fortek for the IPsec profile fortek. 
[KS2-ipsec-profile-fortek] transform-set fortek 

[KS2-ipsec-profile-fortek] quit 

# Create an ACL named fortek. 
[KS2] acl number 3000 name fortek 

# Created ACL rules to identify the directional traffic to be protected. 
[KS2-acl-adv-3000-fortek] rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.2.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 1 permit ip source 10.1.2.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS2-acl-adv-3000-fortek] rule 2 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.3.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 3 permit ip source 10.1.3.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS2-acl-adv-3000-fortek] quit 

# Create an ACL named forrekey. 
[KS2] acl number 3001 name forrekey 

# Configure a rule to permit rekey traffic destined for 225.0.0.1. 
[KS2-acl-adv-3001-forrekey] rule 0 permit ip destination 225.0.0.1 0 

[KS2-acl-adv-3001-forrekey] quit 

# Import the RSA key pair that was exported on KS 1 to KS 2 by using PEM format, and name the key 
pair as rsa1. 
[KS2] public-key local import rsa name rsa1 pem 

Enter PEM-formatted certificate. 

End with a Ctrl+C on a line by itself. 

-----BEGIN RSA PRIVATE KEY----- 
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Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,7F8FAB15399DF87C 

 

MGaftNqe4esjetm7bRJHSpsbwZ9YUpvA9iWh8R406NGq8e+1A/ZiK23+t1XqRwaU 

1FXnwbqHgW1pZ7JxQdgBuC9uXc4VQyP/xe6xCyUepdMC71fmeOaiwUFrj6LAzzBg 

o3SfhX1NHyHBnr7c6SnIeUTG2g/qRdj40TD4HcRjgPaLaTGguZ553GyS6ODWAwL7 

ZBTjv+vow9kfewZ74ocoBje2gLcWlbmiEKCJGV06zW4gv2AH6I8TAhv4GovIN/v1 

lCsD2PscXnPOloLTE/8EDLRHNE8RpIYDWqI/YI8Yg6wlx29mf29+cj/9r4gPrDPy 

c/TQ0a0g95Khdy+yl4eDKaFiQQ+Kqn4zdzDTDNq7LRtqr7lGQzVw6srfrr71ib7J 

yJFdi2RXETEgOS/jE+xGtNqd38F/YzIRPax7NNMK+hAJC2MzdbN/BEoLWOqG7Plm 

hvCE3LFxelExLJU+0XfAX77TI2+5LEHBi1UiGLeH08fd1XUQCefARlIxGoRJdtTu 

gHP4+NF4PC9B1/GZoAYUp+171p1QwPk0vyU3TXijueqVUpQBUHGxSE0UW+SS1iwL 

8vsSLHIwK4aZ77Z1o+Uw1QBoqw9jpubG4gUkX8RII8E8b13I6/QTH78E4/FgAmIQ 

HTYnE2RDHXkhPGR5FGJsZnd21XLvd2BEkGGmhTk80nDeiI2XH3D48E6UahQwcam/ 

q/txd/KsLnp0rpJkc/WhOTprioeLQQEBayixKRWzNLsZt3L6lqYbA01Z1THho+EV 

0Ng0EZKQyiRV1j7gsBYFRinbSAsIpeYlr7gDAnBCRJdSfPNBKG+ewg== 

-----END RSA PRIVATE KEY----- 

^C 

Please input the password:  

# Create the GDOI KS group ks2. 
[KS2] gdoi ks group 

# Configure the group ID as 12345. 
[KS2-gdoi-ks-group-ks2] identity number 12345 

# Reference the key pair rsa1. 
[KS2-gdoi-ks-group-ks2] rekey authentication public-key rsa rsa1 

# Reference the rekey ACL forrekey. 
[KS2-gdoi-ks-group-ks2] rekey acl name forrekey 

# Create an IPsec policy. 
[KS2-gdoi-ks-group-ks2] ipsec 10 

# Reference the IPsec profile fortek. 
[KS2-gdoi-ks-group-ks2-ipsec-10] profile fortek 

# Reference the ACL fortek. 
[KS2-gdoi-ks-group-ks2-ipsec-10] security acl name fortek 

[KS2-gdoi-ks-group-ks2-ipsec-10] quit 

# Specify the peer KS 100.1.1.100. 
[KS2-gdoi-ks-group-ks2] peer address 100.1.1.100 

# Specify the source address of sent packets as 200.2.2.200. 
[KS2-gdoi-ks-group-ks2]source address 200.2.2.200 

# Specify the local priority as 10000. 
[KS2-gdoi-ks-group-ks2] local priority 100 

# Enable KS redundancy. 
[KS2-gdoi-ks-group-ks2] redundancy enable 

Configuring GM 1 
# Configure IP addresses for interfaces. (Details not shown.) 

# Create IKE proposal 1. 
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<GM1> system-view 

[GM1] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for the IKE proposal. 
[GM1-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for the IKE proposal. 
[GM1-ike-proposal-1] authentication-algorithm sha 

# Specify DH group2 for the IKE proposal. 
[GM1-ike-proposal-1] dh group2 

[GM1-ike-proposal-1] quit 

# Create IKE peer toks1. 
[GM1] ike peer toks1 

# Reference IKE proposal 1 for the IKE peer.  
[GM1-ike-peer-toks1] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM1-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[GM1-ike-peer-toks1] remote-address 100.1.1.100 

[GM1-ike-peer-toks1] quit 

# Create IKE peer toks2. 
[GM1] ike peer toks2 

# Reference IKE proposal 1 for the IKE peer.  
[GM1-ike-peer-toks2] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM1-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200. 
[GM1-ike-peer-toks2] remote-address 200.2.2.200 

[GM1-ike-peer-toks2] quit 

# Create GDOI GM group 1. 
[GM1] gdoi gm group 1 

# Set the GDOI GM group ID to 12345. 
[GM1-gdoi-gm-group-1] identity number 12345 

# Specify the KS addresses as 100.1.1.100 and 200.2.2.200. 
[GM1-gdoi-gm-group-1] server address 100.1.1.100 

[GM1-gdoi-gm-group-1] server address 200.2.2.200 

[GM1-gdoi-gm-group-1] quit 

# Create a GDOI IPsec policy. 
[GM1] ipsec policy map 1 gdoi 

# Reference GDOI GM group 1 for the GDOI IPsec policy. 
[GM1-ipsec-policy-gdoi-map-1] group 1 

[GM1-ipsec-policy-gdoi-map-1] quit 

# Apply the IPsec policy to interface Ethernet 1/1. 
[GM1] interface ethernet 1/1 

[GM1-Ethernet1/1] ipsec policy map 

[GM1-Ethernet1/1] quit 
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Configuring GM 2 
# Configure IP addresses for interfaces. (Details not shown.) 

# Create IKE proposal 1. 
<GM2> system-view 

[GM2] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for the IKE proposal. 
[GM2-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for the IKE proposal. 
[GM2-ike-proposal-1] authentication-algorithm sha 

# Specify DH group2 for the IKE proposal. 
[GM2-ike-proposal-1] dh group2 

[GM2-ike-proposal-1] quit 

# Create IKE peer toks1. 
[GM2] ike peer toks1 

# Reference IKE proposal 1 for the IKE peer.  
[GM2-ike-peer-toks1] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM2-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[GM2-ike-peer-toks1] remote-address 100.1.1.100 

[GM2-ike-peer-toks1] quit 

# Create IKE peer toks2. 
[GM2] ike peer toks2 

# Reference IKE proposal 1 for the IKE peer.  
[GM2-ike-peer-toks2] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM2-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200. 
[GM2-ike-peer-toks2] remote-address 200.2.2.200 

[GM2-ike-peer-toks2] quit 

# Create GDOI GM group 1. 
[GM2] gdoi gm group 1 

# Set the GDOI GM group ID to 12345. 
[GM2-gdoi-gm-group-1] identity number 12345 

# Specify the KS addresses as 100.1.1.100 and 200.2.2.200. 
[GM2-gdoi-gm-group-1] server address 100.1.1.100 

[GM2-gdoi-gm-group-1] server address 200.2.2.200 

[GM2-gdoi-gm-group-1] quit 

# Create a GDOI IPsec policy. 
[GM2] ipsec policy map 1 gdoi 

# Reference GDOI GM group 1 for the GDOI IPsec policy. 
[GM2-ipsec-policy-gdoi-map-1] group 1 

[GM2-ipsec-policy-gdoi-map-1] quit 

# Apply the GDOI IPsec policy to interface Ethernet 1/1. 
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[GM2] interface ethernet 1/1 

[GM2-Ethernet1/1] ipsec policy map 

[GM2-Ethernet1/1] quit 

Configuring GM 3 
# Configure IP addresses for interfaces. (Details not shown.) 

# Create IKE proposal 1. 
<GM3> system-view 

[GM3] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for the IKE proposal. 
[GM3-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for the IKE proposal. 
[GM3-ike-proposal-1] authentication-algorithm sha 

# Specify DH group2 for the IKE proposal. 
[GM3-ike-proposal-1] dh group2 

[GM3-ike-proposal-1] quit 

# Create IKE peer toks1. 
[GM3] ike peer toks1 

# Reference IKE proposal 1 for the IKE peer.  
[GM3-ike-peer-toks1] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM3-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[GM3-ike-peer-toks1] remote-address 100.1.1.100 

[GM3-ike-peer-toks1] quit 

# Create IKE peer toks2. 
[GM3] ike peer toks2 

# Reference IKE proposal 1 for the IKE peer.  
[GM3-ike-peer-toks2] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM3-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200. 
[GM3-ike-peer-toks2] remote-address 200.2.2.200 

[GM3-ike-peer-toks2] quit 

# Create GDOI GM group 1. 
[GM3] gdoi gm group 1 

# Set the GDOI GM group ID to 12345. 
[GM3-gdoi-gm-group-1] identity number 12345 

# Specify the KS addresses as 100.1.1.100 and 200.2.2.200. 
[GM3-gdoi-gm-group-1] server address 100.1.1.100 

[GM3-gdoi-gm-group-1] server address 200.2.2.200 

[GM3-gdoi-gm-group-1] quit 

# Create a GDOI IPsec policy. 
[GM3] ipsec policy map 1 gdoi 

# Reference GDOI GM group 1 for the GDOI IPsec policy. 
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[GM3-ipsec-policy-gdoi-map-1] group 1 

[GM3-ipsec-policy-gdoi-map-1] quit 

# Apply the IPsec policy to interface Ethernet 1/1. 
[GM3] interface ethernet 1/1 

[GM3-Ethernet1/1] ipsec policy map 

[GM3-Ethernet1/1] quit 

Verifying the configuration 
After you complete the configuration, GM 1, GM 2, and GM 3 register with KS 1. 

# Execute the display ike sa command on GM 1. 
[GM1] display ike sa 

    total phase-1 SAs:  2 

    connection-id  peer                    flag        phase   doi 

  ----------------------------------------------------------------- 

     658           100.1.1.100             RD|ST       1       GROUP 

     659           100.1.1.100             RD|RK       1       GROUP 

 

  flag meaning 

  RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT RK--REKEY  

The output shows the IKE SA and rekey SA generated after IKE negotiation. The SA with 
connection-id of 658 is the IKE SA, and the SA with connection-id of 659 is the rekey SA. 

# Execute the display ipsec sa command on GM 1 to display IPsec SAs. 
[GM1] display ipsec sa 

=============================== 

Interface: Ethernet1/1 

    path MTU: 1500  

=============================== 

 

  ----------------------------- 

  IPsec policy name: "map" 

  sequence number: 1 

  mode: gdoi 

  ----------------------------- 

    PFS: N, DH group: none 

    tunnel: 

        local  address: 1.1.1.1 

        remote address: 0.0.0.0 

    flow: 

        sour addr: 10.1.1.0/255.255.255.0  port: 0  protocol: IP 

        dest addr: 10.1.2.0/255.255.255.0  port: 0  protocol: IP 

 

    current outbound spi: 0xDB865076(3683012726) 

 

    [inbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 317 
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      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/63 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 325 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/853 

      anti-replay detection: Disabled 

 

    [outbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 318 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/63 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 326 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/853 

      anti-replay detection: Disabled 

 

 

  ----------------------------- 

  IPsec policy name: "map" 

  sequence number: 1 

  mode: gdoi 

  ----------------------------- 

    PFS: N, DH group: none 

    tunnel: 

        local  address: 1.1.1.1 

        remote address: 0.0.0.0 

    flow: 

        sour addr: 10.1.1.0/255.255.255.0  port: 0  protocol: IP 

        dest addr: 10.1.3.0/255.255.255.0  port: 0  protocol: IP 

 

    current outbound spi: 0xDB865076(3683012726) 

 

    [inbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 
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      in use setting: Transport 

      connection id: 321 

      sa duration (kilobytes/sec): 0/340 

      sa remaining duration (kilobytes/sec): 0/61 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 329 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/851 

      anti-replay detection: Disabled 

 

    [outbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 322 

      sa duration (kilobytes/sec): 0/340 

      sa remaining duration (kilobytes/sec): 0/61 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 330 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/851 

      anti-replay detection: Disabled 

The output shows that two groups of IPsec SAs have been genrated on GM 1 for secure 
communication with the other group members. 

# Execute the display gdoi gm command to display the registration information on GM 1. 
[GM1] display gdoi gm 

Group Name: 1 

 

  Group Identity             : 12345 

  Rekeys Received            : 129 

  IPsec SA Direction         : Both 

 

  Group Server List          : 100.1.1.100 

 

  Group Member               : 1.1.1.1 

    Registration status      : Registered 

    Registered with          : 100.1.1.100 

    Re-register in           : 81 sec 

    Succeeded registrations  : 1 

    Attempted registrations  : 1 
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    Last rekey from          : 100.1.1.100 

    Last rekey seq num       : 1 

    Multicast rekeys received: 0 

    Allowable rekey cipher   : Any 

    Allowable rekey hash     : Any 

    Allowable transform      : Any 

 

  Rekeys Cumulative 

    Total received           : 129 

    After latest registration: 129 

    Rekey received (hh:mm:ss): 00:00:57 

 

  ACL Downloaded From KS 100.1.1.100: 

    rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255 

    rule 1 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.3.0 0.0.0.255 

 

  KEK Policy: 

    Rekey transport type     : Multicast 

    Lifetime (sec)           : 243 

    Encrypt algorithm        : AES 

    Key size                 : 128 

    Sig hash algorithm       : SHA1 

    Sig key length (bit)     : 2048 

 

  TEK Policy: 

    Interface Ethernet1/1: 

      IPsec SA: 

        SPI: 0x640321A(104870426) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 123 

        Anti-replay detection: Disabled 

Packets between subnet 10.1.1.0/24 and subnet 10.1.2.0/24 are encrypted/de-encrypted by GM 1 
and GM 2. 

# Display GM information on KS 1. 
<KS1> display gdoi ks members 

Group Name: ks1 

  Group member ID      : 1.1.1.1 

  Group member version : 1.0 

  Group ID             : 12345 

  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

 

  Group member ID      : 2.2.2.2 

  Group member version : 1.0 

  Group ID             : 12345 
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  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

 

  Group member ID      : 3.3.3.3 

  Group member version : 1.0 

  Group ID             : 12345 

  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

KS 2 stores the same GM information.  

# Display KS redundancy information on KS 1.  
<KS1> display gdoi ks redundancy 

Group Name :ks1 

  Local address   : 100.1.1.100 

  Local version   : 1.0 

  Local priority  : 10000 

  Local role      : Primary 

  Primary address : 100.1.1.100 

 

  Sessions: 

      Peer address  : 200.2.2.200 

      Peer version  : 1.0 

      Peer priority : 100 

      Peer role     : Secondary 

      Peer status   : Ready 

# Display KS redundancy information on KS 2.  
<KS2> display gdoi ks redundancy 

Group Name :ks2 

  Local address   : 200.2.2.200 

  Local version   : 1.0 

  Local priority  : 100 

  Local role      : Secondary 

  Primary address : 100.1.1.100 

 

  Sessions: 

      Peer address  : 100.1.1.100 

      Peer version  : 1.0 

      Peer priority : 10000 

      Peer role     : Primary 

      Peer status   : Ready 
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Troubleshooting group domain VPN 

 

Symptom 
Phase 1 IKE negotiation failed. 

Analysis 
If the failure occurred between GM and KS, the IKE configurations on the GM and KS do not match, 
or the GM and KS cannot reach each other.  

If the failure occurred between KSs, the IKE configurations on the KSs do not match, or the KSs 
cannot reach each other.  

Use the following command on the GM. The output shows no IKE SAs have been generated. 
<Router> display ike sa 

    total phase-1 SAs:  0 

    connection-id  peer                    flag        phase   doi 

  ---------------------------------------------------------------- 

Solution 
If the failure occurred between GM and KS, check that the IKE proposal and IKE peer configurations 
on the GM and the KS match, and that the GM and the KS can reach each other. 

If the failure occurred between KSs, check that the IKE proposal and IKE peer configurations on the 
KSs match, and that the KSs can reach each other. 

GM registration failure 

Symptom 
The GM failed to register with the KS. 

Analysis 
Execute the following command on the GM: 
<Router> display ike sa 

    total phase-1 SAs:  1 

    connection-id  peer                    flag        phase   doi 

  ---------------------------------------------------------------- 

     18            90.1.1.1                RD|ST       1       GROUP 

The output shows that only one IKE SA has been generated. No rekey SA and IPsec SA have been 
generated. 

Solution 
Check that the GM and KS have the same group ID. 

KS redundancy failure 

Symptom 
KS redundancy configuration does not take effect.  
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Analysis 
Display KS redundancy information on KS 1. The output shows that each KS considers itself as the 
primary KS.  
<KS1> display gdoi ks redundancy 

Group Name :ks1 

  Local address   : 100.1.1.100 

  Local version   : 1.0 

  Local priority  : 10000 

  Local role      : Primary 

  Primary address : 100.1.1.100 

 

  Sessions: 

    Session 1: 

      Peer address  : 200.2.2.200 

      Peer version  : Unknown 

      Peer priority : Unknown 

      Peer role     : Unknown 

      Peer status   : Down 

The output shows that only one IKE SA has been generated. No rekey SA and IPsec SA have been 
generated. 

Solution 
Check that the KSs have the same group ID.  

Check that the KSs can reach each other. 

Command reference 

KS configuration commands 

display gdoi ks 
Use display gdoi ks to display GDOI KS information. 

Syntax 
display gdoi ks [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays KS information for all GDOI KS 
groups. 

Examples 
# Display KS information for the GDOI KS group abc. 
<Sysname> display gdoi ks group abc 

Group Name: abc 

  Group identity             : 8 
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  Group members              : 0 

  Redundancy                 : Enabled 

    Local address            : 105.112.100.2 

    Local version            : 1.0 

    Local priority           : 10 

    Local role               : Primary 

  Rekey transport type       : Multicast 

  Rekey lifetime             : 300 sec 

  Rekey retransmit period    : 10 sec 

  Rekey retransmit attempts  : 2 

 

  IPsec sequence number      : 1 

  IPsec rekey lifetime       : 300 sec 

  Profile name               : profile-wwl 

  ACL configured             : xf 

 

# Display KS information for all GDOI KS groups. 
<Sysname> display gdoi ks 

Group Name: abc 

  Group identity           : 8 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 

 

  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-wwl 

  ACL configured           : xf 

 

Group Name: xyz 

  Group identity           : 18 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 
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  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz 

  ACL configured           : xyz 

 

  IPsec sequence number    : 2 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz2 

  ACL configured           : 3001 

 

Table 6 Command output 

Field Description 
Group Name Name of the GDOI KS group. 

Group identity KS group identity, a number or an IPv4 address. If no identity is configured, 
this field is blank. 

Group members Number of online GMs in the GDOI KS group. 

Redundancy Redundancy information of the GDOI KS group. 

Local role 

Role of the local KS in the redundancy: 
• Primary—Primary KS. 
• Secondary—Secondary KS. 
• Initial—In initializing state. 
• Electing—Electing the primary KS. 

Rekey transport type Rekey transport type: Multicast or Unicast. 

IPsec sequence number Sequence number of the IPsec policy. 

IPsec rekey lifetime IPsec SA lifetime. When the lifetime is about to expire, the KS sends rekey 
messages to update the TEK. 

Profile name Name of the IPsec profile referenced. 

ACL configured Name or number of the ACL referenced. 
 

display gdoi ks acl 
Use display gdoi ks acl to display ACLs referenced by GDOI KS groups. 

Syntax 
display gdoi ks acl [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays ACLs referenced by all GDOI KS 
groups. 
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Examples 
# Display ACLs referenced by the GDOI KS group abc. 
<Sysname> display gdoi ks acl group abc 

Group Name: abc 

  ACL abc 

    rule 0 permit ip source 1.1.1.2 0 destination 2.2.2.3 0 

    rule 1 permit tcp source 1.1.0.0 0.0.255.255 destination 2.2.0.0 0.0.255.255 

    rule 2 permit ip 

# Display ACLs referenced by all GDOI KS groups. 
<Sysname> display gdoi ks acl 

Group Name: abc 

  ACL abc 

    rule 0 permit ip source 1.1.1.2 0 destination 2.2.2.3 0 

    rule 1 permit tcp source 1.1.0.0 0.0.255.255 destination 2.2.0.0 0.0.255.255 

    rule 2 permit ip 

 

Group Name: xyz 

  ACL 3000 

          rule 0 permit ip source 1.1.2.2 0 destination 2.2.3.3 0 

          rule 2 deny ip 

  ACL xyz 

          rule 0 permit ip source 1.1.3.0 0.0.0.255 destination 2.2.4.0 0.0.0.255 

 

Table 7 Command output 

Field Description 
Group Name KS group name. 

rule Rule in the ACL. 
 

display gdoi ks members 
Use display gdoi ks members to display information about online GMs in GDOI KS groups. 

Syntax 
display gdoi ks members [ group group-name ] [ ip ip-address ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. 

ip ip-address: Specifies a GM by its IP address. 

Usage guidelines 
If you do not specify the group group-name option, the command displays information about online 
GMs with the specified IP address in all GDOI KS groups. 
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If you do not specify the ip ip-address option, the command displays information about all online 
GMs in the specified GDOI KS group. 

If you do not specify any parameter, the command displays information about all online GMs in all 
GDOI KS groups. 

Examples 
# Display information about all online GMs in all GDOI KS groups. 
<Sysname> display gdoi ks members 

Group Name: farg 

  Group member ID      : 80.1.1.98 

  Group member version : 1.0 

  Group ID             : 7777 

  Key server ID        : 90.1.1.1 

  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

 

Group Name: abcd 

  Group member ID      : 80.1.1.100 

  Group member version : 1.0 

  Group ID             : 8888 

  Key server ID        : 90.1.1.1 

 

  Group member ID      : 80.1.1.101 

  Group member version : Unknown 

  Group ID             : 8888 

  Key server ID        : 90.1.1.1 

 

Table 8 Command output 

Field Description 
Group Name KS group name. 

Group member ID ID of the GM in the GDOI KS group. 

Group member version GM version. If no GM version is obtained, this field displays Unknown.

Group ID ID of the GDOI KS group. 

Key server ID ID of the KS with which the GM will register itself. 

Rekeys sent Number of rekey messages sent successfully. 

Rekeys retries Number of rekey messages retransmitted. 

Rekey ACKs received Number of rekey ACKs received. 

Rekey ACLs missed Number of rekey ACKs missed. 
 

display gdoi ks policy 
Use display gdoi ks policy to display policy information for GDOI KS groups. 
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Syntax 
display gdoi ks policy [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays policy information for all GDOI KS 
groups. 

Examples 
# Display policy information for all GDOI KS groups. 
<Sysname> display gdoi ks policy 

Group Name: GDOI-GROUP8 

  Server IP: 90.1.1.1 

 

Group Name: farg 

  Server IP: 90.1.1.1 

    KEK policy: 

      Rekey transport type       : Unicast 

      SPI                        : 0xB2DAFC4C36ABC9D416BB15614DCE9F60 

      Encryption algorithm       : AES-CBC-128 

      Lifetime                   : 30000 sec 

      Remaining lifetime         : 5995 sec 

      Signature algorithm        : RSA 

      Signature key name         : REKEYRSA 

                                                                                 

    TEK policy: 

      Encapsulation              : Tunnel 

      SPI                        : 0x3EE98709 

      ACL                        : frag 

      Transform                  : ESP-ENCRYPT-DES ESP-AUTH-MD5 

      Lifetime                   : 50000 sec 

      Remaining lifetime         : 25996 sec 

          

Table 9 Command output 

Field Description 
Group Name KS group name. 

Server IP IP address of the local KS, which is the IP address configured by the source 
address command. 

Rekey transport type Rekey transport type: Multicast or Unicast. 

SPI SPI of the rekey SA or that of the IPsec SA. 

Lifetime KEK or TEK lifetime. 
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Field Description 

Remaining lifetime Remaining time of the KEK or TEK lifetime. 

Signature key name Name of the key pair used for signature. 

Encapsulation IPsec encapsulation mode for IP packets: Tunnel or Transport. 

ACL Number or name of the ACL referenced. 

Transform Name of the IPsec transform set referenced. 
 

display gdoi ks redundancy 
Use display gdoi ks redundancy to display redundancy information for GDOI KS groups. 

Syntax 
display gdoi ks redundancy [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays redundancy information for all 
GDOI KS groups. 

Examples 
# Display redundancy information for all GDOI KS groups. 
<Sysname> display gdoi ks redundancy 

Group Name :handl 

  Local address   : 105.112.200.1 

  Local version   : 1.0 

  Local priority  : 10 

  Local role      : Initial 

  Primary address : 

 

Group Name :lsxn 

  Local address   : 105.112.100.2 

  Local version   : 1.0 

  Local priority  : 10 

  Local role      : Primary 

  Primary address : 105.112.100.2 

 

  Peers: 

    Peer address  : 174.1.1.1 

    Peer version  : Unknown 

    Peer priority : Unknown 

    Peer role     : Unknown 

    Peer status   : Down 
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    Peer address  : 172.1.1.1 

    Peer version  : 1.0 

    Peer priority : 100 

    Peer role     : Secondary 

    Peer status   : Ready 

 

Table 10 Command output 

Field Description 
Group Name GDOI KS group name. 

Local role 

Role of the local KS in the redundancy: 
• Primary—Primary KS. 
• Secondary—Secondary KS. 
• Initial—In initializing state. 
• Electing—Electing the primary KS. 

Primary address IP address of the primary KS. 

Peers Peer KS information. 

Peer address Peer KS address. 

Peer version Peer KS version. 

Peer priority Peer KS priority. 

Peer KS role 

Role of the peer KS: 
• Secondary 
• Primary 
• Unknown 

Peer KS status 

Peer KS status: 
• Down 
• Connected 
• Exchange—Exchanging data with the local KS. 
• Ready 

 

display gdoi ks rekey 
Use display gdoi ks rekey to display rekey information for GDOI KS groups. 

Syntax 
display gdoi ks rekey [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays rekey information for all GDOI KS 
groups. 

Examples 
# Display rekey information for all GDOI KS groups. 
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<Sysname> display gdoi ks rekey 

Group Name: handl 

  Rekey transport type                  : Multicast 

    Number of rekeys sent               : 0 

    Number of rekeys retransmitted      : 0 

    Retransmit period                   : 10 sec 

    Number of retransmissions           : 10 

    Multicast destination address       : 230.1.1.1 

    KEK rekey lifetime                  : 10000 sec 

      Remaining lifetime                : 6092 sec 

    IPsec 1 lifetime                    : 86400 sec 

      Remaining lifetime                : 1234 sec 

 

Group Name:abcd 

  Rekey transport type                  : Unicast 

    Number of rekeys sent               : 0 

    Number of rekeys retransmitted      : 0 

    Retransmit period                   : 10 sec 

    Number of retransmissions           : 2 

    KEK rekey lifetime                  : 0 sec 

    IPsec 1 lifetime                    : 1000 sec 

 

Group Name:test 

  Rekey transport type                  : Multicast 

    Number of rekeys sent               : 0 

    Number of rekeys retransmitted      : 0 

    Retransmit period                   : 10 sec 

    Number of retransmissions           : 1 

    Multicast destination address       : 239.192.1.190 

 

    KEK rekey lifetime                  : 0 sec 

    IPsec 1 lifetime                    : 300 sec 

    IPsec 2 lifetime                    : 30000 sec 

    IPsec 3 lifetime                    : 300 sec 

    IPsec 4 lifetime                    : 300 sec 

    IPsec 5 lifetime                    : 300 sec 

    IPsec 6 lifetime                    : 300 sec 

    IPsec 7 lifetime                    : 300 sec 

    IPsec 8 lifetime                    : 300 sec 

 

Table 11 Command output 

Field Description 
Group Name KS group name. 

IPsec 1 lifetime SA lifetime of IPsec policy 1, in seconds. 

Remaining lifetime Remaining time of the KEK or IPsec SA, in seconds. 
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gdoi ks group 
Use gdoi ks group to create a GDOI KS group and enter GDOI KS group view. 

Use undo gdoi ks group to delete a GDOI KS group. 

Syntax 
gdoi ks group group-name 

undo gdoi ks group group-name 

Default 
No GDOI KS group exists. 

Views 
System view 

Default command level 
2: System level 

Parameters 
group-name: Specifies a name for the GDOI KS group, a case-sensitive string of 1 to 63 characters. 

Examples 
# Create a GDOI KS group named abc, and enter its view. 
<Sysname> system-view 

[Sysname] gdoi ks-group abc 

[Sysname-gdoi-ks-group-abc] 

Related commands 
display gdoi ks 

gdoi ks rekey 
Use gdoi ks rekey to enforce rekey. 

Syntax 
gdoi ks rekey [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command clears KS information for all GDOI KS 
groups on the local KS. 

Usage guidelines 
A rekey refers to the process that a KS updates the TEK or KEK key and then sends the updated key 
to GMs. 

Usually, a KS performs rekeys periodically. A KEK rekey interval is configured by the rekey lifetime 
command. A TEK rekey interval is determined by the IPsec SA lifetime. To trigger KSs to perform 
rekeys immediately, execute this command. 

You can use the display gdoi ks rekey command and the display gdoi ks policy command to view 
rekey statistics and key information. 
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Examples 
# Enforce the GDOI KS group abc to rekey. 
<Sysname> gdoi ks rekey group abc 

identity address 
Use identity address to configure an IP address for the GDOI KS group. 

Use undo identity to delete the IP address of the GDOI KS group. 

Syntax 
identity address address 

undo identity 

Default 
No IP address is configured for a GDOI KS group. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
address: Specifies any valid IPv4 address to identify the GDOI KS group. 

Usage guidelines 
You can configure only one type of ID (either an IP address or a number) for a GDOI KS group. A 
GDOI KS group uses the IP address or the number, whichever is configured later. 

Examples 
# Configure the IP address of the GDOI KS group abc as 202.202.202.10. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] identity address 202.202.202.10 

Related commands 
• identity number 
• gdoi ks group 

identity number 
Use identity number to configure a number for the GDOI KS group. 

Use undo identity to delete the GDOI KS group number. 

Syntax 
identity number number 

undo identity 

Default 
No number is configured for a GDOI KS group number. 

Views 
GDOI KS group view 
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Default command level 
2: System level 

Parameters 
number: Specifies a number in the range of 0 to 2147483647 to identify the GDOI KS group. 

Usage guidelines 
You can configure only one type of ID (either an IP address or a number) for a GDOI KS group. A 
GDOI KS group uses the IP address or the number, whichever is configured later. 

Examples 
# Configure the number of the GDOI KS group abc as 123456. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] identity number 123456 

Related commands 
• identity address 
• gdoi ks group 

ipsec 
Use ipsec to create an IPsec policy for the GDOI KS group and enter GDOI KS IPsec policy view. 

Use undo ipsec to delete an IPsec policy for the GDOI KS group. 

Syntax 
ipsec sequence-number 

undo ipsec sequence-number 

Default 
No IPsec policy is created for a GDOI KS group. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
sequence-number: Specifies a sequence number for the IPsec policy, in the range of 1 to 65535. 

Usage guidelines 
You can create multiple IPsec policies for a GDOI KS group. An IPsec policy with a smaller number 
has a higher priority. A KS can send multiple IPsec policies to GMs at a time, and GMs use the IPsec 
policies from the one with the highest priority. 

Deleting an IPsec policy from a GDOI KS group also deletes the TEK that corresponds to that IPsec 
policy. 

Examples 
# Create IPsec policy 10 for the GDOI KS group abc and enter its view. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] ipsec 10 

[Sysname-gdoi-ks-group-abc-ipsec-10] 
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Related commands 
gdoi ks group 

local priority 
Use local priority to configure the KS local priority. 

Use undo local priority to restore the default. 

Syntax 
local priority priority 

undo local 

Default 
The local priority of the KS is 1. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
priority: Specifies the local priority of the KS, in the range of 1 to 65535. A higher number indicates a 
higher priority. 

Usage guidelines 
The KS local priority takes effect only when KS redundancy is enabled with the redundancy enable 
command. 

The local priority specifies the priority of the local KS for primary KS election. A KS with a higher local 
priority is more likely to be elected as the primary KS. If multiple KSs have the same priority, the KS 
with the highest IP address is elected as the primary KS. 

Examples 
# Enable GDOI KS group redundancy, and set the KS local priority to 10. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy enable 

[Sysname-gdoi-ks-group-abc] local priority 10 

[Sysname-gdoi-ks-group-abc] 

Related commands 
• gdoi ks group 
• redundancy enable 

peer address 
Use peer address to specify the IP address of a peer KS. 

Use undo peer address to delete a peer KS IP address. 

Syntax 
peer address ip-address 

undo peer address ip-address 

Default 
No IP address of a peer KS is specified. 
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Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies the IP address of a peer KS. 

Usage guidelines 
You can specify multiple peer KS IP addresses by executing this command multiple times. 

The peer IP address configuration takes effect only when KS redundancy is enabled with the 
redundancy enable command. 

Examples 
# Enable GDOI KS group redundancy, and specify 13.1.1.1 as a peer KS address. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy enable 

[Sysname-gdoi-ks-group-abc] peer address 13.1.1.1 

[Sysname-gdoi-ks-group-abc] 

Related commands 
• gdoi ks group 
• redundancy enable 

profile (GDOI KS group IPsec policy view) 
Use profile to specify the IPsec profile to be referenced by the GDOI KS group IPsec policy. 

Use undo profile to remove the IPsec profile referenced by the GDOI KS group IPsec policy. 

Syntax 
profile ipsec-profile-name 

undo profile 

Default 
A GDOI KS group IPsec policy does not reference any IPsec profile. 

Views 
GDOI KS group IPsec policy view 

Default command level 
2: System level 

Parameters 
ipsec-profile-name: Specifies an IPsec profile by its name, a case-insensitive string of 1 to 15 
characters. 

Examples 
# Create IPsec policy 10 for GDOI KS group abc, and reference IPsec profile profile1 for the IPsec 
policy. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] ipsec 10 
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[Sysname-gdoi-ks-group-abc-ipsec-10] profile profile1 

[Sysname-gdoi-ks-group-abc-ipsec-10] 

Related commands 
• gdoi ks group 
• ipsec 

redundancy enable 
Use redundancy enable to enable KS redundancy. 

Use undo redundancy enable to disable KS redundancy. 

Syntax 
redundancy enable 

undo redundancy enable 

Default 
KS redundancy is disabled. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Usage guidelines 
KS redundancy enables a group of KSs to work together for high availability and load sharing. One 
KS is the primary KS, and others are secondary KSs. Secondary KSs back up data for the primary 
KS and can accept registrations from GMs. 

Examples 
# Enable KS redundancy in GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy enable 

[Sysname-gdoi-ks-group-abc] 

Related commands 
gdoi ks group 

rekey acl 
Use rekey acl to specify the rekey ACL, which specifies the source and destination addresses for 
multicast rekey messages. 

Use undo rekey acl to remove the rekey ACL. 

Syntax 
rekey acl { access-list-number | name access-list-name } 

undo rekey acl 

Default 
No source or destination address is specified for multicast rekey messages. 

Views 
GDOI KS group view 
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Default command level 
2: System level 

Parameters 
access-list-number: Specifies an ACL by its number in the range of 3000 to 3999. 

name access-list-name: Specifies an ACL by its name, a case-insensitive string of 1 to 63 
characters. 

Usage guidelines 
• If multicast rekey method is used, you must specify the rekey ACL. Otherwise, the KS cannot 

generate the KEK or send rekey messages. 
• If the source address command is configured, the source address of the multicast rekey 

message is that configured by the source address command. Otherwise, the source address 
is that specified in the first rule of the rekey ACL. 

• The permit or deny keyword in rules of the rekey ACL does not make sense. 

Examples 
# Specify ACL 3000 as the rekey ACL for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey acl 3000 

Related commands 
• gdoi ks group 
• source address 

rekey authentication 
Use rekey authentication to specify the key pair to be used by the KS during a rekey. 

Use undo rekey authentication to remove the specified key pair. 

Syntax 
rekey authentication public-key rsa key-name 

undo rekey authentication 

Default 
No key pair is specified for a rekey. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
public-key: Specifies the local key pair. 

rsa: Specifies the public key algorithm as RSA. 

key-name: Key pair name, a case-insensitive string of 1 to 64 characters. 

Usage guidelines 
The KS sends the public key of the key pair to GMs in rekey messages. The GMs use the public key 
to authenticate the rekey messages from the KS. 
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Examples 
# Specify the rekey key pair as mykey for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey authentication public-key rsa mykey 

Related commands 
gdoi ks group 

rekey encryption 
Use rekey encryption to specify the rekey encryption algorithm. 

Use undo rekey encryption to restore the default. 

Syntax 
rekey encryption { 3des-cbc | aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | des-cbc } 

undo rekey encryption 

Default 
The encryption algorithm is 3des-cbc. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Usage guidelines 
If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure the rekey encryption algorithm as AES-CBC-192 for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey encryption aes-cbc-192 

Related commands 
gdoi ks group 

rekey lifetime 
Use rekey lifetime to configure the KEK lifetime. 

Use undo rekey lifetime to restore the default. 

Syntax 
rekey lifetime seconds number-of-seconds 

undo rekey lifetime seconds 

Default 
The KEK lifetime is 86400 seconds. 

Views 
GDOI KS group view 
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Default command level 
2: System level 

Parameters 
seconds number-of-seconds: Specifies a time-based lifetime for KEKs, in the range of 300 to 86400 
seconds. 

Usage guidelines 
The TEK lifetime is the IPsec SA lifetime, which is determined by the IPsec SA lifetime configured in 
the IPsec profile. 

Examples 
# Configure the KEK lifetime as 3600 seconds for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey lifetime seconds 3600 

Related commands 
gdoi ks group 

rekey retransmit 
Use rekey retransmit to specify the interval between rekey retransmissions and the maximum 
number of retransmissions. 

Syntax 
rekey retransmit { interval number-of-seconds | number number-of-retransmissions } * 

undo rekey retransmit [ interval | number ] 

Default 
The retransmission interval is 10 seconds, and the maximum number of retransmissions is 2. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
interval number-of-seconds: Specifies the rekey retransmission interval, in the range of 10 to 60 
seconds. The default interval is 10 seconds. 

number number-of-retransmissions: Specifies the number of times the rekey message can be 
retransmitted, in the range of 1 to 10. The default value is 2. 

Examples 
# Specify the rekey retransmission interval as 30 seconds and the maximum number of 
retransmissions as 3 for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey retransmit 30 number 3 

Related commands 
gdoi ks group 

rekey transport unicast 
Use rekey transport unicast to enable unicasting rekey messages. 
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Use undo rekey transport unicast to restore the default. 

Syntax 
rekey transport unicast 

undo rekey transport unicast 

Default 
The KS multicasts rekey messages. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Examples 
# Configure the GDOI KS group abc to unicast rekey messages. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey transport unicast 

Related commands 
gdoi ks group 

reset gdoi ks 
Use reset gdoi ks to clear GDOI KS group information, including keys, online GMs, and the role in 
redundancy backup. 

Syntax 
reset gdoi ks [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a  case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command clears information about all GDOI KS 
groups. 

Usage guidelines 
If KS redundancy is enabled, executing this command triggers a primary KS election. 

Examples 
# Clear information about the GDOI KS group abc. 
<Sysname> reset gdoi ks group abc 

reset gdoi ks members 
Use reset gdoi ks members to clear GM information saved on the KS, including the GM registration 
information and the TEKs/KEKs sent to GMs. 

Syntax 
reset gdoi ks members [ group group-name ] 
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Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command clears GM information for all GDOI KS 
groups. 

Usage guidelines 
This command takes effect only on the primary KS. 

Examples 
# Remove GMs from the GDOI KS group abc. 
<Sysname> reset gdoi ks members group abc 

reset gdoi ks redundancy role 
Use reset gdoi ks redundancy role to reset GDOI KS redundancy roles. 

Syntax 
reset gdoi ks redundancy role [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. 

Usage guidelines 
If you specify a GDOI KS group, the command resets KS redundancy roles in the specified GDOI KS 
group. If you do not specify a GDOI KS group, the command resets KS redundancy roles in all GDOI 
KS groups. 

Examples 
# Reset KS redundancy roles in the GDOI KS group abc. 
<Sysname> reset gdoi ks redundancy role group abc 

security acl (GDOI KS group IPsec policy view) 
Use security acl to reference an ACL for the GDOI KS IPsec policy. 

Use undo security acl to remove the referenced ACL. 

Syntax 
security acl { access-list-number | name access-list-name} 

undo security acl 

Default 
No ACL is referenced. 
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Views 
GDOI KS group IPsec policy view 

Default command level 
2: System level 

Parameters 
access-list-number: Specifies an ACL by its number in the range of 3000 to 3999. 

name access-list-name: Specifies an ACL by its name, a case-insensitive string of 1 to 63 
characters. 

Usage guidelines 
The GDOI KS sends the ACL to GMs, which use the ACL to filter traffic, so as to determine the traffic 
to be protected by TEKs. 

Examples 
# Configure IPsec policy 10 for the GDOI KS group abc, and then reference ACL 3000 for the IPsec 
policy. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] ipsec 10 

[Sysname-gdoi-ks-group-abc-ipsec-10] security acl 3000 

[Sysname-gdoi-ks-group-abc-ipsec-10] 

Related commands 
• gdoi ks group 
• ipsec 

source address 
Use source address to specify the source address for packets sent by the KS. 

Use undo source address to delete the source address specified for the KS. 

Syntax 
source address ip-address 

undo source address 

Default 
No source address is specified. The KS uses the source address specified in the first rule of the 
rekey ACL as the source address of sent packets. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies any valid IPv4 address. 

Usage guidelines 
Perform this task to specify the source address for redundancy protocol packets, GROUPKEY-PULL 
protocol packets, and GROUPKEY-PUSH protocol packets sent by the KS. This task is required if 
KS redundancy is enabled 
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Examples 
# Specify the source address for the GDOI KS group abc as 11.1.1.1. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc]source address 11.1.1.1 

Related commands 
• gdoi ks group 
• rekey acl 
• rekey transport unicast 
• redundancy 

GM configuration commands 

client registration interface 
Use client registration interface to specify a registration interface for the GM in a GDOI GM group. 
The GM uses the registration interface to send packets to the KS. 

Use undo client registration interface to delete the registration interface specified for the GM. 

Syntax 
client registration interface interface-type interface-number 

undo client registration interface 

Default 
The registration interface is the interface where the GDOI IPsec policy applies. 

Views 
GDOI GM group view 

Default command level 
2: System level 

Parameters 
interface-type interface-number: Specifies a registration interface by the interface type and number. 

Usage guidelines 
You can specify a different interface as the registration interface when you want to use different 
output interfaces for registration packets and IPsec packets. 

Examples 
# In GDOI GM group abc, specify interface Ethernet 1/1 as the registration interface for the GM. 
<Sysname> system-view 

[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc] client registration interface ethernet 1/1 

Related commands 
gdoi gm group 

display gdoi gm 
Use display gdoi gm to display GDOI GM group information, including GDOI configuration 
parameters, negotiation parameters, and the IPsec information obtained after successful 
registrations. 
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Syntax 
display gdoi gm [ group group-name ] [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Displays information about the specified GDOI GM group. The group-name 
argument represents the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you 
do not specify this option, the command displays information about all GDOI GM groups. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display information about all GDOI GM groups. 
<Sysname> display gdoi gm 

Group Name: GDOI-GROUP1 

 

  Group Identity             : 12345 

  Rekeys Received            : 1 

  IPsec SA Direction         : Both 

 

  Group Server List          : 90.1.1.1 

                               90.1.1.10 

 

  Group Member               : 80.1.1.1 

    VPN instance             : vpn1 

    Registration status      : Registered 

    Registered with          : 90.1.1.1 

    Re-register in           : 346 sec 

    Succeeded registrations  : 1125 

    Attempted registrations  : 1133 

    Last rekey from          : 90.1.1.1 

    Last rekey seq num       : 3 

    Multicast rekeys received: 1 

    Allowable rekey cipher   : Any 

    Allowable rekey hash     : Any 

    Allowable transform      : Any 

 

  Rekeys Cumulative 

    Total received           : 5 

    After latest registration: 3 
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    Rekey received (hh:mm:ss): 00:02:11 

 

  ACL Downloaded From KS 90.1.1.1: 

    rule 0 deny udp source-port eq 848 destination-port eq 848 

    rule 1 deny ospf  

    rule 2 permit icmp 

 

  KEK Policy: 

    Rekey transport type     : Multicast 

    Lifetime (sec)           : 159 

    Encrypt algorithm        : AES 

    Key size                 : 128 

    Sig hash algorithm       : SHA1 

    Sig key length (bit)     : 1024 

 

  TEK Policy: 

    Interface Ethernet1/1: 

      IPsec SA: 

        SPI: 0x9AE5951E(2598737182) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 190 

        Anti-replay detection: Disabled 

 

      IPsec SA: 

        SPI: 0x12C55CFF(314924287) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 402 

        Anti-replay detection: Disabled 

 

Table 12 Command output 

Field Description 

Group Name GDOI GM group name. 

Group Identity GDOI GM group ID (a number or an IPv4 address). 

Rekeys Received Number of rekey messages received. 

 IPsec SA Direction IPsec SA direction: Both or Inbound (not supported at 
present). 

Group Server List KS IP address list in the GDOI GM group. The list can 
contain eight addresses at most. 

Group Member IP address of the GM. 

VPN instance VPN instance name of the MPLS L3VPN to which the 
GM belongs. 

Registration status Registration status: Registered, Registering, or Not 
registered. 

Registered with IP address of the KS with which the GM registers. 
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Field Description 

Re-register in Period of time after which the GM re-registers with a KS.

Succeeded registrations Number of successful registrations. 

Attempted registrations Number of registration attempts. 

Last rekey from The KS from which the GM receives the last rekey 
message. 

Last rekey seq num Sequence number of the last received rekey message.

Multicast rekeys received 
Number of multicast rekeys received. This field is 
displayed only when the GDOI GM group is a multicast 
group. 

Unicast rekeys received 
Number of unicast rekeys received. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Rekey ACKs sent 
Number of rekey ACK messages sent. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Allowable rekey cipher The rekey encryption algorithm that the GM allows. Any 
indicates that the GM allows all encryption algorithms. 

Allowable rekey hash The rekey hash algorithm that the GM allows. Any 
indicates that the GM allows all hash algorithms. 

Allowable transform The rekey transform mode that the GM allows. Any 
indicates that the GM allows all transform modes. 

Rekeys Cumulative Rekey statistics. 

Total received Total number of rekeys that the GM has received. 

After latest registration Number of rekeys that the GM has received after the 
last successful registration. 

Rekey received ( hh:mm:ss) The field is displays when a rekey is received. It 
indicates the key lifetime after the rekey operation. 

Rekey received This field is displayed when no rekey is received. The 
value for this field is None. 

Total rekey ACKs sent Number of rekey ACK messages sent. This field is 
displayed only in unicast mode. 

ACL Downloaded From KS 90.1.1.1 The ACL information downloaded from the KS at 
90.1.1.1. 

rule 0 deny udp source-port eq 848 
destination-port eq 848 

Indicates that any UDP packets whose source and 
destination port numbers are both 848 do not need to be 
protected by IPsec. 

rule 1 deny ospf Indicates that OSPF protocol packets do not need to be 
protected by IPsec. 

rule 2 permit icmp Indicates that any ICMP packets need to be protected 
by IPsec. 

Rekey transport type Transport type of rekey messages: Multicast or Unicast.

Lifetime (sec) KEK lifetime, in seconds. 

Encrypt algorithm KEK encryption algorithm. 

Key size KEK key length. 

Sig hash algorithm KEK signature hash algorithm. 
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Field Description 

Sig key length (bit) KEK signature key length, in bits. 

Interface  Name of the interface bound to the TEK. 

Transform Transform set. 

anti-replay window size(time based) 
Time-based anti-replay window size, in seconds. 
This field is displayed only when anti-replay detection is 
enabled. 

anti-replay window size(counter based) 

Traffic-based anti-replay window size: 32, 64, 128, 256, 
512, or 1024, in packets. 
This field is displayed only when anti-replay detection is 
enabled. 

 

display gdoi gm acl 
Use display gdoi gm acl to display ACL information for GMs. 

Syntax 
display gdoi gm acl [ download | local ] [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
download: Displays the ACL information that the GM downloaded from the KS. 

local: Displays the ACL information locally configured on the GM. 

group group-name: Displays ACL information for GMs of a GDOI GM group. The group-name 
argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you do not 
specify this option, the command displays ACL information for all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
If you do not specify any parameter, the command displays information about all ACLs for all GMs, 
including the downloaded ACLs and the locally configured ACLs. A locally configured ACL refers to 
the ACL referenced by the GDOI IPsec policy. 

Examples 
# Display information about all ACLs for all GMs. 
<Sysname> display gdoi gm acl 

Group Name: abc 

  ACL Downloaded From KS 12.1.1.100: 

    rule 0 permit ip 
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    rule 1 permit ip source 12.1.1.0 0.0.0.255 destination 12.1.1.0 0.0.0.255 

 

  ACL Configured Locally: 

    IPsec Policy Name: gdoi-group1 

      ACL Identifier: 3001 

        rule 0 deny ip source 10.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 

 

Group Name: 123 

  ACL Downloaded From KS 12.1.1.100: 

    rule 1 permit ip source 13.1.1.0 0.0.0.255 destination 13.1.2.0 0.0.0.255 

# Display the ACL information that GMs downloaded from the KS. 
<Sysname> display gdoi gm acl download 

Group Name: abc 

  ACL Downloaded From KS 12.1.1.100: 

    rule 0 permit ip 

    rule 1 permit ip source 12.1.1.0 0.0.0.255 destination 12.1.1.0 0.0.0.255 

# Display the ACL information locally configured on GMs. 
<Sysname> display gdoi gm acl local 

Group Name: abc 

  ACL Configured Locally: 

    IPsec Policy Name: gdoi-group1 

      ACL Identifier: 3001 

        rule 0 deny ip source 10.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 

Table 13 Command output 

Field Description 

Group Name GDOI GM group name. 

rule 0 permit ip Indicates that IPsec protects any IP packets. 

rule 1 permit ip source 12.1.1.0 0.0.0.255 
destination 12.1.1.0 0.0.0.255 

Indicates that IPsec protects IP packets whose source 
and destination addresses are within subnet 
12.1.1.0/24. 

rule 0 deny ip source 10.1.1.0 0.0.0.255 
destination 10.1.1.0 0.0.0.255 

Indicates that IPsec does not protect IP packets whose 
source and destination addresses are within subnet 
10.1.1.0/24. 

 

display gdoi gm ipsec sa 
Use display gdoi gm ipsec sa to display IPsec SA information obtained by GMs. 

Syntax 
display gdoi gm ipsec sa [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 
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Parameters 
group group-name: Displays IPsec SA information obtained by GMs of a GDOI GM group. The 
group-name argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If 
you do not specify this option, the command displays IPsec SA information obtained by all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display IPsec SA information obtained by all GMs. 
<Sysname> display gdoi gm ipsec sa 

SA created for group abc: 

    Interface Ethernet0/0; 

    Interface Ethernet0/1: 

      IPsec SA: 

        SPI: 0x9AE5951E(2598737182) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 12 

        Anti-replay detection: Disabled 

 

SA created for group hh: 

    Interface Ethernet0/0; 

    Interface Ethernet0/1: 

      IPsec SA: 

        SPI: 0xDCC66F7B(3703992187) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 190 

        Anti-replay detection: Disabled 

Table 14 Command output 

Field Description 

Interface Name of the interface bound to the IPsec SA. 

Transform Transform set. 

remaining key lifetime (sec) Remaining lifetime of the IPsec SA, in seconds. 

anti-replay window size(time based) 
Time-based anti-replay window size, in seconds. This 
field is displayed only when anti-replay detection is 
enabled. 

anti-replay window size(counter based) 
Traffic-based anti-replay window size: 32, 64, 128, 256, 
512, or 1024, in packets. This field is displayed only 
when anti-replay detection is enabled. 
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display gdoi gm members 
Use display gdoi gm members to display brief information about GMs. 

Syntax 
display gdoi members [ group group-name ] gm [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Displays the brief GM information of a GDOI GM group. The group-name 
argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you do not 
specify this option, the command displays information about brief information about all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display brief information about all GMs. 
<Sysname> display gdoi gm members 

Group Member Information For Group GDOI-GROUP1: 

  IPsec SA Direction         : Both 

 

  Group Member               : 80.1.1.1 

    VPN instance             : vpn1 

    Registration status      : Registered 

    Registered with          : 90.1.1.1 

    Re-register in           : 308 sec 

    Succeeded registrations  : 1131 

    Attempted registrations  : 1139 

    Last rekey from          : 90.1.1.1 

    Last rekey seq num       : 3 

    Multicast rekeys received: 1 

    Allowable rekey cipher   : Any 

    Allowable rekey hash     : Any 

    Allowable transform      : Any 

Table 15 Command output 

Field Description 

IPsec SA Direction IPsec SA direction: Both or Inbound (not supported at 
present). 

Group Member IP address of the GM. 
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Field Description 

VPN instance VPN instance name of the MPLS L3VPN to which the 
GM belongs. 

Registration status Registration status: Registered, Registering, or Not 
registered. 

Registered with IP address of the KS with which the GM registers. 

Re-register in Period of time after which the GM re-registers with a KS.

Succeeded registrations Number of successful registrations. 

Attempted registrations Number of registration attempts. 

Last rekey from The KS from which the GM receives the last rekey 
message. 

Last rekey seq num Sequence number of the last received rekey message.

Multicast rekeys received 
Number of multicast rekeys received. This field is 
displayed only when the GDOI GM group is a multicast 
group. 

Unicast rekeys received 
Number of unicast rekeys received. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Rekey ACKs sent 
Number of rekey ACK messages sent. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Rekey received ( hh:mm:ss) The field is displays when a rekey is received. It 
indicates the key lifetime after the rekey operation. 

Rekey received This field is displayed when no rekey is received. The 
value for this field is None. 

Allowable rekey cipher The rekey encryption algorithm that the GM allows. Any 
indicates that the GM allows all encryption algorithms. 

Allowable rekey hash The rekey hash algorithm that the GM allows. Any 
indicates that the GM allows all hash algorithms. 

Allowable transform The rekey transform mode that the GM allows. Any 
indicates that the GM allows all transform modes. 

 

display gdoi gm pubkey 
Use display gdoi gm pubkey to display the public key information received by GMs. 

Syntax 
display gdoi gm pubkey [ group group-name ] [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Displays the public key information received by GMs of a GDOI GM group. The 
group-name argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If 
you do not specify this option, the command displays the public key information received by all GMs. 
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|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display the public key information received by all GMs. 
<Sysname> display gdoi gm pubkey 

Group Name: GDOI-GROUP1 

  KS IPv4 Address: 90.1.1.1 

  Conn-ID: 2044    My Cookie: 7C9CB398    His Cookie: 4E54C7EA 

  Key Data: 

    30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00BB0F5B 

    6B5788E7 6220C0C1 C4BCAAD7 D81322FF 7DB9436E 46E308DA D589243B 64946D2D 

    FC502F64 7F38DDF5 E999F8F7 4A247508 9AF7765B F0B080AC 11CC08E4 B48A976F 

    D3721818 B66201F0 BD1987BE DD28D533 C38E7D42 939D2B71 3FAAA17A 128DF862 

    E45C531D A0C8593E D7D602E9 7A7E675A 94AF6B25 2972CF85 94E601BD 19020301  

    0001 

Table 16 Command output 

Field Description 

Group Name GDOI GM group name. 

Conn-ID ID of the rekey SA. 

My Cookie Local cookie of the rekey SA. 

His Cookie Peer cookie of the rekey SA. 
 

display gdoi gm rekey 
Use display gdoi gm rekey to display rekey information for GMs. 

Syntax 
display gdoi  gm rekey [ verbose ] [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
verbose: Displays the detailed rekey information of GMs. If you do not specify this keyword, the 
command displays the brief rekey information of GMs. 

group group-name: Displays rekey information for GMs of a GDOI GM group. The group-name 
argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you do not 
specify this option, the command displays rekey information for all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 



203 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display brief rekey information of all GMs. 
<Sysname> display gdoi gm rekey 

Group Name: abc (Unicast) 

  Number of rekeys received (cumulative)       : 9 

  Number of rekeys received after registration : 9 

  Number of rekey ACKs sent                    : 105 

 

Group Name: 123 (Multicast) 

  Number of rekeys received (cumulative)       : 9 

  Number of rekeys received after registration : 9 

  Multicast destination address                : 239.192.1.190 

 

# Display detailed rekey information of all GMs. 
<Sysname> display gdoi gm rekey verbose 

Group Name: GDOI-GROUP1 (Multicast) 

  Number of rekeys received (cumulative)       : 1904 

  Number of rekeys received after registration : 889 

  Multicast destination address                : 239.192.1.190 

 

Rekey (KEK) SA Information: 

            Destination     Source            Conn-ID  My Cookie  His Cookie 

New       : 239.192.1.190   90.1.1.1          9646     14406D26   8C58E504 

Current   : 239.192.1.190   90.1.1.1          9646     14406D26   8C58E504 

Previous  : ---             ---               ---      ---        --- 

 

Table 17 Command output 

Field Description 

Group Name GDOI GM group name. 

Unicast Indicates the rekey transport type is unicast. 

Multicast Indicates the rekey transport type is multicast. 

Multicast destination address Multicast destination address of the rekey messages. 

Rekey (KEK) SA information SA that protects the rekey messages. 

Destination Destination IP address of the rekey SA. 

Source Source IP address of the rekey SA. 

Conn-ID ID of the rekey SA. 

My Cookie Local cookie of the rekey SA. 

His Cookie Peer cookie of the rekey SA. 

New Information about the new rekey SA. 
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Field Description 

Current Information about the currently used rekey SA. 

Previous Information about the rekey SA used last time. 
 

gdoi gm group 
Use gdoi gm group to create a GDOI GM group and enter GDOI GM group view. 

Use undo gdoi gm group to delete a GDOI GM group. 

Syntax 
gdoi gm group group-name 

undo gdoi gm group group-name 

Default 
No GDOI GM group exists. 

Views 
System view 

Default command level 
2: System level 

Parameters 
group-name: Specifies a name for the GDOI GM group, a case-sensitive string of 1 to 63 characters.  

Usage guidelines 
A GDOI GM group includes the information that the GM uses to register with a KS, such as the group 
ID, KS address, and registration interface. 

The device supports 64 GDOI GM groups at most. 

Examples 
# Create a GDOI GM group named abc, and enter its view. 
<Sysname> system-view 

[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc]  

Related commands 
display gdoi gm 

group 
Use group to specify the GDOI GM group to be referenced by the GDOI IPsec policy. 

Use undo group to remove the GDOI GM group referenced by the GDOI IPsec policy. 

Syntax 
group group-name 

undo group  

Default 
A GDOI IPsec policy does not reference any GDOI GM group. 

Views 
GDOI IPsec policy entry view 
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Default command level 
2: System level 

Parameters 
group-name: Specifies the name of a GDOI GM group, a case-sensitive string of 1 to 63 characters. 
The group must have existed. 

Usage guidelines 
A GDOI IPsec policy can reference only one GDOI GM group. If you configure this command for 
multiple times, the last configuration takes effect. 

GDOI IPsec policy entries of different GDOI IPsec policies can reference the same GDOI GM group, 
but those of the same GDOI IPsec policy cannot. 

Examples 
# Configure a GDOI IPsec policy entry and enter its view. The IPsec policy name is map and the 
entry sequence number is 1. 
<Sysname> system-view 

[Sysname] ipsec policy map 1 gdoi 

# Reference GDOI GM group abc for the GDOI IPsec policy entry. 
[Sysname-ipsec-policy-gdoi-map-1] group abc 

Related commands 
gdoi gm group 

identity 
Use identity to configure an ID for the GDOI GM group. 

Use undo identity to delete the GDOI GM group ID. 

Syntax 
identity { address ip-address | number number } 

undo identity 

Default 
No ID is configured for a GDOI GM group. 

Views 
GDOI GM group view 

Default command level 
2: System level 

Parameters 
address ip-address: Specifies any valid IPv4 address to identify the GDOI GM group. 

number number: Specifies a number in the range of 0 to 2147483647 to identify the GDOI GM 
group. 

Usage guidelines 
You can configure only one type of ID (either an IP address or a number) for a GDOI GM group. If you 
execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Set the ID of GDOI GM group abc to 123456. 
<Sysname> system-view 
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[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc] identity number 123456 

# Configure the ID of GDOI GM group def as 202.202.202.10. 
<Sysname> system-view 

[Sysname] gdoi gm group def 

[Sysname-gdoi-gm-group-def] identity address 202.202.202.10 

Related commands 
display gdoi gm 

reset gdoi gm 
Use reset gdoi gm to clear GDOI information that GMs downloaded from a KS, including the IKE SA, 
rekey SA, IPsec SA, and ACL, and trigger the GMs to re-register with the KS.  

Syntax 
reset gdoi gm [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Clears the GDOI information of GMs in a GDOI GM group. The group-name 
argument specifies the name of a GDOI GM group, a case-sensitive string of 1 to 63 characters. If 
you do not specify this option, the command displays GDOI information of all GMs. 

Examples 
# Clear the GDOI information of GMs, and trigger the GMs to re-register with the KS. 
<Sysname> reset gdoi 

# Clear the GDOI information of GMs in GDOI GM group abc, and trigger the GMs to re-register with 
the KS. 
<Sysname> reset gdoi gm group abc 

Related commands 
display gdoi gm 

server address 
Use server address to specify the IP address of the KS with which a GM will register itself. 

Use undo server address to delete the specified KS IP address. 

Syntax 
server address ip-address 

undo server address ip-address 

Default 
No KS IP address is specified. 

Views 
GDOI GM group view 

Default command level 
2: System level 
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Parameters 
ip-address: Specifies the IP address of the KS. 

Usage guidelines 
You must specify KSs for GMs in a GDOI GM group. 

A GDOI GM group can have up to eight KS addresses. A GM first sends a registration request to the 
first-specified KS. If the registration does not succeed before the register timer expires, the GM 
registers with other KSs one by one in the order they are configured until the registration succeeds. If 
all registration attempts fail, the GM repeats the registration process. 

Examples 
# Specify two KS addresses, 3.3.3.3 and 3.3.3.4, for GDOI GM group abc. 
<Sysname> system-view 

[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc] server address 3.3.3.3 

[Sysname-gdoi-gm-group-abc] server address 3.3.3.4 

Related commands 
display gdoi gm 

New feature: Support for the ibgp and ebgp keywords 
was added to the balanced command 

Configuration guide 
Please refer to 
• Layer 3 - IP Routing Configuration Guide\ BGP Configuration. 
• Layer 3 - IP Routing Configuration Guide\ IPv6 BGP Configuration. 
• IP Multicast Configuration Guide\ MBGP Configuration 
• IP Multicast Configuration Guide\ IPv6 MBGP Configuration 

Command reference 
Please refer to 

• Layer 3 - IP Routing Command Reference \ BGP Command. 

• Layer 3 - IP Routing Command Reference \ IPv6 BGP Command. 

• IP Multicast Command Reference \ MBGP Command 

• IP Multicast Command Reference \ IPv6 MBGP Command 

Modified feature: The maximum interface description 
length is modified into 240 characters 

Change description 
The length of the interface description set by using the description command is modified into 1 to 
240 characters. 
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Command reference 
Please refer to 

Interface Command Reference 

Layer 2 - LAN Switching Command Reference\ Ethernet Link Aggregation Commands 

Layer 2 - LAN Switching Command Reference\ VLAN Commands 

Layer 2 - WAN Command Reference\ ATM Commands 

Layer 2 - WAN Command Reference\ PPP Commands 

Layer 2 - WAN Command Reference\ HDLC Commands 

Modified feature:The user must pass 
keyboard-interactive authentication 

Feature change description 
The keyboard-interactive authentication mode is added. 

Configuring an SSH user 

If the authentication method is publickey, you must perform the procedure in this section. 

If the authentication method is password or password-publickey, you must configure a local user 
account by using the local-user command for local authentication, or configure an SSH user 
account on an authentication server, for example, a RADIUS server, for remote authentication. For 
more information about the local-user command, see Security Command Reference.  

If the authentication method is password, you do not need to perform the procedure in this section to 
configure them unless you want to use the display ssh user-information command to display all 
SSH users, including the password-only SSH users, for centralized management. 

Configuration guidelines 
• You can set the service type to Stelnet, SFTP, or SCP. 
• You can enable one of the following authentication modes for the SSH user: 

 Password—The user must pass password authentication. 
 Publickey authentication—The user must pass publickey authentication. 
 Password-publickey authentication—As an SSH2.0 user, the user must pass both 

password and publickey authentication. As an SSH1 user, the user must pass either 
password or publickey authentication. 

 Keyboard-interactive—The user must pass keyboard-interactive authentication. 
 Any—The user can use password authentication, publickey authentication, or 

keyboard-interactive authentication. 
• All authentication methods, except password authentication and keyboard-interactive 

authentication, require a client's host public key or digital certificate to be specified.  
 If a client directly sends the user's public key information to the server, the server must 

specify the client's public key and the specified public key must already exist.  
 If a client sends the user's public key information to the server through a digital certificate, 

the server must specify the PKI domain for verifying the client certificate. For more 
information about configuring a PKI domain, see "Configuring PKI." To make sure the 
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authorized SSH users pass the authentication, the specified PKI domain must have the 
proper CA certificate. 

• If the authentication method is publickey or password-publickey, the command level 
accessible to the user is set by the user privilege level command on the user interface. If the 
authentication method is password, the command level accessible to the user is authorized by 
AAA. 

• SSH1 does not support SFTP or SCP. For an SSH1 client, you must set the service type to 
stelnet or all. 

• For an SFTP SSH user, the working folder depends on the authentication method: 
 If the authentication method is password, the working folder is authorized by AAA. 
 If the authentication method is publickey or password-publickey, is used, the working 

folder is set by using the ssh user command. 
• If you change the authentication mode or public key for an SSH user that has logged in, the 

change takes effect only at the next login of the user. 

To configure an SSH user and specify the service type and authentication method: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an SSH user, 
and specify the service 
type and authentication 
method. 

• Create an SSH user, and specify the service 
type and authentication method for Stelnet 
users: 
ssh user username service-type stelnet 
authentication-type { password | 
keyboard-interactive | { any | 
password-publickey | publickey } assign 
{ pki-domain pkiname | publickey 
keyname } } 

• Create an SSH user, and specify the service 
type and authentication method for all users, 
SCP or SFTP users: 
ssh user username service-type { all | scp | 
sftp } authentication-type { password | 
keyboard-interactive | { any | 
password-publickey | publickey } assign 
{ pki-domain pkiname | publickey keyname } 
work-directory directory-name } 

Use either command.

 

Command reference 

Modified command: ssh user 

Use ssh user to create an SSH user and specify the service type and authentication method. 

Use undo ssh user to delete an SSH user. 

Old syntax 
ssh user username service-type stelnet authentication-type { password | { any | 
password-publickey | publickey } assign { pki-domain pkiname | publickey keyname }} 

ssh user username service-type { all | scp | sftp } authentication-type { password | { any | 
password-publickey | publickey } assign { pki-domain pkiname | publickey keyname } 
work-directory directory-name } 

undo ssh user username 
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New syntax 
ssh user username service-type stelnet authentication-type { password | keyboard-interactive 
| { any | password-publickey | publickey } assign { pki-domain pkiname | publickey keyname }} 

ssh user username service-type { all | scp | sftp } authentication-type { password | 
keyboard-interactive | { any | password-publickey | publickey } assign { pki-domain pkiname | 
publickey keyname } work-directory directory-name } 

undo ssh user username 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
username: Specifies an SSH username, a case-sensitive string of 1 to 80 characters. 

service-type: Specifies the service type of an SSH user: 
• all: Specifies Stelnet, SFTP, and SCP. 
• scp: Specifies the service type as SCP. 
• sftp: Specifies the service type as SFTP. 
• stelnet: Specifies the service type of Stelnet. 

authentication-type: Specifies the authentication method of an SSH user: 
• password: Specifies password authentication. This authentication method features easy and 

fast encryption, but it is vulnerable. It can work with AAA to implement user authentication, 
authorization, and accounting. 

• keyboard-interactive: Specifies keyboard-interactive authentication. When the client initiates 
an authentication request, the remote authentication server sends the SSH server an 
authentication response with a question. The question is relayed to the client and displayed on 
the client. The user must enter the answer to the question. This question-answer exchange 
might be repeated multiple times until the user provides all required information. Then, the 
remote authentication server returns an authentication success message. This authentication 
method is supported only when the router acts as an SSH server and uses the HWTACACS 
server as the remote authentication server. 

• any: Specifies either password authentication, publickey authentication, or 
keyboard-interactive authentication. 

• password-publickey: Specifies both password authentication and publickey authentication 
(featuring higher security) if the client runs SSH2, and specifies either type of authentication if 
the client runs SSH1. 

• publickey: Specifies publickey authentication. This authentication method has the complicated 
and slow encryption, but it provides strong authentication that can defend against brute-force 
attacks. This authentication method is easy to use. If this method is configured, the 
authentication process completes automatically without the need of entering any password. 

assign: Specifies parameters that are used to verify the client. 
• pki-domain pkiname: Specifies the PKI domain which verifies the client certificate. The 

pkiname argument is a case-insensitive string of 1 to 15 characters. The server uses the CA 
certificate that is saved in the PKI domain to verify one or multiple client certificates without 
saving clients' public keys in advance. 

• publickey keyname: Specifies the public key of the SSH user. The keyname argument 
represents an existing public key to an SSH user, and is a case-sensitive string of 1 to 64 
characters. The server checks the validity of the user through the user's public key that has 
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been locally saved. If the public key file on the client changes, the server needs to update the 
local configuration promptly. 

work-directory directory-name: Specifies the working directory for an SFTP user. The 
directory-name argument is a string of 1 to 135 characters. 

Usage guidelines 
If the SSH server uses publickey authentication, you must create an SSH user account on the device. 
If the SSH server uses password authentication, you do not need to create the user account on the 
device, but you must configure the user account information on the device for local authentication, or 
on the remote authentication server (such as a RADIUS server) for remote authentication. 

If you specify a public key or PKI domain for a user multiple times, the most recent configuration 
takes effect. 

You can change parameters for an SSH user that has logged in, but your changes take effect for the 
user at next login. 

If an SFTP or SCP user has been assigned a public key or PKI domain, it is necessary to set a 
working folder for the user. 

The working folder of an SFTP or SCP user depends on the user authentication method. For a user 
using only password authentication, the working folder is the AAA authorized one. For a user using 
only publickey authentication or using both publickey authentication and password authentication, 
the working folder is the one set by using the ssh user command. 

Examples 
# Create an SSH user named user1, setting the service type as sftp, the authentication method as 
publickey, assigning a public key named key1 to the client, and the work folder of the SFTP server 
as cfa0: 
<Sysname> system-view 

[Sysname] ssh user user1 service-type sftp authentication-type publickey assign publickey 
key1 work-directory cfa0: 

Related commands 
• display ssh user-information 
• pki domain 

Change description 
keyboard-interactive is added. 

Modified feature: Configuring online Layer 3 portal user 
detection 

Feature change description 
This feature is supported by 6604, 6608, 6616,HSR6802,HSR6804 and HSR6808 

icmp is added. 

Configuration Guide 

With online portal user detection enabled on an interface, the device periodically sends probe 
packets (ARP requests) to the portal users on the interface to check whether the portal users are still 
online, to find portal users who get offline without logging off.  
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• If the device receives a reply from a portal user before sending probe packets to the portal user 
for the maximum number of times, it considers that the portal user is online and keeps sending 
probe packets to the portal user.  

• If the device receives no reply from a portal user after sending probe packets to the portal user 
for the maximum number of times, it considers that the portal user is offline and stops sending 
probe packets to the portal user and deletes the user. 

To configure online Layer 3 portal user detection:  
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Configure online Layer 3 
portal user detection. 

access-user detect type { arp| 
icmp } retransmit number 
interval interval [ idle-time 
idletime ] 

Not configured by default. 

 

 NOTE: 
Adjust the maximum number of transmission attempts and the interval of sending probe packets 
according to the actual network conditions. 

 

Command reference 

Modified command:access-user detect 

Use access-user detect to configure the online portal user detection function. 

Use undo access-user detect to restore the default. 

Old syntax 
access-user detect type arp retransmit number interval interval 

undo access-user detect 

New syntax 
access-user detect type { arp | icmp } retransmit number interval interval [ idle-time idletime ] 

undo access-user detect 

Default 
The portal user detection function is not configured on an interface. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
type arp: Uses ARP requests as probe packets. 

type icmp: Uses ICMP requests as probe packets. 

retransmit number: Specifies the maximum number of times the device sends probe packets to a 
user before it receives a reply from the user. If this number is reached but the device still receives no 
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reply from the portal user, the device considers that the portal user offline and logs out the user. The 
value for the number argument ranges from 2 to 5. 

interval interval: Specifies the interval for sending probe packets, in the range of 5 to 120, in 
seconds. 

idle-time idletime: Specifies the user idle timeout. If the interface receives no user traffic within the 
configured idle time, the specified probe begins. The value range for the idletime argument is 1 to 
600 minutes, and the default is 3 minutes. 

Usage guidelines 
When this function is configured on an interface, the interface starts a probe timer. If the interface has 
not received packets from a portal user when the probe timer expires, the device sends probe 
packets to the portal user. If the device has not received a reply from the portal user when the 
maximum number of probes is reached, the device logs off the portal user. If the device receives a 
reply from the portal user before the maximum number of probes is reached, it stops sending probe 
packets and restarts the probe timer. The device repeats the process to detect whether portal users 
are online. 

Cross-subnet portal authentication does not support ARP probe. For cross-subnet portal 
authentication, use ICMP probe. For direct and re-DHCP portal authentication, Hewlett Packard 
Enterprise recommends that you use ARP probe. 

Examples 
# Configure the portal user detection function on interface GigabitEthernet 3/0/1, specifying the 
probe packets as ARP requests, maximum number of probe attempts as 3, and probe interval as 10 
seconds. 
<Sysname> system-view 

[Sysname] interface gigabitethernet3/0/1 

[Sysname-GigabitEthernet3/0/1] access-user detect type arp retransmit 3 interval 10 

Change description 
icmp is added,option idle-time idletime is added. 
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HP HSR6800-CMW520-R3103P05  
None. 
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HP HSR6800-CMW520-R3103P04  

New feature: Configure the MP sort buffer size factor 

Configuring of the MP sort buffer size factor 
When MP is used, the received packets may be out of order. The sort buffer is used to re-sort 
packets. The sort buffer size is a trade-off between re-sorting effect and delay. A large sort buffer 
brings good re-sorting effect but increases delay. For voice packets, the transmission delay should 
be minimized. 

To Configure the MP sort buffer size factor. 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a VT interface and enter VT 
interface view. 

interface virtual-template 
number N/A 

3. Configure the MP sort buffer size 
factor. ppp mp sort-buffer-size size 

Optional. 
1 by default. 
The MP sort buffer size = 
The number of channels in 
the current MP bundle × 
size. 

 

Command reference 
 

ppp mp sort-buffer-size 

Use ppp mp sort-buffer-size to configure the MP sort buffer size factor. The MP sort buffer size = 
the number of channels in the current MP bundle × size. You can use the display ppp mp command 
to view the member channels in an MP bundle. If the calculated MP sort buffer size is 20, the MP sort 
buffer can sort 20 packets.  

Use undo ppp mp sort-buffer-size to restore the default.  

Syntax 
ppp mp sort-buffer-size size 

undo ppp mp sort-buffer-size 

Default 
The MP sort buffer size factor is 1. 

Views 
VT interface view, MP-group interface view 

Default command level 
2: System level 

Parameters 
size: MP sort buffer size factor, ranging from 1 to 64. 
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Usage guidelines 
When MP is used, the received packets may be out of order. The sort buffer is used to re-sort 
packets. The sort buffer size is a trade-off between re-sorting effect and delay. A large sort buffer 
brings good re-sorting effect but increases delay. For voice packets, the transmission delay should 
be minimized.  

Examples 
# Configure the MP sort buffer size factor as 64.  
<Sysname> system-view 

[Sysname] interface virtual-template 0 

[Sysname-Virtual-Template0] ppp mp sort-buffer-size 64 
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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version HPE HSR6800-CMW520-R3303P27-RU. Before you use this version in a live network, 
back up the configuration and test the version to avoid software upgrade affecting your live network.  

Use this document in conjunction with HPE HSR6800-CMW520-R3303P27-RU Release Notes 
(Software Feature Changes) and the documents listed in "Related documents." 

Important information 
In this software the format of the configuration files has been changed. To avoid any problems 
downgrading software, please backup the configuration file before upgrading. More details may be 
found in the Open problems and workarounds section "Open problems and workarounds." 

Version information 
Version number 

Comware software, Version 5.20.106, Release 3303P27,RU 

Note: You can see the version number with the command display version in any view. 

Version history 
Table 1 Version history 

Version number Last version Release 
date 

Relea
se 
type 

Remarks 

CMW520-R3303P27-RU CMW520-R3303P25-R
U 2016-3-22 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P25-RU CMW520-R3303P23-R
U 2015-12-14 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P23-RU CMW520-R3303P22-R
U 2015-11-16 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P22-RU CMW520-R3303P21-R
U 2015-8-10 

Releas
e 
version 

Fixes bugs. 

CMW520-R3303P21-RU CMW520-R3303P21 2015-6-8 
Releas
e 
version 

IPsec/IKE only supports 
the DES algorithm for 
encryption. 
FIPS mode wasn’t 
supported. 

CMW520-R3303P21 CMW520-R3303P20 2015-6-8 
Releas
e 
version 

Fixes bugs. 
Modified feature: ipv6 tag 
tag-value option was 
added 

CMW520-R3303P20 CMW520-R3303P18 2015-4-30 Releas
e 

Fixes bugs. 
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Version number Last version Release 
date 

Relea
se 
type 

Remarks 

version 

CMW520-R3303P18 CMW520-R3303P16 2015-1-26 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P16 CMW520-R3303P12 2014-11-26 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P12 CMW520-R3303P10 2014-11-5 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P10 CMW520-R3303P09 2014-7-8 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P09 CMW520-R3303P08 2014-6-30 
Releas
e 
version 

New feature release. 

CMW520-R3303P08 CMW520-R3303P07 2014-6-30 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P07 CMW520-R3303P06 2014-5-30 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P06 CMW520-R3303P05 2014-4-25 
Releas
e 
version 

Fixes bugs. 

CMW520-R3303P05 CMW520-R3302P02 2014-3-31 
Releas
e 
version 

Software feature change. 

CMW520-R3302P02 CMW520-R3302P01 2014-2-17 
Releas
e 
version 

Software feature change. 

CMW520-R3302P01 CMW520-R3302 2013-12-13 
Releas
e 
version 

Fixes bugs. 

CMW520-R3302 CMW520-E3201P03 2013-11-26 
Releas
e 
version 

Fixes bugs. 

CMW520-E3201P03 CMW520-R3103P05 2013-8-29 
Releas
e 
version 

New hardware release: 
FIP-300 
FIP-310 
HIM-TS8P 
New feature release: 
IRF  
PE Supported for UDP 
Helper 
FTP Server Support for 
IPv6 
Disabling peer route 
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Version number Last version Release 
date 

Relea
se 
type 

Remarks 

creation 
Group domain VPN 
Support for the ibgp and 
ebgp keywords was 
added to the balanced 
command 
The maximum interface 
description length is 
modified into 240 
characters 
The user must pass 
keyboard-interactive 
authentication 
Configuring online Layer 
3 portal user detection 

CMW520-R3103P05 CMW520-R3103P04 2013-7-15 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103P04 CMW520-R3103P02 2013-5-27 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103P02 CMW520-R3103P01 2013-4-25 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103P01 CMW520-R3103 2013-3-25 
Releas
e 
version 

Fixes bugs. 

CMW520-R3103 None 2013-2-19 
Releas
e 
version 

First release. 

 

Hardware and software compatibility matrix 
 CAUTION:  

To avoid an upgrade failure, use this table to verify the hardware and software compatibility before 
performing an upgrade. 
 

Table 2 Hardware and software compatibility matrix 

Item Specifications 
Product family HSR6800 

Hardware platform HSR6802/HSR6804/HSR6808 

Memory 

RSE-X2: 4G 
FIP-110: 2G/4G 
FIP-210: 2G/4G 
FIP-300: 4G/4G 
FIP-310: 4G/4G 
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Item Specifications 
FIP-600: 4G 
SAP-24GBP: 2G/4G 
SAP-48GBP: 2G/4G 
SAP-48GBE: 2G/4G 
SAP-4EXP: 4G 

Flash/CF card Min 256M 

BootWare version 

Updates automatically with Host software. After this version is updated, 
the BootWare version will update to: 
RSE-X2: 1.06 
SFE-X1: 1.06 
FIP-110: 1.13  
FIP-210: 1.08  
FIP300/FIP310: 1.07 
SAP-24GBP/SAP48GBP: 1.07  
SAP-48GBE: 1.07 
SAP-4EXP: 1.15 
FIP-600: 1.15 
Note: You can display the version number with the display version 
command in any view. Please see Note and Note. 

Host software 

HSR6800-CMW520-R3303P27-RU.bin for the following hardware: 
JG364A HP HSR6800 RSE-X2 Router Main Processing Unit 
JG779A HP HSR6800 RSE-X2 Router TAA-compliant Main Processing 
Unit 

iMC version 

iMC EAD 7.1 (E0301P03) 
iMC TAM 7.1 (E0302P08) 
iMC UAM 7.1 (E0302P08) 
iMC IVM 7.1 (E0301P01) 
iMC MVM 7.1 (E0301) 
iMC NTA 7.1 (E0301P04) 
iMC PLAT 7.1 (E0303P10) 
iMC SHM 7.1 (E0301P02) 
iMC UBA 7.1 (E0301P04) 

iNode iNode PC 7.1 (E0307) 

OAA version 

SPE-FMW-200: SECBLADEII-CMW520-R3103P01P13 
SPE-SSL-200: SECBLADESSLVPN-CMW340-E7101 
SPE-ACG-200: SecPathACG2000&SecBladeACG-IMW110-E6117P17 
SPE-IPS-200: IPS-IMW110-E2113P03 

 

Table 3 Hardware and software compatibility matrix 2 

Board 
model Board version Logic version Remarks 

RSE-X2 VER.B 
Basic: 100 
Extended: 100 

HP HSR6800 RSE-X2 Router Main Processing Unit 

SFE-X1 VER.A 100 HP HSR6808 SFE-X1 Switch Fabric Engine Router 
Module 
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Board 
model Board version Logic version Remarks 

FIP-110 VER.A 
Module: 200 
Fixed 2GE: 100 

HP A6600 FIP-110 Flexible Interface Platform 
Module 

FIP-210 VER.C 
Module: 200 
Fixed 2GE: 100 

HP A6600 FIP-210 Flexible Interface Platform 
Module 

FIP-300 VER.B 100 HP HSR6800 FIP-300 Flexible Interface Platform 
Module 

FIP-310 VER.A 100 HP HSR6800 FIP-310 Flexible Interface Platform 
Module 

FIP-600 VER.B 
Module: 200 
Fixed 2GE: 300 

HP HSR6800 FIP-600 Flexible Interface Platform 
Router Module 

SAP-24GBP VER.A 100 HP A6600 24-port GbE SFP Service Aggregation 
Platform Module 

SAP-48GBP VER.A 100 HP 6600 48-port GbE SFP Service Aggregation 
Platform Module 

SAP-48GBE VER.A 100 HP A6600 48-port Gig-T Service Aggregation 
Platform Module 

SAP-4EXP VER.A 100 HP HSR6800 4-port 10GbE SFP+ Service 
Aggregation Platform Router Module 

HIM-8FE VER.B 100 HP A6600 8-port 10/100Base-T HIM Module 

HIM-4GBE VER.B 200 HP A6600 4-port Gig-T HIM Module 

HIM-4GBP VER.A 200 HP A6600 8-port Gig-T HIM Module 

HIM-8GBE VER.B 200 HP A6600 8-port Gig-T HIM Module 

HIM-8GBP VER.A 200 HP A6600 8-port GbE SFP HIM Module 

HIM-1EXP VER.A 200 HP A6600 1-port 10-GbE XFP HIM Module 

HIM-CL1P VER.B 
Main card: 100 
Subcard: 200 

HP A6600 1-port OC-3/STM-1 (E1/T1) CPOS SFP 
HIM Module 

HIM-CL2P VER.B 
Main card: 100 
Subcard: 200 

HP A6600 2-port OC-3/STM-1 (E1/T1) CPOS SFP 
HIM Module 

HIM-CLS1P VER.A 100 HP A6600 1-port OC-3/STM-1 (E3/T3) CPOS SFP 
HIM Module 

HIM-CLS2P VER.A 100 HP A6600 2-port OC-3/STM-1 (E3/T3) CPOS SFP 
HIM Module 

HIM-MSP2P VER.A 100 HP A6600 2-port OC-3c/STM-1c or 1-port 
OC-12c/STM-4c POS SFP HIM Module 

HIM-MSP4P VER.A 100 HP A6600 4-port OC-3c/STM-1c or 2-port 
OC-12c/STM-4c POS SFP HIM Module 

HIM-PS1P VER.A 100 HP A6600 1-port OC-48c/STM-16c POS/CPOS SFP 
HIM Module 

HIM-AL1P VER.A 100 HP A6600 1-port OC-3c/STM-1c ATM SFP HIM 
Module 

HIM-AL2P VER.A 100 HP A6600 2-port OC-3c/STM-1c ATM SFP HIM 
Module 
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Board 
model Board version Logic version Remarks 

HIM-RS2P VER.A 100 HP A6600 2-port OC-48c/STM-16c RPR SFP HIM 
Module 

HIM-TS8P VER.A 200 HP 6600 8-port OC-3c/OC-12c POS / GbE SFP HIM 
Module 

 

Table 4 MPU and FIP compatibility matrix 

MPU/FIP FIP-110 FIP-21
0 

FIP-30
0 FIP-310 FIP-600 SAP-24GB

P 
SAP-4
8GBP 

SAP-4
8GBE 

RSE-X2 √ √ √ √ √ √ √ √ 

Table 5 MPU/SFE and host compatibility matrix 

MPU/Host HSR6802 HSR6804 HSR6808 

RSE-X2 √ √ √ 

SFE-X1 × × √(Only can be configured at slot 6) 

Note: The MPUs of HSR6800 only support the host listed in this table. 
 

Table 6 Module and hardware platform compatibility matrix 

Module FIP-110 FIP-210 FIP-300 FIP-310 FIP-600 

HIM: High-speed Interface Module 

RT-HIM-8FE-H3 × √ √ √ √ 

RT-HIM-4GBE-WAN-H3 × √ √ √ √ 

RT-HIM-8GBE-WAN-H3 × √ √ √ √ 

RT-HIM-4GBP-H3 × √ √ √ √ 

RT-HIM-8GBP-H3 × √ √ √ √ 

RT-HIM-1CPOS/STM1-H3 × √ √ √ × 

RT-HIM-2CPOS/STM1-H3 × √ √ √ × 

RT-HIM-CLS1P-H3 × √ √ √ × 

RT-HIM-CLS2P-H3 × √ √ √ × 

RT-HIM-MSP2P-H3 × √ √ √ √ 

RT-HIM-MSP4P-H3 × √ √ √ √ 

RT-HIM-AL1P-H3 × √ √ √ × 

RT-HIM-AL2P-H3 × √ √ √ × 

RT-HIM-1EXP-H3 × √ √ √ √ 

RT-HIM-1POS/STM16-H3 × √ √ √ √ 

RT-HIM-RS2P-H3 × √ √ √ × 
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Module FIP-110 FIP-210 FIP-300 FIP-310 FIP-600 

RT-HIM-TS8P × √ √ √ √ 

MIM: Multi-functional Interface Module 

RT-MIM-2GBE-H3 √ √ √ √ × 

RT-MIM-2SAE-H3 √ √ √ √ × 

RT-MIM-4SAE-H3 √ √ √ √ × 

RT-MIM-8SAE-H3 √ √ √ √ × 

RT-MIM-8E1(75)-H3 √ √ √ √ × 

RT-MIM-8E1(75)-F-H3 √ √ √ √ × 

RT-MIM-8T1-H3 √ √ √ √ × 

RT-MIM-8T1-F-H3 √ √ √ √ × 

RT-MIM-1CE3-V2-H3 √ √ √ √ × 

RT-MIM-1CT3-V2-H3 √ √ √ √ × 

Note: Ticks indicate supported modules while crosses indicate unsupported modules.  
 

Sample：To display the host software and BootWare version, perform the following:  
<HP>display version 

HPE Comware Platform Software 

Comware Software, Version 5.20.106, Release 3303P27,RU                ------- Note① 

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 

HPE HSR6802 uptime is 0 week, 0 day, 0 hour, 7 minutes 

 

Slot 0: RSE-X2 uptime is 0 week, 0 day, 0 hour, 7 minutes 

 CPU type: FREESCALE P2020 1000MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Basic     Logic Version: 1.0 

 Extend    Logic Version: 1.0 

 Basic  BootWare Version: 1.04 

 Extend BootWare Version: 1.04                                       ------note② 

 [FIXED  PORT] CON              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] AUX              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] MGE0/0/0         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 

Slot 2: FIP-600 uptime is 0 week, 0 day, 0 hour, 5 minutes 

 CPU type: FREESCALE P4080 1500MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 
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 Logic           Version: 139.0 

 Basic  BootWare Version: 1.08 

 Extend BootWare Version: 1.08 

 [FIXED  PORT] GE2/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE2/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-8GBE         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)2.0 

 

Slot 3: FIP-210 uptime is 0 week, 0 day, 0 hour, 5 minutes 

 CPU type: RMI XLR732 1000MHz 

 2048M bytes DDR2 SDRAM Memory 

 4M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.C 

 Logic           Version: 2.0 

 Basic  BootWare Version: 1.06 

 Extend BootWare Version: 1.06 

 [FIXED  PORT] GE3/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE3/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-CL2P(E)      (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

Upgrading restrictions and guidelines 
None. 

Hardware feature updates 
CMW520-R3303P27-RU 

None. 

CMW520-R3303P25-RU 
None. 

CMW520-R3303P23-RU 
None. 

CMW520-R3303P22-RU 
None. 
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CMW520-R3303P21-RU 
None. 

CMW520-R3303P21 
None. 

CMW520-R3303P20 
None. 

CMW520-R3303P18 
None. 

CMW520-R3303P16 
None. 

CMW520-R3303P12 
None. 

CMW520-R3303P10 
None. 

CMW520-R3303P09 
None. 

CMW520-R3303P08 
None. 

CMW520-R3303P07 
None. 

CMW520-R3303P06 
None. 
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CMW520-R3303P05 
None. 

CMW520-R3302P02 
None. 

CMW520-R3302P01 
None. 

CMW520-R3302 
None. 

CMW520-E3201P03 
CMW520-E3201P03 supports the following new hardware: 
• HPE HSR6800 FIP-300 Flexible Interface Platform Module 
• HPE HSR6800 FIP-310 Flexible Interface Platform Module 
• HPE 6600 8-port OC-3c/OC-12c POS / GbE SFP HIM Module  

CMW520-R3103P05 
CMW520-R3103P05 supports the following new hardware: 
• HPE HSR6800 RSE-X2 Router TAA-compliant Main Processing Unit  

Restrictions and cautions 
The network management interface of HSR6808 was set to 5/0/0 in pre-production units; it is now 
standardized to 0/0/0.  

Software feature and command updates 
For more information about the software feature and command update history, see HPE 
HSR6800-CMW520-R3303P25-RU Release Notes (Software Feature Changes).  

MIB updates 
Table 7 MIB updates 

Item MIB file Module Description 
CMW520-R3303P27-RU 
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Item MIB file Module Description 
New None None None 

Modified None None None 

CMW520-R3303P25-RU 

New None None None 

Modified None None None 

CMW520-R3303P23-RU 

New None None None 

Modified None None None 

CMW520-R3303P22-RU 

New None None None 

Modified None None None 

CMW520-R3303P21-RU 

New None None None 

Modified None None None 

CMW520-R3303P21 

New None None None 

Modified None None None 

CMW520-R3303P20 

New None None None 

Modified None None None 

CMW520-R3303P18 

New None None None 

Modified None None None 

CMW520-R3303P16 

New None None None 

Modified None None None 

CMW520-R3303P12 

New None None None 

Modified None None None 

CMW520-R3303P10 

New None None None 

Modified None None None 

CMW520-R3303P09 

New None None None 

Modified None None None 

CMW520-R3303P08 

New None None None 
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Item MIB file Module Description 
Modified None None None 

CMW520-R3303P07 

New None None None 

Modified None None None 

CMW520-R3303P06 

New hh3c-transceiver-info.mib hh3cTransceiverInfoTable None 

Modified None None None 
 

Operation changes 
Operation changes in CMW520-R3303P27-RU 

None. 

Operation changes in CMW520-R3303P25-RU 
The names displayed for cards and subcards are modified to be the same as their marks: 
 

Original name New name 
MIM-1ATM-OC3SM 1ATM-OC3SM 

MIM-1ATM-OC3MM 1ATM-OC3MM 

MIM-1ATM-OC3SML 1ATM-OC3SML 

MIM-1ATM-OC3 1ATM-OC3 

MIM-IMA-8E1(75) IMA-8E1(75) 

MIM-IMA-8T1 IMA-8T1 

MIM-IMA-4E1(75) IMA-4E1(75) 

MIM-IMA-4T1 IMA-4T1 

MIM-IMA-8E1(120) IMA-8E1(120) 

MIM-IMA-4E1(120) IMA-4E1(120) 

MIM-1AE3 1AE3 

MIM-1AT3 1AT3 

HIM-CLS2P(E) CLS2P 

HIM-CLS2P(T) CLS2P 

HIM-CLS1P(E) CLS1P 

HIM-CLS1P(T) CLS1P 

HIM-CL2P(E) CL2P 

HIM-CL2P(T) CL2P 

HIM-CL1P(E) CL1P 
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Original name New name 
HIM-CL1P(T) CL1P 

MIM-1CE3 1CE3 

MIM-2CE3 2CE3 

HIM-PS1P(ECPOS) PS1P 

HIM-AL2P AL2P 

HIM-AL1P AL1P 

HIM-8GBP 8GBP 

HIM-4GBP 4GBP 

HIM-8GBE 8GBE 

HIM-4GBE 4GBE 

HIM-8FE 8FE 

MIM-1POS 1POS 

HIM-MSP4P(OC-3) MSP4P 

HIM-MSP4P(OC-12) MSP4P 

HIM-MSP2P(OC-3) MSP2P 

HIM-MSP2P(OC-12) MSP2P 

HIM-PS1P(OC-48) PS1P 

HIM-CLS2P(OC-3) CLS2P 

HIM-CLS1P(OC-3) CLS1P 

HIM-RS2P(RPRPOS) RS2P 

MIM-2SAE 2SAE 

MIM-4SAE 4SAE 

MIM-8SAE 8SAE 

MIM-8E1(75) 8E1(75) 

MIM-8E1-F(75) 8E1(75)-F 

MIM-8T1 8T1 

MIM-8T1-F 8T1-F 

MIM-1CT3 1CT3 

HIM-TS8P TS8P 

HIM-XGBP XGBP 

HIM-1EXP 1EXP 
 

Original name New name 
MIM-1ATM-OC3SM 1ATM-OC3SM 

MIM-1ATM-OC3MM 1ATM-OC3MM 

MIM-1ATM-OC3SML 1ATM-OC3SML 

MIM-1ATM-OC3 1ATM-OC3 



14 

Original name New name 
MIM-IMA-8E1(75) IMA-8E1(75) 

MIM-IMA-8T1 IMA-8T1 

MIM-IMA-4E1(75) IMA-4E1(75) 

MIM-IMA-4T1 IMA-4T1 

MIM-IMA-8E1(120) IMA-8E1(120) 

MIM-IMA-4E1(120) IMA-4E1(120) 

MIM-1AE3 1AE3 

MIM-1AT3 1AT3 

HIM-CLS2P(E) CLS2P 

HIM-CLS2P(T) CLS2P 

HIM-CLS1P(E) CLS1P 

HIM-CLS1P(T) CLS1P 

HIM-CL2P(E) CL2P 

HIM-CL2P(T) CL2P 

HIM-CL1P(E) CL1P 

HIM-CL1P(T) CL1P 

MIM-1CE3 1CE3 

MIM-2CE3 2CE3 

HIM-PS1P(ECPOS) PS1P 

HIM-AL2P AL2P 

HIM-AL1P AL1P 

HIM-8GBP 8GBP 

HIM-4GBP 4GBP 

HIM-8GBE 8GBE 

HIM-4GBE 4GBE 

HIM-8FE 8FE 

MIM-1POS 1POS 

HIM-MSP4P(OC-3) MSP4P 

HIM-MSP4P(OC-12) MSP4P 

HIM-MSP2P(OC-3) MSP2P 

HIM-MSP2P(OC-12) MSP2P 

HIM-PS1P(OC-48) PS1P 

HIM-CLS2P(OC-3) CLS2P 

HIM-CLS1P(OC-3) CLS1P 

HIM-RS2P(RPRPOS) RS2P 

MIM-2SAE 2SAE 

MIM-4SAE 4SAE 
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Original name New name 
MIM-8SAE 8SAE 

MIM-8E1(75) 8E1(75) 

MIM-8E1-F(75) 8E1(75)-F 

MIM-8T1 8T1 

MIM-8T1-F 8T1-F 

MIM-1CT3 1CT3 

HIM-TS8P TS8P 

HIM-XGBP XGBP 

HIM-1EXP 1EXP 

Operation changes in CMW520-R3303P22-RU 
• Increased the maximum number of OSPF areas that can be created to 500 

Operation changes in CMW520-R3103 
• Changed the management interface on the SR6616-X router from M-GigabitEthernet 5/0/0 to 

M-GigabitEthernet 0/0/0 

Open problems and workarounds 
201312170312 

• Symptom: Content of MPLS packets were tampered to all-0. 
• Condition: Vpn frr topology, hdlc-bundle acts as mpls backup link. There is cross-board traffic. 

Vpn operation was changed from vpn popgo to undo vpn popgo. 
• Workaround: Don't choose p2p link like hdlc-bundle as backup link. 

201402250547 
• Symptom: When undo portal free-rule all, there are remaining entries undeleted in service 

board. 
• Condition: Huge interfaces enabled with portal and huge quantity of free-rule. 
• Workaround: Cancel portal configuration in interface. 

201404300237  
• Symptom: Packet loss occurs during a ping ipv6 operation that is executed for the first time 

over a Layer aggregate interface on an IRF. 
• Condition: This symptom can be seen if shut and undo shut commands are executed on the 

Layer 3 aggregate interface before the ping ipv6 operation.     
• Workaround: None. 
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List of resolved problems 
Resolved problems in CMW520-R3303P27-RU 
201512090150 

• Symptom: The display transceiver manuinfo command displays an incorrect vendor name 
for a transceiver module that has been repeatedly installed and removed.  

• Condition: This symptom might occur if a transceiver module is repeatedly installed and 
removed.  

201601210224 
• Symptom: An aggregate interface with member ports on an FIP-240 module cannot forward 

traffic if VRRP settings are configured and then removed on the aggregate interface. 
• Condition: This symptom might occur if the member ports of an aggregate interface are on an 

FIP-240 module, and VRRP settings are configured and then removed on the aggregate 
interface. 

201601250509 
• Symptom: Serious packet loss occurs on the peer port of a CBQ-enabled MP-group interface if 

congestion occurs on the MP-group interface. 
• Condition: This symptom might occur if CBQ is configured on an MP-group interface and 

congestion occurs on the MP-group interface (congestion can be verified by using the display 
interface command). 

201602020075 
• Symptom: When a large number of L2TP users are coming online simultaneously, interfaces of 

the router cannot be pinged, and LPUs cannot be accessed through Telnet. 
• Condition: This symptom might occur if a large number of L2TP users come online 

simultaneously. 

201512150445 
• Symptom: The router outputs a log message for RPCQ task errors if the display device 

manuinfo command fails to display electronic label information. 
• Condition: This symptom might occur if the display device manuinfo command fails to display 

electronic label information. 

201603080483 
• Symptom: Route flapping occurs if packet loss occurs on RIP-enabled Layer 3 Ethernet 

subinterfaces.  
• Condition: This symptom might occur if RIP is configured on a large number of Layer 3 Ethernet 

subinterfaces on FIP-240 modules. 

201602230048 
• Symptom: The router displays the "Wrong data byte" message if large ping packets are sent 

through an interface that is configured with security features, for example, the firewall 
packet-filter command. 

• Condition: This symptom might occur if large ping packets are sent through an interface that is 
configured with security features. 

201603210333 
• Symptom: The module of a router reboots unexpectedly.  
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• Condition: This symptom occurs if the display transceiver diagnosis interface command is 
executed to display the current values of the digital diagnosis parameters on transceiver 
modules when TX_fault alarms appear because transceiver modules fail to send information.  

201603210024 
• Symptom: The module of a router reboots unexpectedly.  
• Condition: This symptom occurs if an IPsec policy initiates negotiation and PFS is configured.  

Resolved problems in CMW520-R3303P25-RU 
201510300509 

• Symptom: A FIP card reboots unexpectedly during the traffic forwarding process if CBQ is 
configured for the QoS policy applied to the card. 

• Condition: This symptom occurs when CBQ is configured for the QoS policy applied to a FIP 
card and the card forwards traffic. 

201511160407 
• Symptom: OSPF neighbor flapping occurs if a network management tool traverses the large 

routing table to obtain the number of routes. 
• Condition: This symptom occurs when a network management tool traverses the routing table 

to obtain the number of routes and the routing table is large. 

201511260048 
• Symptom: Packet loss occurs when interfaces of a FIP-200 or FIP-210 card forward 

fragmented UDP packets. 
• Condition: This symptom occurs when interfaces of a FIP-200 or FIP-210 card forward 

fragmented UDP packets. 

201511040039 
• Symptom: Users bypass portal authentication. 
• Condition: This symptom occurs if the users come online when one of the following conditions 

exists: 
 A large number of online portal users change their IP addresses. 
 The interface that provides portal service forwards a large number of packets. 

Resolved problems in CMW520-R3303P23-RU 
201509070268 

• Symptom: A network management tool fails to read the device temperature. The device 
temperature is always displayed as 0°C. 

• Condition: This symptom occurs when a network management tool reads the device 
temperature and CPU usage simultaneously. 

201507190029 
• Symptom: CVE-2015-1788 
• Condition: When processing an ECParameters structure, OpenSSL enters an infinite loop. This 

can be used to perform denial of service against any system which processes public keys, 
certificate requests or certificates. 

• Symptom: CVE-2015-1789 
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• Condition: X509_cmp_time does not properly check the length of the ASN1_TIME string and/or 
accepts an arbitrary number of fractional seconds in the time string. An attacker can use this to 
craft malformed certificates and CRLs of various sizes and potentially cause a segmentation 
fault, resulting in a DoS on applications that verify certificates or CRLs. 

• Symptom: CVE-2015-1790 
• Condition: The PKCS#7 parsing code does not handle missing inner EncryptedContent 

correctly. An attacker can craft malformed PKCS#7 blobs with missing content and trigger a 
NULL pointer dereference on parsing. 

• Symptom: CVE-2015-1792 
• Condition: When verifying a signedData message, the CMS code can enter an infinite loop. 

This can be used to perform denial of service against any system which verifies signedData 
messages using the CMS code. 

201510100241 
• Symptom: Some BGP routes cannot be summarized in a BGP summary route. 
• Condition: This symptom occurs if the following operations are performed on the local PE in an 

MPLS L3VPN: 
 Create a static route and use the VPNv4 route learned from the remote PE as the next hop 

of the route. 
 Redistribute the static route into the BGP routing table. 
 Assign the CE-side interface an IP address that is on the same subnet with the next hop of 

the static route. 

201511120074 
• Symptom: A service module enabled with NetStream reboots abnormally. 
• Condition: This symptom might occur if a large number of NetStream entries are created or age 

out. 

Resolved problems in CMW520-R3303P22-RU 
201508050351 

• Symptom: The router does not send traps when a member port in an aggregation group 
changes between up and down states. 

• Condition: This symptom occurs if a member port in an aggregation group changes between up 
and down states. 

201507280083 
• Symptom: The router is disconnected after dialing in to the LNS through L2TP. 
• Condition: This symptom occurs if the service provider network between the LAC and LNS is 

unstable. 

201504090377 
• Symptom: CVE-2015-0209 
• Condition: A malformed EC private key file consumed via the d2i_ECPrivateKey function could 

cause a use after free condition. This could lead to a DoS attack or memory corruption for 
applications that receive EC private keys from untrusted sources. 

• Symptom: CVE-2015-0287 
• Condition: Reusing a structure in ASN.1 parsing may allow an attacker to cause memory 

corruption via an invalid write. Applications that parse structures containing CHOICE or ANY 
DEFINED BY components may be affected. 
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• Symptoms: CVE-2015-0288 
• Condition: The function X509_to_X509_REQ will crash with a NULL pointer dereference if the 

certificate key is invalid. 
• Symptoms: CVE-2015-0289 
• Condition: The PKCS#7 parsing code does not handle missing outer ContentInfo correctly. An 

attacker can craft malformed ASN.1-encoded PKCS#7 blobs with missing content and trigger a 
NULL pointer dereference on parsing. 

• Symptoms: CVE-2015-0292 
• Condition: A vulnerability existed in previous versions of OpenSSL related to the processing of 

base64 encoded data. 

201506220006 
• Symptoms: When an interface  without MPLS enabled receives MPLS-labeled packets, the 

interface incorrectly forwards the MPLS-labeled packets to the next LSR by LFIB entry. 
• Condition: This symptom occurs when the interface does not have MPLS enabled and the 

interface receives MPLS-labeled packets that match the FIB entries. 

201506190153 
• Symptom: The router does not preferentially use static address allocation when receiving a 

DHCP-INFORM message from a client. 
• Condition: This symptom occurs if the following conditions exist: 

 The client is bound to an IP address in a DHCP address pool. 
 Another DHCP address pool contains the IP address bound to the client. 

Resolved Problems in CMW520-R3303P21-RU 
• None 

Resolved problems in CMW520-R3303P21 
201506010045 

• Symptom: The per-packet load sharing mode does not take effect on an IRF port. 
• Condition: This symptom occurs if per-packet load sharing is configured on an IRF port. 

201505210436 
• Symptom: Each fixed GE port on an RT-FIP-300 or RT-FIP-310 module cannot transmit or 

receive packets. 
• Condition: This symptom might occur on RT-FIP-300 or RT-FIP-310 modules. 

201505050237 
• Symptom: The display interface pos command output does not include the Clock grade field 

for a POS interface with the clock mode set to slave. 
• Condition: This symptom occurs on POS interfaces with the clock mode set to slave. 

201505270047 
• Symptom: A router that runs IPsec services reboots unexpectedly. 
• Condition: This symptom might occur when IPsec services are running on the router. 
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201506040048 
• Symptom: An SNMP walk on the ifOperStatus node for an aggregate interface returns down 

when the aggregate interface is up. 
• Condition: This symptom occurs when an SNMP walk on the ifOperStatus node is performed 

for an aggregate interface. 

201501070612 
• Symptom: The Connector Type field in the display transceiver interface command output 

displays Unknown. 
• Condition: This symptom occurs on Finisar's 1000_BASE_T_AN_SFP transceiver modules. 

201501270052 
• Symptom: An interface fails to send out "ICMP fragmentation needed and DF set" messages. 
• Condition: This symptom occurs if NAT is configured on the interface. 

Resolved problems in CMW520-R3303P20 
201503200240 

• Symptom: The CPU is busy and the performance of the router degrades after a GRE tunnel is 
set up. 

• Condition: This symptom might occur if the GRE tunnel source interface is an aggregate 
interface, and the service slot command is not configured on the aggregate interface. 

201504150408 
• Symptom: The router's forwarding performance degrades after NetStream is enabled. 
• Condition: This symptom might occur if one of the following conditions exists: 

 NetStream is enabled on multiple interfaces. 
 NetStream is enabled for both incoming and outgoing traffic on an interface. 

201501290312 
• Symptom: The validity and expiration date settings for local users cannot survive a reboot. 
• Condition: This symptom might occur if the router reboots. 

201503160096 
• Symptom: MIB Browser keeps displaying the message "no such object". 
• Condition: This symptom might occur if the pppoe and snmpext nodes are walked through 

SNMPv2c. 

201501200518 
• Symptom: CVE-2014-3571 
• Condition: A carefully crafted DTLS message can cause a segmentation fault in OpenSSL due 

to a NULL pointer dereference. This could lead to a Denial Of Service attack.  
• Symptom: CVE-2015-0206 
• Condition: A memory leak can occur in the dtls1_buffer_record function under certain 

conditions. In particular this could occur if an attacker sent repeated DTLS records with the 
same sequence number but for the next epoch. The memory leak could be exploited by an 
attacker in a Denial of Service attack through memory exhaustion.  

• Symptom: CVE-2015-0205 
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• Condition: An OpenSSL server will accept a DH certificate for client authentication without the 
certificate verify message. This effectively allows a client to authenticate without the use of a 
private key. This only affects servers which trust a client certificate authority which issues 
certificates containing DH keys. 

• Symptom: CVE-2014-3570 
• Condition: Bignum squaring (BN_sqr) may produce incorrect results on some platforms, 

including x86_64. This bug occurs at random with a very low probability, and is not known to be 
exploitable in any way.  

• Symptom: CVE-2015-0204 
• Condition: An OpenSSL client will accept the use of an RSA temporary key in a non-export RSA 

key exchange ciphersuite. A server could present a weak temporary key and downgrade the 
security of the session. 

• Symptom: CVE-2014-3572 
• Condition: An OpenSSL client will accept a handshake using an ephemeral ECDH ciphersuite 

using an ECDSA certificate if the server key exchange message is omitted. This effectively 
removes forward secrecy from the ciphersuite. 

• Symptom: CVE-2014-8275 
• Condition: By modifying the contents of the signature algorithm or the encoding of the 

signature, it is possible to change the certificate's fingerprint. Only custom applications that rely 
on the uniqueness of the fingerprint may be affected. 

• Symptom: CVE-2014-3569 
• Condition: The ssl23_get_client_hello function in s23_srvr.c in OpenSSL 0.9.8zc, 1.0.0o, and 

1.0.1j does not properly handle attempts to use unsupported protocols, which allows remote 
attackers to cause a denial of service (NULL pointer dereference and daemon crash) via an 
unexpected handshake, as demonstrated by an SSLv3 handshake to a no-ssl3 application with 
certain error handling.  

201501300036 
• Symptom: Neighbor flapping or packet loss occurs on a fixed interface and its subinterfaces. 
• Condition: This symptom can be seen if the following conditions exist: 

 Dynamic routing protocols and NetStream are configured on both the fixed interface and its 
subinterfaces. 

 The NetStream data export rate is less than 500. 

201502130081 
• Symptom: The number of normal L2TP sessions cannot reach the upper limit on a card. 
• Condition: This symptom might be seen if the total number of L2TP sessions has reached the 

upper limit of the card. 

201503030450 
• Symptom: Users fail portal authentication. 
• Condition: This symptom can be seen if portal user online detection is enabled. 

201503050260 
• Symptom: Performance of the router degrades, and forwarding errors occur. 
• Condition: This symptom might be seen if the number of traffic flows flaps on an FIP600 

module. 



22 

Resolved problems in CMW520-R3303P18 
201412310398 

• Symptom: CVE-2014-9295 
• Condition: Stack-based buffer overflows in ntpd in NTP before 4.2.8 allows remote attackers to 

execute arbitrary code via a crafted packet. 

201501130355 
• Symptom: Packet loss occurs because of high CPU usage. 
• Condition: This symptom can be seen if a large number of branches are connected to the 

headquarters through IPsec by configuring policy templates and many applications are added. 

201501210531 
• Symptom: The router reboots because of memory leak. 
• Condition: This symptom can be seen on distributed routers if any of the following interfaces are 

created only on FIP cards and go up/down frequently: 
 VA. 
 VPLS AC. 
 VPLS PW. 

201501150244 
• Symptom: The FIP300 card might reboot unexpectedly after long-time operation. 
• Condition: This symptom can be seen if an interface that is configured for port mirroring 

experiences congestion in its outbound direction on the FIP300 card. 

201411250117 
• Symptom: When an ATM PVC is down, the packets sourced from this router can be sent and 

received correctly.  
• Condition: This symptom occurs when the following conditions exist: 

 The ATM PVC status changes.  
 The driver does not report the OAM UP event.  

201411260290 
• Symptom: The fr map ipv6 XX::X XX broadcast command has taken effect on an interface but 

the configuration cannot be viewed.  
• Condition: This symptom occurs when the following procedure is performed on POS interfaces 

and serial interfaces of FIP20 or FIP10 cards: 
a. Enable IPv6 FR.  
b. Configure fr map ipv6 XX::X XX. 
c. Configure fr map ipv6 XX::X XX broadcast to replace fr map ipv6 XX::X XX. 

201412100185 
• Symptom: A resolved address is unreachable. As a result, a user cannot log in to the router.  
• Condition: This symptom occurs when the AD domain name of the router is resolved into an 

incorrect, unreachable address by DNS.  

201410220365 
• Symptom: SSL 3.0 Fallback protection 
• Condition: OpenSSL has added support for TLS_FALLBACK_SCSV to allow applications to 

block the ability for a MITM attacker to force a protocol downgrade. Some client applications 
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(such as browsers) will reconnect using a downgraded protocol to work around interoperability 
bugs in older servers. This could be exploited by an active man-in-the-middle to downgrade 
connections to SSL 3.0 even if both sides of the connection support higher protocols. SSL 3.0 
contains a number of weaknesses including POODLE (CVE-2014-3566). 

• Symptom: CVE-2014-3568 
• Condition: When OpenSSL is configured with "no-ssl3" as a build option, servers could accept 

and complete a SSL 3.0 handshake, and clients could be configured to send them. 

Resolved problems in CMW520-R3303P16 
201411070073 

• Symptom: Intercard traffic cannot be forwarded.  
• Condition: This symptom can be seen when the SR6600 router has the RPE MPU and the 

BKEB extension module installed and the forwarding paths between cards fail.  

201411190262 
• Symptom: The ISIS routes might be incorrectly calculated.  
• Condition: This symptom can be seen when plenty of devices run ISIS and route flapping 

occurs in the network.  

Resolved problems in CMW520-R3303P12 
201410130643 

• Symptom: Video data transmitted by the router does not have image. 
• Condition: This symptom can be seen if one H245 packet contains multiple TPKT messages. 

201410130642 
• Symptom: The router halts or operates abnormally because of memory leaks. 
• Condition: This symptom can be seen when the following conditions exist: 

 An SSL resource is configured in the Web interface, but SSL VPN is disabled. 
 A routing protocol is used to advertise the IP address of the SSL VPN interface that is 

created for the SSL resource. 

201410130638 
• Symptom: Some commands are lost when they are pasted. 
• Condition: This symptom can be seen when commands are pasted in interface range view. 

201410100171 
• Symptom: Packet loss occurs on the NetStream-enabled router when the traffic is light. 
• Condition: This symptom can be seen if the number of active NetStream flows reaches the 

upper limit.  

201409290279 
• Symptom: Multiple subinterfaces have the same packet statistics.  
• Condition: This symptom can be seen if packet statistics for multiple subinterfaces are obtained 

from the MIB. 

201409260262 
• Symptom: Ping packets are lost on an FIP600 module. 
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• Condition: This symptom can be seen when the following conditions exist: 
 MPLS packets are transmitted between two subcards of the FIP600 module. 
 The FIP600 module receives traffic from other FIP modules. 

201409150170 
• Symptom: The router reboots unexpectedly. 
• Condition: This symptom can be seen when the router receives abnormal MPLS Echo Replies 

in an MPLS VPN. 

201409050477 
• Symptom: An AU-LOP alarm occurs on an interface. The interface cannot go up.  
• Condition: This symptom can be seen when the following conditions exist:  

 The interface is connected to a third-party device that does not support SS detection.  
 The third-party device sets the SS bits in SDH frames to 00 (the SR6600 router requires the 

SS bits to be 10 in SDH frames). 

201409040169 
• Symptom: CVE-2014-3508. 
• Condition: A flaw in OBJ_obj2txt might cause pretty printing functions such as 

X509_name_oneline and X509_name_print_ex to leak some information from the stack. 
Applications might be affected if they echo pretty printing output to the attacker. 

201408280235 
• Symptom: CVE-2008-5161. 
• Condition: Error handling in the SSH protocol in several SSH servers/clients, including 

OpenSSH 4.7p1 and possibly other versions, when using Cipher Block Chaining (CBC) mode, 
makes it easier for remote attackers to recover certain plaintext data. 

201405080311 
• Symptom: Packet loss or forwarding errors occur on the subcards of an FIP240 or FIP20 

module. 
• Condition: This symptom can be seen if logic errors occur on the FIP240 or FIP20 module. 

201408060786 
• Symptom: NAT-PT cannot translate a valid IPv6 address into an IPv4 address. 
• Condition: This symptom can be seen if the lowest 32 bits of the IPv6 address are zeros. 

201408060364 
• Symptom: The VRRP virtual address cannot be pinged. 
• Condition: This symptom can be seen if VRRP is configured on a Layer 3 aggregate interface of 

the SAP-48GBE or SAP-24GBP module and VRRP uses virtual MAC mode. 

201408060769 
• Symptom: The router (as an ABR) cannot generate Type-3 LSAs for NSSA areas to be 

advertised to Area 0. 
• Condition: This symptom can be seen if more than 100 NSSA areas are configured on the 

router. 

201408060774 
• Symptom: Relationship with a BGP peer automatically goes down. 
• Condition: This symptom can be seen if TCP packets are retransmitted between the router and 

the BGP peer because of network flapping. 
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201408010292 
• Symptom: The display interface command might display an incorrect baud rate for a serial 

interface on the 8E1-F or 8T1-F module. 
• Condition: This symptom can be seen if the framing format or timeslot bundling method is 

modified multiple times on the serial interface. 

201408210124 
• Symptom: An RT attribute is removed from a summary route in a VPN when a route with the RT 

attribute is withdrawn. 
• Condition: This symptom can be seen if other routes do not contain the RT attribute of the 

withdrawn route. 

201408070458 
• Symptom: An FIP600 module reboots unexpectedly.  
• Condition: This symptom can be seen if multicast traffic is forwarded between the FIP600 

module and an FIP210 module. 

Resolved problems in CMW520-R3303P10 
201406240700 

• Symptom: Multicast data for a VPN instance cannot be forwarded on the public network. 
• Condition: This symptom can be seen when the following procedure is performed: 

 Configure inter-AS MD VPN option A, and configure the switchover from the share-group to 
the switch-group. 

 Use the undo multicast-domain command to remove all configurations that are made in MD 
view after the PE receives the multicast data for the VPN instance for a certain period of 
time. 

 The switch-group information in the MVRF for the VPN instance is not removed. 
 Configure inter-AS MD VPN option C, and configure the share-group address for the VPN 

instance. However, the multicast data for the VPN instance is still encapsulated with the 
switch-group address.  

 

201406120350 
• Symptom: When the display transceiver manuinfo command is used to display electronic 

label data for a transceiver module, the system prompts that the transceiver module does not 
support this command.  

• Condition: This symptom can be seen when the display transceiver manuinfo command is 
used to display the electronic label data for WTD transceiver modules. For a WTD transceiver, 
the Vendor Name field is WTD in the output from the display transceiver interface command.  

201406100601 
• Symptom: CVE-2014-0224. 
• Condition: This symptom can be seen when Open SSL Server or Client is used.  

201407020133 
• Symptom: If the client performs renegotiation when PPP LCP is in Opened state, the client is 

logged out.  
• Condition: This symptom can be seen when the following conditions exist:  

 The router acts as an L2TP LNS.  
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 PPP LCP renegotiation is not mandatory for the L2TP LNS.  
 The LNS immediately sends echo request packets when the PPP LCP state is up for the 

dial-up connection that the client initiates. 

Resolved problems in CMW520-R3303P09 
201405090505 

• Symptom: Soft GRE for L3VPN fails to forward IPv6 traffic on a FIP600 card.  
• Condition: This symptom can be seen if the FIP600 card receives the IPv6 traffic.  

201406090408 
• Symptom: The VRRP virtual address cannot be pinged.  
• Condition: This symptom can be seen if VRRP is configured on a Layer 3 aggregate interface of 

a SAP card and VRRP uses virtual MAC mode (default setting). 

201406110205 
• Symptom: The outgoing queues on E1 or MP interfaces split from a CPOS port are congested, 

resulting in forwarding failure.   
• Condition: This symptom can be seen if the CPOS interface resides on a FIP20 or FIP240 card.  

201406030072 
• Symptom: When the restart timer expires and the system prompts to select Y or N, selecting N 

results in a system reboot.  
• Condition: This symptom can be seen if N is selected at the prompt when the restart timer 

expires. 

Resolved problems in CMW520-R3303P08 
201405050121  

• Symptom: IPv6 traffic forwarding between two line cards is interrupted.  
• Condition: This symptom can be seen if the line cards have Layer 3 primary interfaces, 

subinterfaces, or VLAN interfaces. 

Resolved problems in CMW520-R3303P07 
201404240447 

• Symptom: Soft GRE fails to forward packets between PEs.  
• Condition: This symptom occurs if equal-cost VPNv4 peers exist between PEs.  

201402270311 
• Symptom: After an HIM-1EXP subcard is plugged out from a FIP300 card, the FIP300 card 

might unexpectedly reboot.  
• Condition: This symptom might be seen if the remove slot command is not performed before 

the HIM-1EXP subcard is plugged out. 

201404250364 
• Symptom: Packet loss occurs on a multi-card aggregate Ethernet link.  
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• Condition: This symptom can be seen if netstream is enabled on the multi-card aggregate 
Ethernet link. 

201404230472 
• Symptom: The Netstream buffer information shows that the active flow aging time is in minutes, 

which should be seconds.  
• Condition: This symptom can be seen in Netstream buffer information. 

201404230220 
• Symptom: Packet forwarding exceptions occur on a FIP600 card. 
• Condition: This symptom can be seen if private TTL replication is enabled and the private IP 

TTL is inconsistent with MPLS TTL. 

201405220095 
• Symptom: In an IPsec-protected DVPN network, some branches take a long time to come 

online especially when the number of branches is large.  
• Condition: This symptom can be seen if the branches come online at the same time.  

201405200080 
• Symptom: The BFD session is always down.  
• Condition: This symptom can be seen if BFD is associated with track and an IPsec tunnel 

interface. 

201404140429 
• Symptom: The DHCP client takes one minute to obtain an IP address from the DHCP server on 

the router.  
• Condition: This symptom occurs if the IP address requested by the client is not on the same 

network as the server address pool or the server interface.  

201404140427 
• Symptom: A DHCP task causes 100% CPU usage, resulting a system reboot.  
• Condition: This symptom occurs if the DHCP server receives a request packet in which option 

82 sub-option 5 has a length field of larger than 4. 

201404150291 
• Symptom: The SSH and Telnet functions fail to work.  
• Condition: This symptom occurs if multiple CRT clients use the same username to log in to the 

router and after login failure, use other usernames to log in.  

201405230252 
• Symptom: Packet forwarding exceptions occur on an FIP600 card.  
• Condition: This symptom occur when the following conditions exist: 

 Features that cause packet loss are configured such as CAR. 
 A packet entering the router has a different length from the packet leaving the router.  

201405070375 
• Symptom: If multiple fiber modules are removed and inserted on a SAP-24GBP card, some 

ports report an extra in and out event.  
• Condition: This symptom can be seen if multiple fiber modules are removed and inserted on a 

SAP-24GBP card. 
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201405070422 
• Symptom: The SAP-4EXP card does not learn source MAC addresses. 
• Condition: This symptom can be seen if the following conditions exist: 

 Packets that have different source MAC addresses and have the same unknown unicast 
destination address are received. 

 The undo-vlan-all and vlan-all commands are repeatedly executed.  

201404290357 
• Symptom: IRF member ports inserted with fiber modules and fiber cables cannot come up until 

the shut and undo shut commands are executed.  
• Condition: This symptom can be seen if the following procedure is performed: 

a. Configure an IRF port. 
b. Reboot the router. 
c. Insert fiber modules and fiber cables to IRF physical ports.  

201405090395  
• Symptom: The FIP600 card prints redundant debugging information during a reboot.  
• Condition: This symptom can been during a system reboot or a reboot of the FIP600 card. 

201405080523 
• Symptom: The MPU and interface cards have different FTN entries. 
• Condition: This symptom can be seen if ECMP is configured.  

201405070407 
• Symptom: The router continually reboots upon receiving VPLS packets from a PW. 
• Condition: This symptom can be seen if the VPLS packets are forwarded across cards and the 

AC interface is a subinterface on a FIP210 card.  

201404290147 
• Symptom: An AC interface on a FIP600 card cannot perform MAC move operations.  
• Condition: This symptom can be seen if MAC moves occur between two ports on the FIP600 

card when known traffic is forwarded.  

201404300071 
• Symptom: The FIP300 card does not receive or forward VPLS packets.  
• Condition: This symptom can be seen if MPLS packets without bottom flag are received.  

201405090338 
• Symptom: After an OSPF neighbor leaves, the OSPF routes learned from that neighbor still 

exist and cannot be removed.    
• Condition: This symptom can be seen if the OSPF neighbor is on a TE tunnel.  

Resolved problems in CMW520-R3303P06 
201403260464 

• Symptom: DHCP Client can't acquire IP address. 
• Condition: DHCP RELAY enabled and UDP sending failed phenomenon. 
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201403210134 
• Symptom: Utilization of main control board's CPU reaches 100%. 
• Condition: Wrong static routes are configured. 

201404140431  
• Symptom: Reconfigure BGP failed. 
• Condition: Devices with dual MPUs, configure BGP vpn-instance and then delete it. 

201404150179 
• Symptom: A user fails to log in to the device.  
• Condition: This symptom occurs when the following conditions exist: 
•   The user uses RADIUS authentication.  
•   The RADIUS server assigns multiple login-service attributes. 

201403310242 
• Symptom: After BGP reestablished due to the interface on UPE connecting to SPE failed, the 

best VPNv4 routes on SPE may not advertise to other PEs. 
• Condition: In hierarchical PE topology, there were same prefix VPNv4 routes learnt from UPE 

and other PEs. The best VPNv4 route is from UPE. VPNs of SPE and UPE have the same RD. 

Resolved problems in CMW520-R3303P05 
201403030052 

• Symptom: Access type of login user was checked by RADIUS extend mode make it impossible 
to interoperate with 3rd party server. 

• Condition: None. 

Resolved problems in CMW520-R3302P02 
None. 

Resolved problems in CMW520-R3302P01 
201311280390 

• Symptom: Addressed SSRT101324.  A security bulletin for SSRT101324 should be published 
in January 2014.  Please see the security bulletin for additional details. 

• Condition: Addressed SSRT101324.  A security bulletin for SSRT101324 should be published 
in January 2014. Please see the security bulletin for additional details. 

201312110004 
• Symptom Fixed GE ports on FIP300/FIP310 will fail to forward packets. 
• Condition : Fixed GE ports on FIP300/FIP310 working on Fiber mode connects to a FE port 

using cable and then switch port to electric mode via CLI combo enable copper. 
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Resolved problems in CMW520-R3302 
201310250291 

• Symptom: The CPU usage is high during SNMP walk on MIBs that contain large amounts of 
information, although the MIBs have been excluded from SNMP walk.  

• Condition: This symptom occurs during SNMP walk on MIBs that contain large amounts of 
information. 

201310250096 
• Symptom: Packet forwarding over L2TP connections fails.  
• Condition: This symptom occurs when a large number of L2TP users continually go online and 

offline. 

201310290449 
• Symptom: The router fails to obtain a local certificate from the CA server.  
• Condition: This symptom can be seen if the CA server is EJBCA type.  

201311060522 
• Symptom: The router creates LSPs for direct networks, resulting forwarding failure.  
• Condition: This symptom occurs when LDP flapping occurs.  

201310210222 
• Symptom: The standby MPU unexpectedly reboots occasionally. 
• Condition: This symptom occurs when unloading a patch.   

201310230355 
• Symptom: Tunnel established successfully, but ping failed. 
• Condition: FIP600, IPSec NAT-traverse scenario. 

201310230269 
• Symptom: intra-FIP VPN traffic forwarding failed. 
• Condition: FIP600, BGP/MPLS VPN enabled in IPsec tunnel interface. 

201310240312 
• Symptom: intra-FIP QoS rate limit function failed. 
• Condition: FIP600, source interface of IPSec tunnel interface with rate limit enabled. 

201311250384 
• Symptom: SAP-4EXP packet loss heavily. 
• Condition: heavy HTTP packets going through SAP-4EXP. 

Resolved problems in CMW520-E3201P03 
None. 
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Resolved problems in CMW520-R3103P05 
RTD067648 

• Symptom: Portal users fail to pass portal authentication on a port. 
• Condition: This symptom occurs if the port is bound to a VPN instance. 

RTD067605 
• Symptom: Displaying fan tray manufacture information at the CLI fails on a HSR6800 device.  
• Condition: This symptom occurs when you display fan tray manufacture information at the CLI 

on a HSR6800 device. 

RTD066941 
• Symptom: The active MPU unexpectedly reboots. 
• Condition: This symptom occurs when the following conditions exist: 

 IPsec encryption is enabled.  
 An SNMP walk on IPsec MIB is performed. 
 The peer uses a released SPI to establish new IPsec SAs.  

Resolved problems in CMW520-R3103P04 
RTD067155 

• Symptom: Packet disorder occurs, and it might degrade the video services. 
• Condition: This symptom occurs when streams with large-sized and small-sized packets are 

forwarded through a port that is formed by bundling multiple T1 channels. 

RTD066547 
• Symptom: The VPN multi-instance setting in an ACL does not take effect when the ACL is used 

in the ip http acl command.  
• Condition: This symptom occurs when the VPN multi-instance is set in the ACL. 

RTD066374 
• Symptom: The device in gateway mode has a poor forwarding performance. 
• Condition: This symptom occurs when traffic forwarded through aggregate groups cannot 

trigger the device to establish a fast-forwarding table. 

Resolved problems in CMW520-R3103P02 
RTD066142 

• Symptom: After the OSPF default route is deleted, the standby MPU prints the message "The 
default route has been changed or deleted, protocol is OSPF", which should be output by the 
active MPU.  

• Condition: This symptom occurs when the following conditions exist: 
 The router has two MPUs. 
 OSPF NSR is enabled. 
 An OSPF default route exists. 
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RTD066144 
• Symptom: When the DHCP relay agent on the device receives a DHCP packet in which the 

length value in Option 82 is larger than the actual field length, the SR6600 reboots.  
• Condition: This symptom occurs when the DHCP relay agent on the device receives a DHCP 

packet in which the length value in Option 82 is larger than the actual field length. 

RTD066403 
• Symptom: When session control is enabled on the AAA server and a RADIUS key is configured 

on device, users might fail to get online. 
• Condition: This symptom might occur when session control is enabled on the AAA server and a 

RADIUS key is configured on device. 

RTD066507 
• Symptom: On an SR6616-X, the display device manuinfo fan command fails to be executed. 
• Condition: This symptom occurs when you execute the display device manuinfo fan command 

on an HSR6808. 

RTD066571 
• Symptom: When the security policy server is enabled on IMC and the device acts as the portal 

gateway, an iNode client passes security policy authentication and can access the network. 
After a certain time, the iNode client fails to pass security policy authentication and cannot 
access the network.  

• Condition: This symptom occurs when the security policy server is enabled on IMC and the 
device acts as the portal gateway. 

Resolved problems in CMW520-R3103P01 
RTD065718 

• Symptom: After portal authentication has run for one day, it stops working, and users can 
access the network without being authenticated. This problem might occur earlier if more traffic 
exists.   

• Condition: This symptom can be seen after portal authentication has run for one day or less. 

RTD066128 
• Symptom: After a distributed device MPU is rebooted or its line card is rebooted, logical 

interface cannot pass the IPSec negotiation.  
• Condition: This symptom might occur after MPU or line card rebooted, and the IPSEC is 

configured on the logical interface. 

RTD065758 
• Symptom: The port rate displayed on the network management software is not correct. 
• Condition: This symptom occurs if the virtual-baudrate is not the default value on the router that 

functions as a DTE device. 

Resolved problems in CMW520-R3103 
None. 
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Support and other resources 
Accessing Hewlett Packard Enterprise Support 

• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website: 
www.hpe.com/assistance  

• To access documentation and support services, go to the Hewlett Packard Enterprise Support 
Center website: 
www.hpe.com/support/hpesc  

Information to collect: 
• Technical support registration number (if applicable). 
• Product name, model or version, and serial number. 
• Operating system name and version. 
• Firmware version. 
• Error messages. 
• Product-specific reports and logs. 
• Add-on products or components. 
• Third-party products or components. 

Documents 
To find related documents, see the Hewlett Packard Enterprise Support Center website at 
http://www.hpe.com/support/hpesc. 
• Enter your product name or number and click Go. If necessary, select your product from the 

resulting list. 
• For a complete list of acronyms and their definitions, see HPE FlexNetwork technology 

acronyms. 

Related documents 
The following documents provide related information: 
• HPE 6600/HSR6600/HSR6800 Router Series Fundamentals Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Interface Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - LAN Switching Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - WAN Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Services Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Routing Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series IP Multicast Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series MPLS Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series ACL and QoS Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Security Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series High Availability Configuration Guide 

http://www.hpe.com/assistance
http://www.hpe.com/support/hpesc
http://www.hpe.com/support/hpesc
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• HPE 6600/HSR6600/HSR6800 Router Series Network Management and Monitoring 
Configuration Guide 

• HPE 6600/HSR6600/HSR6800 Router Series OAA Configuration Guide 
• HPE 6600/HSR6600/HSR6800 Router Series Fundamentals Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Interface Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - LAN Switching Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 2 - WAN Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Services Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Layer 3 - IP Routing Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series IP Multicast Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series MPLS Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series ACL and QoS Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Security Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series High Availability Command Reference 
• HPE 6600/HSR6600/HSR6800 Router Series Network Management and Monitoring Command 

Reference 
• HPE 6600/HSR6600/HSR6800 Router Series OAA Command Reference 

Documentation feedback 
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help 
us improve the documentation, send any errors, suggestions, or comments to Documentation 
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document title, 
part number, edition, and publication date located on the front cover of the document. For online help 
content, include the product name, product version, help edition, and publication date located on the 
legal notices page. 
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Appendix A Feature list  
Hardware features 

Table 8 hardware features 

Item HPE 
HSR6802(JG361A) 

HPE 
HSR6804(JG362A) 

HPE 
HSR6808(JG363A) 

Chassis Standard 19-inch rack with a distributed processing architecture 

MPU slots  2 (RSE-X2)  2 (RSE-X2)  2 (RSE-X2)  

SFE slots N/A N/A 1 (SFE-X1)  

Line card slots 2 4 8 

Interface 
module 
slots 

HIM 4 8 16 

MIM 8 16 32 

Fixed GE 

2 GE Combo (Per FIP-600)  

2 GE Combo (Per FIP-210)  

2 GE Combo (Per FIP-110)  

Console 1 

AUX  1 

Management 
Ethernet 1 

USB  1 

CF 2 (one embedded; one optional)  

Switching capacity 1.024 Tbps 1.024 Tbps 2.048 Tbps 

IP performance 120 Mpps 240 Mpps 420 Mpps 

Power supply 

AC/DC; 1+1 redundancy AC/DC; 1+1 redundancy 

AC/DC; up to 4 power 
modules that support 
multiple redundant 
modes 

AC input: 100 V to 240 V; 50/60 Hz 
DC input: -40 V to -60V 

Max power 
consumption 521W 851W 1816W 

Dimensions (H x W x 
D)  

220 × 436 × 480 mm 
(8.66  × 17.2 × 18.9 in.) 

308 × 436 × 480 mm 
(12.1 × 17.2 × 18.7  in.) 

886 × 436 × 480 (34.88 × 
18.9 × 17.17 in.) 

Weight (full 
configuration) 39.1kg(86.2 lb) 50.8kg(111.99 lb) 101.95kg(224.76 lb) 

Operating 
temperature 0 °C to 45 °C (32 °F to 113 °F) 

Operating humidity 5% to 95%, noncondensing 

Altitude -60 m to 4 km (–196.85 ft to +13123.36 ft) 
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Table 9 hardware features-Supported module 

Item Module 

Supported module 

JC166B HP A6600 FIP-110 Flexible Interface Platform Module  
JC167B HP A6600 FIP-210 Flexible Interface Platform Module 
JG360A HP HSR6800 FIP-600 Flexible Interface Platform Router Module 
JC567A HP A6600 48-port Gig-T Service Aggregation Platform Module 
JC568A HP A6600 24-port GbE SFP Service Aggregation Platform Module 
JG556A HP 6600 48-port GbE SFP Service Aggregation Platform Module 
JG366A HP HSR6800 4-port 10GbE SFP+ Service Aggregation Platform Router 
Module 
JG365A HP HSR6808 SFE-X1 Switch Fabric Engine Router Module 
JC163A HP A6600 4-port Gig-T HIM Module 
JC164A HP A6600 8-port Gig-T HIM Module 
JC171A HP A6600 4-port GbE SFP HIM Module 
JC174A HP A6600 8-port GbE SFP HIM Module 
JC575A HP A6600 8-port 10/100Base-T HIM Module 
JC168A HP A6600 1-port 10-GbE XFP HIM Module 
JC169A HP A6600 2-port OC-3/STM-1 (E3/T3) CPOS SFP HIM Module 
JC170A HP A6600 1-port OC-3/STM-1 (E3/T3) CPOS SFP HIM Module 
JC161A HP A6600 1-port OC-3/STM-1 (E1/T1) CPOS SFP HIM Module 
JC162A HP A6600 2-port OC-3/STM-1 (E1/T1) CPOS SFP HIM Module 
JC494A HP A6600 1-port OC-48c/STM-16c POS/CPOS SFP HIM Module 
JC172A HP A6600 4-port OC-3c/STM-1c or 2-port OC-12c/STM-4c POS SFP 
HIM Module 
JC173A HP A6600 2-port OC-3c/STM-1c or 1-port OC-12c/STM-4c POS SFP 
HIM Module 
JC576A HP A6600 2-port OC-48c/STM-16c RPR SFP HIM Module 
JC495A HP A6600 2-port OC-3c/STM-1c ATM SFP HIM Module 
JC175A HP A6600 1-port OC-3c/STM-1c ATM SFP HIM Module 

 

Software features 
Table 10 Software features 

Category Description 

Layer 2 protocol 

Dynamic and static ARP, Proxy ARP, ARP for multicast, Gratuitous ARP 
ND 
Ethernet, Support Ethernet II, SNAP, MPLS, 802.1Q, sub-interface VLAN 
VLAN/Voice VLAN/Super VLAN/VLAN Mapping 
IEEE802.3ad  LACP Layer 2 aggregation 
HDLC 
FR, MFR, FRF12 fragment, FR switching 
PPP, Hardware MP in CL2P/CL1P, and software MP in other modules 
PPPoE server 
ATM: IPoA, PPPoA server, IPoEoA, PPPoEoA server 
QinQ termination, Flexible QinQ 
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Category Description 
Port isolation 
DLDP/LLDP for Layer 3 interfaces 
Layer-2 protocol tunnel (BPDU tunnel) 
GARP/GVRP 
STP/RSTP/MSTP 
Broadcast storm suppression 
Port mirroring  
RPR 

IP services 

TCP, UDP, IP Option, IP unnumbered 
Policy routing 
Layer-3 interface binding 
POS interface binding 

IP routing 

Static routing 
Dynamic routing protocols: RIPv1/v2, OSPFv2, BGP, and IS-IS 
Route recursion 
Routing policy 
ECMP 
UCMP 
BGP GTSM 
ISIS MTR 

IPv4 multicast 

IGMPv1/v2/v3 
IGMP Snooping 
PIM-DM, PIM-SM, PIM-SSM 
MSDP 
MBGP 
Multicast static route 
Host tracking 

Network protocols  

DHCP server/relay/client 
DNS client 
NTP server/client 
Telnet server/client 
TFTP client 
FTP server/client 
UDP helper 

IPv6 

Basic functions: IPv6 ND, IPv6 PMTU, dual-stack forwarding, IPv6 ACL, DHCPv6 
server/proxy 
IPv6 tunnel: manually configured IPv6 tunnel, IPv6-over-IPv4, GRE tunnel, automatic 
IPv6 over IPv4 tunnel, 6to4 tunnel, ISATAP tunnel, 6PE 
6VPE (IPv6 MPLS L3VPN) 
NATPT 
NAT64 
Static routing 
Dynamic routing protocols: RIPng, OSPFv3, IS-ISv6, BGP4+ 
IPv6 multicast protocols: MLDv1/v2, PIM6-DM, PIM6-SM, PIM6-SSM 

QoS Traffic classification: based on port, MAC address, IP address, IP priority, DSCP 
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Category Description 
priority, TCP/UDP port number, and protocol type 
Traffic policing: CAR rate limiting, granularity configurable 
Rate limiting based on source/destination address (supporting subnet-based rate 
limiting) 
GTS 
Priority mark/remark 
Queue scheduling mechanism: FIFO, PQ, CQ, WFQ, RTPQ, CBWFQ 
Congestion avoidance algorithms: Tail-Drop, WRED  
LR 
MPLS QoS 
IPv6 QoS 
H-QoS 
QPPB 

Security 

ACL 
ACL acceleration 
Time-based access control 
Packet filter firewall 
ASPF 
TCP attack prevention on local host 
Control panel rate limiting 
Virtual defragment reassembly 
URPF 
Web filtering 
Hierarchical user management and password protection 
AAA 
RADIUS  
TACACS 
Portal authentication (supporting collaboration with EAD, portal authentication bypass) 
802.1x authentication 
MAC address authentication 
PKI 
SSH 1.5/2.0 
RSA 
IPSec, IPSec for VPNs, IKE 
BGP/BGP4+ support for GTSM 
Password control 
Attack detection and protection 

IP features 

NAT, NAT for VPNs, VPN NAT, NAT session log, NAT Server (supporting load sharing) 
Connection limit 
GRE tunnel (supporting point to multi-point applications) 
IPSec tunnel and IPSec multiple instances 
L2TP tunnel 
NetStream (supporting v5/v8/v9 packet frames; supporting IPv4, IPv6 and MPLS 
packets)  
sFlow (only supported by SAP-48GBE/24GBP/48GBP/4EXP) 
ADVPN（Auto Discovery VPN） 
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Category Description 

MPLS 

L3VPN: Inter-domain MPLS VPN (Option1/2/3), nested MPLS VPN, Hierarchy PE 
(HoPE), CE dual homing, MCE, multi-role host 
L2VPN: VPLS(Not supported on FIP-600), Martini, Kompella, CCC, and SVC 
VPLS/H-VPLS 
MPLS TE, RSVP TE 
Multicast VPN 

Availability 

VRRP /VRRP v3  
VRRP load balancing mode 
VRRPE 
MPLS TE FRR (Fast ReRoute) 
IP FRR: static routing/policy-based routing/RIP/IS-IS/OSPF 
NSR: ISIS/LDP/BGP/OSPF 
IGP fast routing convergence 
BFD for static routing/RIP/OSPF/ISIS/BGP/VRRP/TE FRR/IPv6 
NQA, supporting collaboration with VRRP, policy routing, and static routing 
GR for OSPF/BGP/IS-IS/ LDP/RSVP 
RRPP 
Ethernet OAM 
In-service hotfix 

SR6602 supports hot-swapping of interface cards 
SR66002-X1/SR6602-X2 supports hot-swapping of  LPU, Power module, and fan tray 
SR6604/SR6608/SR6616 supports active/standby switchover and hot-swapping of 
RPU, LPU, Power module, and fan tray 

Management & 
maintenance 

Configuration at the CLI 
Configuration through the console port 
Telnet for configuration and remote maintenance through Ethernet port 
Dialing up for configuration and remote maintenance via Modem through AUX port 
SNMP v1/v2c/v3 
RMON (group 1, 2, 3 and 9 MIB) 
System logs 
Hierarchical alarms 
Ping and Tracert 
Fan status detection, maintenance, and alarming 
Power supply status detection, maintenance, and alarming 
CF card status detection and maintenance 
Temperature detection and alarming 

File systems 

FAT format 
CF card 
USB storage device 
Dual image 

Uploading/upgradi
ng 

Loading/upgrading through the XModem protocol 
Loading/upgrading through FTP, and TFTP 
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Appendix B Upgrading software  
This section describes how to upgrade system software while the router is operating normally or 
when the router cannot correctly start up.  

System software file types 
System software images are in .bin format (for example, main.bin) and run at startup. You can set a 
system software image as a main, backup, or secure image.  

At startup, the router always attempts to boot first with the main system software image. If the 
attempt fails, for example, because the image file is corrupted, the router tries to boot with the 
backup system software image. If the attempt still fails, the router tries to boot with the secure system 
software image. If all attempts fail, the router displays a failure message.  

Upgrade methods 
You can upgrade system software by using one of the following methods:  
 

Upgrade method Remarks 

Upgrading from the CLI 
You must reboot the router to complete the upgrade.  
This method can interrupt ongoing network services. 

Upgrading from the BootWare menu Use this method when the router cannot correctly start up.  
 

Preparing for the upgrade 
Before you upgrade system software, complete the following tasks:  
• Set up the upgrade environment as shown in Table 11. 
• Configure routes to make sure that the router and the file server can reach each other.  
• Run a TFTP or FTP server on the file server.  
• Log in to the CLI of the router through the console port.  
• Copy the upgrade file to the file server and correctly set the working directory on the TFTP or 

FTP server.  
• Make sure that the upgrade has minimal impact on the network services. During the upgrade, 

the router cannot provide any services. 
 

 IMPORTANT: 
In the BootWare menu, if you choose to download files over Ethernet, the Ethernet port must be 
M-GE0/0/0 on an HSR6802, 6804 or 6808. 
 

Model Storage media Path 

HSR6802/6804/6808 CF Card Cfa0:/ 
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Figure 1 Set up the upgrade environment 

 
 

Upgrading from the CLI 
You can use the TFTP or FTP commands on the router to access the TFTP or FTP server to back up 
or download files.  

Using TFTP to upgrade software 
This section describes how to upgrade system software by using TFTP.  

Backing up the running system software image and configuration file 
1. Perform the save command in any view to save the current configuration.  

<Sysname> save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[cfa0:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y 

 Validating file. Please wait.... 

 Configuration is saved to device successfully. 

<Sysname> 

2. Perform the dir command in user view to identify the system software image and configuration 
file names and verify that the CF card has sufficient space for the new system software image. 
Directory of cfa0:/                                                              

                                                                                 

   0     drw-         -  Feb 18 2009 10:40:40   logfile                          

   1     -rw-  17262936  Aug 28 2012 17:08:50   backup.bin                       

   2     -rw-      3910  Nov 29 2012 13:45:50   system.xml                       

   3     drw-         -  Sep 26 2010 11:42:34   domain1                          

   4     -rw-     41950  Aug 21 2007 15:02:06   default.diag                     

   5     -rw-      1245  Nov 29 2012 13:45:52   startup.cfg                      

   6    -rw-  19386224  May 07 2011 11:21:38   main.bin                         
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   7    -rw-       108  Mar 31 2012 16:25:50   patchstate                       

   8    drw-         -  Aug 28 2012 17:04:30   seclog                           

                                                                                 

36696 KB total (725624 KB free)                                                 

                                                                                 

File system type of cfa0: FAT16                                                  

 

<Sysname> 

This example uses the default system software image file name main.bin and the default 
configuration file name startup.cfg.  

3. Perform the tftp put command in user view to upload the main.bin file to the TFTP server.  
<Sysname> tftp 192.168.1.2 put main.bin 

 

  File will be transferred in binary mode 

  Sending file to remote TFTP server. Please wait... \ 

  TFTP: 19386224 bytes sent in 70 second(s). 

  File uploaded successfully. 

 

<Sysname> 

4. Perform the tftp put command in user view to upload the startup.cfg file to the TFTP server.  
<Sysname> tftp 192.168.1.2 put startup.cfg 

  File will be transferred in binary mode 

  Sending file to remote TFTP server. Please wait... \ 

  TFTP:     1245 bytes sent in 0 second(s). 

  File uploaded successfully. 

                                                                      

<Sysname> 

Upgrading the system software 
1. Perform the tftp get command in user view to download the system software image file, for 

example,  HSR6800-CMW520-R3303P25.bin to the CF card on the router. 
<Sysname> tftp 192.168.1.2 get HSR6800-CMW520-R3303P25.bin 

 

  File will be transferred in binary mode 

  Downloading file from remote TFTP server, please wait...| 

  TFTP: 17404928 bytes received in 38 second(s) 

  File downloaded successfully. 

 

<Sysname> 

2. Perform the boot-loader command in user view to load the file 
HSR6800-CMW520-R3303P25.bin and specify the file as the main image file at the next 
reboot.  
<Sysname> boot-loader file HSR6800-CMW520-R3303P25.bin main 

  This command will set the boot file. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
0! 

<Sysname> 

3. Perform the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 
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 The boot file used at this reboot:cfa0:/main.bin attribute: main 

 The boot file used next time:cfa0:/HSR6800-CMW520-R3303P25.bin attribute: main   

 The boot file used next time:cfa0:/HSR6800.bin attribute: backup               

 Failed to get the secure boot file used next time!    

<Sysname> 

4. Perform the reboot command in user view to reboot the router. 
<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

#Nov 28 15:38:59:822 2012 HSR6800 DEVM/1/REBOOT:                                  

 Reboot device by command.                                                       

                                                                                 

%Nov 28 15:38:59:822 2012 HSR6800 DEVM/5/SYSTEM_REBOOT: System is rebooting now. 

System is starting...  

5. After the reboot is complete, perform the display version command to verify that the system 
software image is correct.  
<Sysname>display version 

HPE Comware Platform Software 

Comware Software, Version 5.20.106, Release 3303P25 

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

HPE HSR6802 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 

Slot 0: RSE-X2 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 CPU type: FREESCALE P2020 1000MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Basic     Logic Version: 1.0 

 Extend    Logic Version: 1.0 

 Basic  BootWare Version: 1.04 

 Extend BootWare Version: 1.04 

 [FIXED  PORT] CON              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] AUX              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] MGE0/0/0         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 

Slot 2: FIP-600 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: FREESCALE P4080 1500MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Logic           Version: 139.0 

 Basic  BootWare Version: 1.09 

 Extend BootWare Version: 1.09 

 [FIXED  PORT] GE2/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE2/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 
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 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-8GBE         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)2.0 

 

Slot 3: FIP-210 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: RMI XLR732 1000MHz 

 2048M bytes DDR2 SDRAM Memory 

 4M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.C 

 Logic           Version: 2.0 

 Basic  BootWare Version: 1.07 

 Extend BootWare Version: 1.07 

 [FIXED  PORT] GE3/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE3/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-CL2P(E)      (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

Using FTP to upgrade software 
This section describes how to upgrade system software by using FTP. 

Backing up the running system software image and configuration file 
1. Perform the save command in any view to save the current configuration.  

<Sysname> save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[cfa0:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y 

 Validating file. Please wait.... 

 Configuration is saved to device successfully. 

<Sysname> 

2. Perform the dir command in user view to identify the system software image and configuration 
file names and verify that the CF card has sufficient space for the new system software image. 
<Sysname> dir 

Directory of cfa0:/ 

                                                                                 

   0     drw-         -  Feb 18 2009 10:40:40   logfile                          

   1     -rw-  17262936  Aug 28 2012 17:08:50   HSR6800-CMW520-R3103.bin            

   2     -rw-      3910  Nov 29 2012 13:45:50   system.xml                       

   3     drw-         -  Sep 26 2010 11:42:34   domain1                          

   4     -rw-     41950  Aug 21 2007 15:02:06   default.diag                     

   5     -rw-      1245  Nov 29 2012 13:45:52   startup.cfg                      

   6     -rw-  19386224  May 07 2011 11:21:38   main.bin                         

   7    -rw-       108  Mar 31 2012 16:25:50   patchstate                       

   8    drw-         -  Aug 28 2012 17:04:30   seclog                           

                                                                                 

36696 KB total (72564 KB free)                                                 

 

File system type of cfa0: FAT16 
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<Sysname> 

This example uses the default system software image file name main.bin and the default 
configuration file name startup.cfg.  

3. Perform the ftp command in user view to access the FTP server.  
<Sysname> ftp 192.168.1.2 

Trying 192.168.1.2 ... 

Press CTRL+K to abort 

Connected to 192.168.1.2. 

220 3Com 3CDaemon FTP Server Version 2.0 

User(192.168.1.100:(none)):user001 

331 User name ok, need password 

Password: 

230 User logged in 

 

4. Perform the put command in FTP client view to upload the main.bin file to the FTP server.  
[ftp] put main.bin                                                           

227 Entering passive mode (192,168,1,2,16,64)                                  

125 Using existing data connection                                               

226 Closing data connection; File transfer successful.                           

FTP: 19386224 byte(s) sent in 21.363 second(s), 1116.00Kbyte(s)/sec.             

                                                                                 

[ftp] 

5. Perform the put command in FTP client view to upload the startup.cfg file to the FTP server.  
[ftp] put startup.cfg                                                             

227 Entering passive mode (192,168,1,2,16,70)                                  

125 Using existing data connection                                               

226 Closing data connection; File transfer successful.                           

FTP: 1245 byte(s) sent in 0.142 second(s), 11.00Kbyte(s)/sec.                    

                                                                                 

[ftp] 

Upgrading the system software 
1. Perform the get command in FTP client view to download the system software image file 

HSR6800-CMW520-R3303P25.bin to the CF card on the router. 
[ftp] get HSR6800-CMW520-R3103.bin 

 

227 Entering passive mode (192,168,1,2,16,71)                                 

125 Using existing data connection                                               

226 Closing data connection; File transfer successful.                           

FTP: 17404928 byte(s) received in 35.685 second(s), 487.00K byte(s)/sec.          

                             

[ftp] 

2. Perform the quit command in FTP client view to return to user view. 
[ftp]quit 

221 Service closing control connection 

 

<Sysname> 
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3. Perform the boot-loader command in user view to load the file 
HSR6800-CMW520-R3303P25.bin and specify the file as the main image file at the next 
reboot.  
<Sysname> boot-loader file HSR6800-CMW520-R3103.bin main 

  This command will set the boot file. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
0! 

<Sysname> 

4. Perform the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 

 The boot file used at this reboot:cfa0:/main.bin attribute: main 

 The boot file used next time:cfa0:/HSR6800-CMW520-R3303P25.bin attribute: main   

 The boot file used next time:cfa0:/HSR6800.bin attribute: backup               

 Failed to get the secure boot file used next time!    

<Sysname> 

5. Perform the reboot command in user view to reboot the router. 
<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

#Nov 29 15:38:59:822 2012 HSR6800 DEVM/1/REBOOT:                                  

 Reboot device by command.                                                       

                                                                                 

%Nov 28 15:03:10:897 2012 HSR6800 DEVM/5/SYSTEM_REBOOT: System is rebooting now. 

System is starting...   

6. After the reboot is complete, perform the display version command to verify that the system 
software image is correct.  
<Sysname>display version 

HPE Comware Platform Software 

Comware Software, Version 5.20.106, Release 3303P25 

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

HPE HSR6802 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 

Slot 0: RSE-X2 uptime is 0 week, 0 day, 1 hour, 5 minutes 

 CPU type: FREESCALE P2020 1000MHz 

 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Basic     Logic Version: 1.0 

 Extend    Logic Version: 1.0 

 Basic  BootWare Version: 1.04 

 Extend BootWare Version: 1.04 

 [FIXED  PORT] CON              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] AUX              (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] MGE0/0/0         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

 

Slot 2: FIP-600 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: FREESCALE P4080 1500MHz 
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 4096M bytes DDR3 SDRAM Memory 

 8M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.B 

 Logic           Version: 139.0 

 Basic  BootWare Version: 1.09 

 Extend BootWare Version: 1.09 

 [FIXED  PORT] GE2/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE2/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-8GBE         (Hardware)Ver.B,   (Driver)1.0,   (Cpld)2.0 

 

Slot 3: FIP-210 uptime is 0 week, 0 day, 1 hour, 4 minutes 

 CPU type: RMI XLR732 1000MHz 

 2048M bytes DDR2 SDRAM Memory 

 4M bytes Flash Memory 

 128K bytes NVRAM 

 PCB             Version: Ver.C 

 Logic           Version: 2.0 

 Basic  BootWare Version: 1.07 

 Extend BootWare Version: 1.07 

 [FIXED  PORT] GE3/0/0          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [FIXED  PORT] GE3/0/1          (Hardware)Ver.A,   (Driver)1.0,   (Cpld)1.0 

 [SUBSLOT   1] The SubCard is not present 

 [SUBSLOT   2] HIM-CL2P(E)      (Hardware)Ver.B,   (Driver)1.0,   (Cpld)1.0 

  

<Sysname> 

Upgrading from the BootWare menu 
You can use the following methods to upgrade software from the BootWare menu:  
• Using TFTP/FTP to upgrade software through an Ethernet port 
• Using XMODEM to upgrade software through the console port 
 

 TIP: 
Upgrading through an Ethernet port is faster than through the console port.  
 

Accessing the BootWare menu 
1. Power on the router (for example, an HSR6804 router), and you can see the following 

information: 
System is starting...                                                            

Ctrl+F: Format File System                                                       

Ctrl+C: Displ0                                                                   

System is starting...                                                            

Press Ctrl+D to access BASIC-BOOTWARE MENU                                       

Press Ctrl+T to start memory test                                                
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Booting Normal Extend BootWare........                                           

The Extend BootWare is self-decompressing......................Done!             

                                                                                 

****************************************************************************     

*                                                                          *     

*                   HPE Router BootWare, Version 1.06                      *     

*                                                                          *     

****************************************************************************     

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

                                                                                 

Compiled Date       : Nov  6 2015                                                

CPU Type            : P2020                                                      

CPU L1 Cache        : 32KB                                                       

CPU Clock Speed     : 1000MHz                                                    

Memory Type         : DDR3 SDRAM                                                 

Memory Size         : 4096MB                                                     

Memory Speed        : 667MHz                                                     

Flash Size          : 8MB                                                        

cfa0 Size           : 999MB                                                      

NVRAM Size          : 128KB                                                      

BASIC CPLD Version  : 2.0                                                        

EXTEND CPLD Version : 2.0                                                        

PCB Version         : Ver.B                                                                     

                                                                                 

                                                                                 

BootWare Validating...                                                           

Backup Extend BootWare is newer than Normal Extend BootWare,Update? [Y/N]        

Press Ctrl+B to enter extended boot menu...   

2. Press Ctrl + B within three seconds after the "Press Ctrl+B to enter extended boot menu..." 
prompt message appears. 
BootWare password: Not required. Please press Enter to continue.   

3. Press Enter. 
Password recovery capability is enabled. 

Note: The current operating device is cfa0 

Enter < Storage Device Operation > to select device. 

 

==========================<EXTEND-BOOTWARE MENU>========================== 

|<1> Boot System                                                           | 

|<2> Enter Serial SubMenu                                                  | 

|<3> Enter Ethernet SubMenu                                                | 

|<4> File Control                                                          | 

|<5> Modify BootWare Password                                              | 

|<6> Skip Current System Configuration                                     | 

|<7> BootWare Operation Menu                                               | 

|<8> Clear Super Password                                                  | 

|<9> Storage Device Operation                                              | 

|<0> Reboot                                                                | 

========================================================================== 
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Enter your choice(0-9): 

Table 11 BootWare menu options 

Item Description 
<1> Boot System Boot the system software image.  

<2> Enter Serial SubMenu 
Access the Serial submenu (see Table 14 ) for upgrading 
system software through the console port or changing the 
serial port settings.  

<3> Enter Ethernet SubMenu 
Access the Ethernet submenu (see Table 12) for upgrading 
system software through an Ethernet port or changing 
Ethernet settings.  

<4> File Control Access the File Control submenu (see Table 15) to retrieve 
and manage the files stored on the router. 

<5> Restore to Factory Default 
Configuration 

Dealing with password loss when password recovery 
capability is disabled.    

<6> Skip Current System Configuration 

Start the router with the factory default configuration. This 
is a one-time operation and does not take effect at the next 
reboot. You use this option when you forget the console 
login password. 

<7> BootWare Operation Menu 

Access the BootWare Operation menu for backing up, 
restoring, or upgrading BootWare. When you upgrade the 
system software image, BootWare is automatically 
upgraded. HPE does not recommend upgrading BootWare 
separately. This document does not cover using the 
BootWare Operation menu.  

<8> Clear Super Password 

Clear all super passwords used for switching to higher user 
privilege levels.  
By default, no super password is required for switching to a 
higher user privilege level.  

<9> Storage Device Operation Access the Storage Device Operation menu to manage 
storage devices. Using this option is beyond this chapter.  

<0> Reboot Restart the router. 
 

Using TFTP/FTP to upgrade software through an Ethernet 
port 

1. Enter 3 in the BootWare menu to access the Ethernet submenu.  
=========================<Enter Ethernet SubMenu>========================= 

|Note:the operating device is cfa0                                         | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Ethernet Parameter                                             | 

|<0> Exit To Main Menu                                                     | 

|<Ensure The Parameter Be Modified Before Downloading!>                    | 

========================================================================== 

Enter your choice(0-5): 
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Table 12 Ethernet submenu options 

Item Description 
<1> Download Application Program To SDRAM 
And Run 

Download a system software image to the 
SDRAM and run the image. 

<2> Update Main Application File Upgrade the main system software image.  

<3> Update Backup Application File Upgrade the backup system software image.  

<4> Update Secure Application File Upgrade the secure system software image.  

<5> Modify Ethernet Parameter Modify network settings. 

<0> Exit To Main Menu Return to the BootWare menu. 
 

2. Enter 5 to configure the network settings.  
=========================<ETHERNET PARAMETER SET>========================= 

|Note:       '.' = Clear field.                                            | 

|            '-' = Go to previous field.                                   | 

|          Ctrl+D = Quit.                                                  | 

========================================================================== 

Protocol (FTP or TFTP) :tftp 

Load File Name         :main.bin 

                       : 

Target File Name       :main.bin 

                       : 

Server IP Address      :192.168.1.2 

Local IP Address       :192.168.1.1 

Gateway IP Address     :0.0.0.0 

FTP User Name          :user 

FTP User Password      :password 

Table 13 Network parameter fields and shortcut keys 

Field Description 
'.' = Clear field  Press a dot (.) and then Enter to clear the setting for a field.  

'-' = Go to previous field Press a hyphen (-) and then Enter to return to the previous field.  

Ctrl+D = Quit Press Ctrl + D to exit the Ethernet Parameter Set menu.  

Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 

Load File Name Set the name of the file to be downloaded.  

Target File Name Set a file name for saving the file on the router. By default, the 
target file name is the same as the source file name.  

Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be 
set, use a colon (:) to separate the mask length from the IP 
address. For example, 192.168.1.2:24. 

Local IP Address Set the IP address of the router.  

Gateway IP Address Set a gateway IP address if the router is on a different network 
than the server.  

FTP User Name 
Set the username for accessing the FTP server. This username 
must be the same as configured on the FTP server. This field is 
not available for TFTP.  



51 

Field Description 

FTP User Password 
Set the password for accessing the FTP server. This password 
must be the same as configured on the FTP server. This field is 
not available for TFTP.  

 

3. Select an option in the Ethernet submenu to upgrade a system software image. For example, 
enter 2 to upgrade the main system software image.  
Loading..................................................................... 

............................................................................ 

.........................Done! 

17404928 bytes downloaded! 

Updating File cfa0:/main.bin............................................... 

....................................................Done! 

==========================<Enter Ethernet SubMenu>========================== 

|Note:the operating device is cfa0                                        | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Ethernet Parameter                                             | 

|<0> Exit To Main Menu                                                     | 

|<Ensure The Parameter Be Modified Before Downloading!>                    | 

============================================================================ 

Enter your choice(0-5): 

4. Enter 0 to return to the BootWare menu or 1 to boot the system. 

Using XMODEM to upgrade software through the console 
port 

1. Enter 2 in the BootWare menu to access the Serial submenu.  
===========================<Enter Serial SubMenu>=========================== 

|Note:the operating device is cfa0                                        | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Serial Interface Parameter                                     | 

|<0> Exit To Main Menu                                                     | 

============================================================================ 

Enter your choice(0-5): 

Table 14 Serial submenu options 

Item Description 
<1> Download Application Program To SDRAM 
And Run 

Download an application to SDRAM through the 
serial port and run the program. 

<2> Update Main Application File Upgrade the main system software image.  

<3> Update Backup Application File Upgrade the backup system software image.  
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Item Description 
<4> Update Secure Application File Upgrade the secure system software image.  

<5> Modify Serial Interface Parameter Modify serial port parameters 

<0> Exit To Main Menu Return to the BootWare menu. 

 

2. Select an appropriate baud rate for the console port. For example, enter 5 to select 115200 bps. 
===============================<BAUDRATE SET>=============================== 

|Note:'*'indicates the current baudrate                                    | 

|     Change The HyperTerminal's Baudrate Accordingly                      | 

|---------------------------<Baudrate Available>---------------------------| 

|<1> 9600(Default)*                                                        | 

|<2> 19200                                                                 | 

|<3> 38400                                                                 | 

|<4> 57600                                                                 | 

|<5> 115200                                                                | 

|<0> Exit                                                                  | 

============================================================================ 

Enter your choice(0-5):5 

The following messages appear: 
Baudrate has been changed to 115200 bps. 

Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 
 

 NOTE: 
Typically the size of a .bin file is over 10 MB. Even at 115200 bps, the download takes about 30 
minutes.  

 

3. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 
router. 

Figure 2 Disconnect the terminal connection 

 
 

 NOTE: 
If the baud rate of the console port is 9600 bps, jump to step 9. 

 

4. Select File > Properties, and in the Properties dialog box, click Configure. 
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Figure 3 Properties dialog box 

 
 

5. Select 115200 from the Bits per second list and click OK.  

Figure 4 Modify the baud rate 
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6. Select Call > Call to reestablish the connection. 

Figure 5 Reestablish the connection 

 
 

7. Press Enter.  
The following menu appears:  
The current baudrate is 115200 bps 

===============================<BAUDRATE SET>=============================== 

|Note:'*'indicates the current baudrate                                    | 

|     Change The HyperTerminal's Baudrate Accordingly                      | 

|---------------------------<Baudrate Available>---------------------------| 

|<1> 9600(Default)                                                         | 

|<2> 19200                                                                 | 

|<3> 38400                                                                 | 

|<4> 57600                                                                 | 

|<5> 115200*                                                               | 

|<0> Exit                                                                  | 

============================================================================ 

Enter your choice(0-5): 

8. Enter 0 to return to the Serial submenu.  
===========================<Enter Serial SubMenu>=========================== 

|Note:the operating device is cfa0                                         | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Serial Interface Parameter                                     | 

|<0> Exit To Main Menu                                                     | 

============================================================================ 

Enter your choice(0-5): 

9. Select an option from options 2 to 4 to upgrade a system software image. For example, enter 2 
to upgrade the main system software image. 
Please Start To Transfer File, Press <Ctrl+C> To Exit. 

Waiting ...CCCCC 

10. Select Transfer > Send File in the HyperTerminal window.  

Figure 6 Transfer menu 
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11. In the dialog box that appears, click Browse to select the source file, and select Xmodem from 
the Protocol list. 

Figure 7 File transmission dialog box 

 
 

12. Click Send. The following dialog box appears: 

Figure 8 File transfer progress 

 
 

13. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to 
return to the BootWare menu.  
Download successfully! 

17404928 bytes downloaded! 

Input the File Name:main.bin 

Updating File cfa0:/main.bin.............................................. 

.....................................................Done! 

 

===========================<Enter Serial SubMenu>=========================== 

|Note:the operating device is cfa0                                        | 

|<1> Download Application Program To SDRAM And Run                         | 

|<2> Update Main Application File                                          | 

|<3> Update Backup Application File                                        | 

|<4> Update Secure Application File                                        | 

|<5> Modify Serial Interface Parameter                                     | 
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|<0> Exit To Main Menu                                                     | 

============================================================================ 

Enter your choice(0-5): 

14. Enter 1 in the BootWare menu to boot the system. 
15. If you are using a download rate other than 9600 bps, change the baud rate of the terminal to 

9600 bps. If the baud rate has been set to 9600 bps, skip this step.  

Managing files from the BootWare menu 
To change the type of a system software image, retrieve files, or delete files, enter 4 in the BootWare 
menu.  

The File Control submenu appears:  
==============================<File CONTROL>============================== 

|Note:the operating device is cfa0                                       | 

|<1> Display All File(s)                                                 | 

|<2> Set Application File type                                           | 

|<3> Set Configuration File type                                         | 

|<4> Delete File                                                         | 

|<0> Exit To Main Menu                                                   | 

========================================================================== 

Enter your choice(0-4): 

Table 15 File Control submenu options 

Item Description 
<1> Display All File Display all files. 

<2> Set Application File type Change the type of a system software image. 

<3> Set Configuration File type Change the type of a configuration file. 

<4> Delete File Delete files. 

<0> Exit To Main Menu Return to the BootWare menu. 
 

Displaying all files 
To display all files, enter 1 in the File Control submenu: 
Display all file(s) in cfa0: 

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

============================================================================ 

|NO. Size(B)   Time                 Type   Name                            | 

|1   3910      Nov/29/2012 13:45:50 N/A    cfa0:/system.xml                | 

|2   389736    Jul/13/2007 14:46:38 N/A    cfa0:/HSR6800.bin                 | 

|3   41950     Aug/21/2007 15:02:06 N/A    cfa0:/default.diag              | 

|4   1245      Nov/29/2012 13:45:52 N/A    cfa0:/startup.cfg               | 

|5   17404928  May/07/2011 11:21:38 M      cfa0:/main.bin                  | 

============================================================================ 
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Changing the type of a system software image 
System software image file attributes include main (M), backup (B), and secure (S). You can store 
only one main image, one backup image, and one secure image on the router. A system software 
image can have any combination of the M, B, and S attributes. If the file attribute you are assigning 
has been assigned to an image, the assignment removes the attribute from that image. The image is 
marked as N/A if it has only that attribute.  

For example, the file main.bin has the M attribute and the file update.bin has the S attribute. After you 
assign the M attribute to update.bin, the type of update.bin changes to M+S and the type of main.bin 
changes to N/A.  
 

 NOTE: 
You cannot remove or assign the S attribute in the File Control submenu. 
 

To change the type of a system software image: 
1. Enter 2 in the File Control submenu. 

'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

========================================================================== 

|NO. Size(B)   Time                 Type   Name                          | 

|1   19386224  May/07/2011 11:21:38 M      cfa0:/main.bin                | 

|0   Exit                                                                | 

======================================================================== 

Enter file No: 

2. Enter the number of the file you are working with, and press Enter.  
Modify the file attribute: 

========================================================================== 

|<1> +Main                                                               | 

|<2> -Main                                                               | 

|<3> +Backup                                                             | 

|<4> -Backup                                                             | 

|<0> Exit                                                                | 

========================================================================== 

Enter your choice(0-4): 

3. Enter a number in the range of 1 to 4 to add or delete a file attribute for the file.  
Set the file attribute success! 

Deleting files 
When storage space is insufficient, you can delete obsolete files to free up storage space.  

To delete files: 
1. Enter 4 in the File Control submenu. 

Deleting the file in cfa0: 

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED 

============================================================================ 

|NO. Size(B)   Time                 Type   Name                            | 

|1   3910      Nov/29/2012 13:45:50 N/A    cfa0:/system.xml                | 

|2   389736    Jul/13/2007 14:46:38 N/A    cfa0:/HSR6800.bin                 | 

|3   41950     Aug/21/2007 15:02:06 N/A    cfa0:/default.diag              | 

|4   1245      Nov/29/2012 13:45:52 N/A    cfa0:/startup.cfg               | 
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|5   17404928  May/07/2011 11:21:38 M      cfa0:/main.bin                  | 

============================================================================ 

Enter file No: 

2. Enter the number of the file to delete.  
3. When the following prompt appears, enter Y. 

The file you selected is cfa0:/default.diag,Delete it? [Y/N]Y 

Deleting........Done! 

Updating Applications for the Standby MPU 
When the router is configured with two MPUs, you need to ensure that the main application files for 
the active and standby MPUs are of the same version. Otherwise, the standby MPU cannot normally 
start up. As a result, the active and standby MPUs cannot back up each other and file operations; 
hence high reliability of the device cannot be ensured. 

You can update the version of the main application file of the standby MPU to that of the active MPU 
through one of the following methods. Before updating the main application file for the standby MPU, 
make sure that the main application file is stored in the CF card of the active MPU, or you should 
download the main application file to the active MPU. For details, refer to procedures mentioned 
above. 

Method 1 
Follow these steps to fast update the application files for the standby MPU: 

To do… Use the command… Remarks 

Update the main application file 
for the standby MPU 

boot-loader update slot 
slot-number 

Required 
Use this command in user view. 

 

The preceding command corresponds to the following steps: 
1. Copy the main application file of the active MPU to the standby MPU. 
2. Specify the main application file on the standby MPU as the application file to be used at next 

startup. 
3. Reboot the standby MPU. 

This method is applicable no matter whether the main application files of the active and standby 
MPUs are of the same version. 
 

 NOTE: 
For detailed information about the boot-loader update slot slot-number command, refer to 
Software Upgrade Commands in the HPE 6600/HSR6600/HSR6800 Routers Fundamentals 
Command Reference. 
 

Method 2 
Restart the standby MPU and then update the main application file of the standby MPU through the 
main menu. For detailed steps, refer to Upgrading from the BootWare menu. 

Note that: If you do not know which file is the current main application file, upload the current main 
application file from the CF card of the active MPU to the file server through TFTP or FTP before 
updating the main application file for the standby MPU. 
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Method 3 
Use the tftp command to download the current main application file to the standby MPU, specify the 
file as the main application file, and reboot the standby MPU. Note that: 
• The main application files of the active and standby MPUs must have the same version. 
• If you do not know which file is the current main application file, upload the current main 

application file from the CF card of the active MPU to the file server through TFTP or FTP before 
updating the main application file for the standby MPU. 

The detailed steps are as follows: 
1. Use the dir command to view the application file to be updated on the active MPU:  

 If any, proceed with operation in Step 2; 
 If not, upload the application file to the active MPU through Xmodem, FTP, or TFTP. For 

details about uploading an application file, refer to the procedures mentioned above. 
2. Use the dir command to view the available space in the CF card on the standby MPU. Make 

sure there is enough space for the new application. 
3. Use the tftp command to download the application file from the server to the standby MPU: 

<HP> tftp 192.168.80.200 get main.bin slot1#cfa0,/main.bin 

 

 File will be transferred in binary mode 

 Downloading file from remote TFTP server, please wait...| 

 TFTP: 44836864 bytes received in 188 second(s) 

 File downloaded successfully. 

4. Specify the application file on the standby MPU to be used at next startup. 
<HP> boot-loader file slot1#cfa0:/main.bin slot 1 main 

  This command will set the boot file of the specified board. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
1! 

5. Use the display boot-loader [ slot slot-number ] command to view the application files to be 
used by the active and standby MPUs for booting the system. Make sure the application files 
are of the same version. 

6. After rebooting the standby MPU using the slave restart command in system view, use the 
display version command to view the current version of the application files. If the application 
files have the new version, you have succeeded in updating the application files on the standby 
MPU.  

7. Use the display device command to view the status of the active and standby MPUs. If both 
MPUs are in the normal status, the active and standby MPUs are normal. 
<HP> display device 

Slot No  Board type    Status       Primary    SubSlots 

 --------------------------------------------------------------------- 

 1        RSE-X2        Normal       Master     0 

 2        RSE-X2        Normal       Slave      0 

 3        FIP-110       Normal       N/A        4 

 4        FIP-210       Normal       N/A        2 

Method 4 
Use the copy command to copy the main application file of the active MPU to the standby MPU, 
specify the file as the main application file, and reboot the standby MPU. Note that when using this 



60 

method, make sure that the main application files of the active and standby MPUs are of the same 
version. 

The detailed steps are as follows: 
1. Use the dir command to view the application file to be updated on the active MPU:  
• If any, proceed with operation in Step 2; 
• If not, upload the application file to the active MPU through Xmodem, FTP, or TFTP. For details 

about uploading an application file, refer to the procedures mentioned above. 
2. Use the dir command to view the available space in the CF card on the standby MPU. Make 

sure there is enough space for the new application file. 
3. Use the copy command to copy the application file on the active MPU to the standby MPU: 

<HP> copy HSR6800-CMW520-R3303P25.bin slot1#cfa0:/ 

Copy cfa0:/HSR6800-CMW520-R3303P25.bin to slot1#cfa0:/ 
HSR6800-CMW520-R3303P25.bin?[Y/N]:y 

 

%Copy file cfa0:/HSR6800-CMW520-R3303P25.bin to 
slot1#cfa0:/HSR6800-CMW520-R3303P25.bin...Done. 

4. Specify the application file on the standby MPU to be used at next startup. 
<HP> boot-loader file slot1#cfa0:/HSR6800-CMW520-R3303P25.bin slot 1 main 

  This command will set the boot file of the specified board. Continue? [Y/N]:y 

  The specified file will be used as the main boot file at the next reboot on slot 
1! 

5. Use the display boot-loader [ slot slot-number ] command to view the application files to be 
used by the active and standby MPUs for booting the system. Make sure the application files 
are of the same version. 

6. After rebooting the standby MPU using the slave restart command in system view, use the 
display version command to view the current version of the application file. If the application 
file is of the new version, you have succeeded in updating the application files on the standby 
MPU.  

7. Use the display device command to view the status of the active and standby MPUs. 
If both MPUs are in the normal status, the active and standby MPUs are normal.  
<HP> display device 

Slot No.  Board type    Status       Primary    SubSlots 

 --------------------------------------------------------------------- 

 1         RSE-X2        Normal       Master     0 

 2         RSE-X2        Normal       Slave      0 

 3         FIP-110       Normal       N/A        4 

 4         FIP-210       Normal       N/A        2 

Handling software upgrade failures 
If a software upgrade fails, the system runs the old software version. To handle a software failure:  
1. Check the physical ports for a loose or incorrect connection.  
2. If you are using the console port for file transfer, check the HyperTerminal settings (including 

the baud rate and data bits) for any wrong setting.  
3. Check the file transfer settings:  

 If XMODEM is used, you must set the same baud rate for the terminal as for the console 
port.  

 If TFTP is used, you must enter the same server IP addresses, file name, and working 
directory as set on the TFTP server. 
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 If FTP is used, you must enter the same FTP server IP address, source file name, working 
directory, and FTP username and password as set on the FTP server. 

4. Check the FTP or TFTP server for any incorrect setting.  
5. Check that the storage device has sufficient space for the upgrade file.  
6. If the message “Something is wrong with the file” appears, check the file for file corruption.  

Dealing with password loss 
 

 CAUTION: 
Dealing with console login password loss and user privilege level password loss from BootWare 
menus is disruptive. 
 

How to deal with console login password loss and user privilege level password loss depends on the 
state of password recovery capability (see Figure 9). Password recovery capability controls console 
user access to the device configuration and SDRAM from BootWare menus. 
• If password recovery capability is enabled, a console user can access the device configuration 

without authentication and configure new passwords. 
• If password recovery capability is disabled, a console user must restore the factory-default 

configuration before configuring new passwords. Restoring the factory-default configuration 
deletes the main and backup next-startup configuration files. 

To enhance system security, disable password recovery capability. 

Figure 9 Dealing with password loss 

 
 

Examining the state of password recovery capability 
1. Reboot the router. 

System is starting...                                                            

Ctrl+F: Format File System                                                       

Ctrl+C: Displ0                                                                   

System is starting...                                                            

Enter 6 to skip 
console login authentication

Password recovery 
capability enabled?

Yes No

Save the running configuration

Enter 8 to clear 
user privilege level password

Reboot the router

Configure new passwords 
in system view

Enter 5 to restore the 
factory-default configuration

Password lost

Reboot the router to access 
EXTEND-BOOTWARE menu

Console login 
password lost

User privilege level 
password lost
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Press Ctrl+D to access BASIC-BOOTWARE MENU                                       

Press Ctrl+T to start memory test                                                

Booting Normal Extend BootWare........                                           

The Extend BootWare is self-decompressing......................Done!             

                                                                                 

****************************************************************************     

*                                                                          *     

*                   HPE Router BootWare, Version 1.06                      *     

*                                                                          *     

****************************************************************************     

Copyright (c) 2010-2015 Hewlett Packard Enterprise Development LP                

                                                                                 

Compiled Date       : Nov  6 2015                                                

CPU Type            : P2020                                                      

CPU L1 Cache        : 32KB                                                       

CPU Clock Speed     : 1000MHz                                                    

Memory Type         : DDR3 SDRAM                                                 

Memory Size         : 4096MB                                                     

Memory Speed        : 667MHz                                                     

Flash Size          : 8MB                                                        

cfa0 Size           : 999MB                                                      

NVRAM Size          : 128KB                                                      

BASIC CPLD Version  : 2.0                                                        

EXTEND CPLD Version : 2.0                                                        

PCB Version         : Ver.B                                                                     

      

                                                                                 

BootWare Validating...                                                           

Backup Extend BootWare is newer than Normal Extend BootWare,Update? [Y/N]        

Press Ctrl+B to enter extended boot menu...   

2. Press Ctrl + B within three seconds after the "Press Ctrl+B to enter extended boot menu..." 
prompt message appears. 
BootWare password: Not required. Please press Enter to continue.   

3. Press Enter and read the password recovery capability state message displayed before the 
EXTEND-BOOTWARE menu. 
Password recovery capability is enabled.                                        

Note: The current operating device is cfa0                                       

Enter < Storage Device Operation > to select device.                             

                                                                                 

===========================<EXTEND-BOOTWARE MENU>===========================     

|<1> Boot System                                                                       |     

|<2> Enter Serial SubMenu                                                            |     

|<3> Enter Ethernet SubMenu                                                          |     

|<4> File Control                                                                      |     

|<5> Restore to Factory Default Configuration                                    |     

|<6> Skip Current System Configuration                                             |     

|<7> BootWare Operation Menu                                                         |     

|<8> Clear Super Password                                                             |     

|<9> Storage Device Operation                                                        |     
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|<0> Reboot                                                                              |     

============================================================================     

Ctrl+Z: Access EXTEND-ASSISTANT MENU   

Ctrl+F: Format File System   

Enter your choice(0-9):  

Dealing with console login password loss when password 
recovery capability is enabled 

1. Reboot the router to access the EXTEND-BOOTWARE menu, and then enter 6. 
The current mode is password recovery.   

Note: The current operating device is cfa0   

Enter < Storage Device Operation > to select device.   

  

===========================<EXTEND-BOOTWARE MENU>=========================== 

|<1> Boot System                                                                      | 

|<2> Enter Serial SubMenu                                                           | 

|<3> Enter Ethernet SubMenu                                                         |  

|<4> File Control                                                                     |  

|<5> Restore to Factory Default Configuration                                    |  

|<6> Skip Current System Configuration                                            |  

|<7> BootWare Operation Menu                                                        |  

|<8> Clear Super Password                                                            |  

|<9> Storage Device Operation                                                       |  

|<0> Reboot                                                                             |  

============================================================================  

Ctrl+Z: Access EXTEND-ASSISTANT MENU   

Ctrl+F: Format File System   

Enter your choice(0-9): 6  

After the configuration skipping flag is set successfully, the following message appears: 
Flag Set Success. 

2. When the EXTEND-BOOTWARE menu appears again, enter 0 to reboot the router. 
The router starts up with empty configuration. 

3. To use the configuration in the next-startup configuration file, load the file in system view. 
<HP> system-view 

[HP] configuration replace file startup.cfg 

Current configuration will be lost, save current configuration? [Y/N]:n 

Info: Now replacing the current configuration. Please wait... 

Info: Succeeded in replacing current configuration with the file startup.cfg. 

4. Configure a new console login password. 
In the following example, the console login authentication mode is password and the 
authentication password is 123456. For security, the password is always saved in ciphertext to 
the configuration file, regardless of whether you specify the simple keyword or cipher keyword 
for the set authentication password command. 
<HP> system-view 

[HP] user-interface console 0 

[HP-ui-console0] authentication-mode password 

[HP-ui-console0] set authentication password cipher 123456 
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5. To make the settings take effect after a reboot, save the running configuration to the 
next-startup configuration file. 
[HP] save 

Dealing with user privilege level password loss when 
password recovery capability is enabled 

1. Reboot the router to access the EXTEND-BOOTWARE menu, and then enter 8. 
The current mode is password recovery.  

Note: The current operating device is cfa0   

Enter < Storage Device Operation > to select device.   

  

===========================<EXTEND-BOOTWARE MENU>=========================== 

|<1> Boot System                                                                      | 

|<2> Enter Serial SubMenu                                                           | 

|<3> Enter Ethernet SubMenu                                                         |  

|<4> File Control                                                                     |  

|<5> Restore to Factory Default Configuration                                    |  

|<6> Skip Current System Configuration                                            |  

|<7> BootWare Operation Menu                                                        |  

|<8> Clear Super Password                                                            |  

|<9> Storage Device Operation                                                       |  

|<0> Reboot                                                                             |  

============================================================================  

Ctrl+Z: Access EXTEND-ASSISTANT MENU   

Ctrl+F: Format File System    

Enter your choice(0-9): 8   

The router deletes the user privilege level password configuration commands from the main 
next-startup configuration file. After the operation is completed, the following message appears: 
Clear Super Password Success! 

2. When the EXTEND-BOOTWARE menu appears again, enter 0 to reboot the router. 
The router starts up with the main next-startup configuration file. 

3. Configure new passwords for user privilege levels. 
In the following example, the password 123456 is configured for user privilege level 3. For 
security, the password is always saved in ciphertext to the configuration file, regardless of 
whether you specify the simple keyword or cipher keyword for the super password 
command. 
<HP> system-view 

[HP] super password cipher 123456 

4. To make the setting take effect after a reboot, save the running configuration to the next-startup 
configuration file. 
[HP] save 

Dealing with password loss when password recovery 
capability is disabled 

1. Reboot the router to access the EXTEND-BOOTWARE menu, and enter 5. 
The current mode is no password recovery.    
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Note: The current operating device is cfa0   

Enter < Storage Device Operation > to select device.   

   

===========================<EXTEND-BOOTWARE MENU>=========================== 

|<1> Boot System                                                                      | 

|<2> Enter Serial SubMenu                                                           | 

|<3> Enter Ethernet SubMenu                                                         |  

|<4> File Control                                                                     |  

|<5> Restore to Factory Default Configuration                                    |  

|<6> Skip Current System Configuration                                            |  

|<7> BootWare Operation Menu                                                        |  

|<8> Clear Super Password                                                            |  

|<9> Storage Device Operation                                                       |  

|<0> Reboot                                                                             |  

============================================================================  

Ctrl+Z: Access EXTEND-ASSISTANT MENU  

Ctrl+F: Format File System  

Enter your choice(0-9): 5   

2. At the prompt for confirmation, enter Y.  
The router deletes its main and backup next-startup configuration files and restores the 
factory-default configuration. 
The current mode is no password recovery. The configuration files will be  

deleted, and the system will start up with factory defaults, Are you sure to  

 continue?[Y/N]Y   

Setting...Done.   

3. When the EXTEND-BOOTWARE menu appears again, enter 0 to reboot the router. 
The router starts up with the factory-default configuration. 

4. Configure a new console login password (see "Configure a new console login password.") or 
new user privilege level passwords (see "Configure new passwords for user privilege levels.").  

5. To make the settings take effect after a reboot, save the running configuration to the 
next-startup configuration file. 
[HP] save 
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HPE HSR6800-CMW520-R3303P27-RU 
None.
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HPE HSR6800-CMW520-R3303P25-RU 
This release has the following changes: 
• Modified feature: Support for inter-AS IPv6 VPN option B 
• Modified feature: Advertising the COMMUNITY attribute to a peer in BGP-VPNv6 subaddress 

family view 
• Modified feature: Configuring manual route summarization in IPv6 BGP-VPN instance view 
• Modified feature: Advertising the COMMUNITY attribute to a peer in IPv6 BGP-VPN instance 

view 

Modified feature: Support for inter-AS IPv6 VPN option B 

Feature change description 
This release added support for inter-AS IPv6 VPN option B. 

Command changes 
None. 

Modified feature: Advertising the COMMUNITY attribute 
to a peer in BGP-VPNv6 subaddress family view 

Feature change description 
This release added support for advertising the COMMUNITY attribute to a peer in BGP-VPNv6 
subaddress family view. 

Command changes 

New command: peer advertise-community (BGP-VPNv6 subaddress family 
view) 

Use peer advertise-community to advertise the COMMUNITY attribute to a peer. 

Use undo peer advertise-community to remove the configuration. 

Syntax 
peer ip-address advertise-community 

undo peer ip-address advertise-community 

Default 
No COMMUNITY attribute is advertised to any peers. 

Views 
BGP-VPNv6 subaddress family view 
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Default command level 
2: System level 

Parameters 
ip-address: Specifies a peer by its IP address. 

Examples 
# In BGP-VPNv6 subaddress family view, advertise the COMMUNITY attribute to the peer 3.3.3.3. 
<Sysname> system-view 

[Sysname] bgp 100 

[Sysname-bgp] ipv6-family vpnv6 

[Sysname-bgp-af-vpnv6] peer 3.3.3.3 advertise-community 

Modified feature: Configuring manual route 
summarization in IPv6 BGP-VPN instance view 

Feature change description 
This release added support for configuring manual route summarization in IPv6 BGP-VPN instance 
view. 

Command changes 

Modified command: aggregate (IPv6 address family view) 

Syntax 
aggregate ipv6-address prefix-length [ as-set | attribute-policy route-policy-name | 
detail-suppressed | origin-policy route-policy-name | suppress-policy route-policy-name ] * 

undo aggregate ipv6-address prefix-length 

Views 
IPv6 address family view, IPv6 BGP-VPN instance view 

Default command level 
2: System level 

Change description 
Before modification: This command was available only in IPv6 address family view. 

After modification: This command is available in both IPv6 address family view and IPv6 BGP-VPN 
instance view. 

Modified feature: Advertising the COMMUNITY attribute 
to a peer in IPv6 BGP-VPN instance view 

Feature change description 
This release added support for advertising the COMMUNITY attribute to a peer in IPv6 BGP-VPN 
instance view. 
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Command changes 

Modified command: peer advertise-community (IPv6 address family view) 

Old syntax 
peer { group-name | ipv4-address | ipv6-address } advertise-community 

undo peer { group-name | ipv4-address | ipv6-address } advertise-community 

New syntax 
In IPv6 address family view: 

peer { group-name | ipv4-address | ipv6-address } advertise-community 

undo peer { group-name | ipv4-address | ipv6-address } advertise-community 

In IPv6 BGP-VPN instance view: 

peer ipv6-address advertise-community 

undo peer ipv6-address advertise-community 

Views 
IPv6 address family view, IPv6 BGP-VPN instance view 

Default command level 
2: System level 

Change description 
Before modification: This command was available only in IPv6 address family view. 

After modification: This command is available in both IPv6 address family view and IPv6 BGP-VPN 
instance view. 
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HP HSR6800-CMW520-R3303P23-RU 

Modified feature: Configuring the local PE (RR) to not 
change the next hop of VPNv6 routes advertised to BGP 
peers (RR clients) 

Feature change description 
This release added support for the local PE (RR) to not change the next hop of VPNv6 routes 
advertised to BGP peers (RR clients) in an inter-AS option C scenario. 

Command changes 

New command: peer next-hop-invariable (BGP-VPNv6 subaddress family 
view) 

Use peer next-hop-invariable to configure the device to not change the next hop of routes 
advertised to peers. 

Use undo peer next-hop-invariable to configure the device to use its address as the next hop of 
routes advertised to peers. 

Syntax 
peer ip-address next-hop-invariable 

undo peer ip-address next-hop-invariable 

Default 
The device uses its address as the next hop of routes advertised to EBGP peers. 

Views 
BGP-VPNv6 subaddress family view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies a peer by its IP address. 

Usage guidelines 
On an RR in an inter-AS option C scenario, you must execute this command to not change the next 
hop of VPNv6 routes advertised to BGP peers and RR clients. 

For more information, see peer ebgp-max-hop in Layer 3—IP Routing Command Reference. 

Examples 
# In BGP-VPNv6 subaddress family view, configure the device to not change the next hop of routes 
advertised to peer 2.2.2.2. 
<Sysname> system-view 

[Sysname] bgp 100 

[Sysname-bgp] ipv6-family vpnv6 
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[Sysname-bgp-af-vpnv6] peer 2.2.2.2 next-hop-invariable 
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HP HSR6800-CMW520-R3303P22-RU 
None. 
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HP HSR6800-CMW520-R3303P21-RU 

Modified feature: Setting a tag value for marking the IPv6 
static route and configuring a description for the IPv6 
static route 

Feature change description 
The tag tag-value option was added to the command to set a tag value for marking the IPv6 static 
route. 

The description description-text option was added to the command to configure a description for the 
IPv6 static route. 

Command changes 
Old syntax 

ipv6 route-static ipv6-address prefix-length { interface-type interface-number [ next-hop-address ] | 
next-hop-address | vpn-instance d-vpn-instance-name nexthop-address } [ preference 
preference-value ] 

ipv6 route-static vpn-instance s-vpn-instance-name&<1-6> ipv6-address prefix-length 
{ interface-type interface-number [ next-hop-address ] | nexthop-address [ public ] | vpn-instance 
d-vpn-instance-name nexthop-address } [ preference preference-value ] 

New syntax 
ipv6 route-static ipv6-address prefix-length { interface-type interface-number [ next-hop-address ] | 
next-hop-address | vpn-instance d-vpn-instance-name nexthop-address } [ preference 
preference-value ] [ tag tag-value ] [ description description-text ] 

ipv6 route-static vpn-instance s-vpn-instance-name&<1-6> ipv6-address prefix-length 
{ interface-type interface-number [ next-hop-address ] | nexthop-address [ public ] | vpn-instance 
d-vpn-instance-name nexthop-address } [ preference preference-value ] [ tag tag-value ] 
[ description description-text ] 

Change description 
The tag tag-value option was added. The value range for the tag-value argument is 1 to 4294967295. 
The default value is 0. 

The description description-text option was added. The description-text argument represents a 
string of 1 to 60 characters, which can include special characters such as the space, but excluding 
the question mark (?). 
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HP HSR6800-CMW520-R3303P20 
None. 
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HP HSR6800-CMW520-R3303P18 

New feature: Disabling SSL 3.0 

Disabling SSL 3.0 
This feature allows you to disable SSL 3.0 on a device to enhance system security. 
• An SSL server supports only TLS 1.0 after SSL 3.0 is disabled. 
• An SSL client always uses SSL 3.0 if SSL 3.0 is specified for the client policy, whether you 

disable SSL 3.0 or not. 

To ensure successful establishment of an SSL connection, do not disable SSL 3.0 on a device when 
the peer device only supports SSL 3.0. Hewlett Packard Enterprise recommends upgrading the peer 
device to support TLS 1.0 to improve security. 

To disable SSL 3.0 on a device: 
 

Step Command Remarks  
1. Enter system view. system-view N/A 

2. Disable SSL 3.0 on the 
device. ssl version ssl3.0 disable By default, the device supports 

SSL 3.0. 
 

Command reference 

ssl version ssl3.0 disable 

Use ssl version ssl3.0 disable to disable SSL 3.0 on the device.  

Use undo ssl version ssl3.0 disable restore the default. 

Syntax 
ssl version ssl3.0 disable 

undo ssl version ssl3.0 disable 

Default 
The device supports SSL 3.0. 

Views 
System view 

Examples 
# Disable SSL 3.0 on the device. 
<Sysname> system-view 

[Sysname] ssl version ssl3.0 disable 
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HP HSR6800-CMW520-R3303P16 

New feature: Privilege level switching lock function 

Setting privilege level switching lock parameters 
In this release, you can set the privilege level switching lock interval and the maximum number of 
attempts. 

Command reference 

super lock-interval 

Use super lock-interval to set the privilege level switching lock interval and the maximum number of 
attempts. 

Use the undo super lock-interval command to restore the default. 

Syntax 
super lock-interval lock-interval [ retry retry-times ] 

undo super lock-interval 

Default 
The lock interval is 15 minutes. The maximum number of attempts is 5. 

Views 
System view 

Default command level 
2: System level 

Parameters 
lock-interval: Specifies the lock interval in minutes, an integer in the range of 0 to 15. To disable the 
lock function, set it to 0. 

retry-times: Specifies the maximum number of attempts, in the range of 0 to 5. The default is 5. 

Usage guidelines 
To switch to a privilege level from a lower level, you must enter the correct password. If you fail to 
enter the correct password before the maximum number of attempts is exceeded, the device starts 
the lock timer and suppresses additional attempts during the lock interval. 

Do not try to enter the password during the lock interval. If you try to enter the password during the 
interval, the device resets the timer. 

Examples 
# Set the privilege level switching lock interval to 3 minutes and the maximum number of attempts to 
2.  
[Sysname] super lock-interval 3 retry 2 
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New feature: Configuring IPv6 frame relay address 
mappings 

Configuring IPv6 frame relay address mappings 
To configure IPv6 static frame relay address mappings: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Create an IPv6 static frame 
relay address mapping. 

fr map ipv6 { ipv6-address | 
default } dlci-number 
[ broadcast ] [ {compression 
frf9} ] 

By default, no IPv6 static frame 
relay address mappings are 
configured. 

 

To configure IPv6 dynamic frame relay address mappings: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable IND for IPv6 dynamic 
frame relay address 
mappings. 

fr ipv6 ind [ dlci-number ] 

Optional. 
By default, IND is enabled for 
IPv6 dynamic frame relay address 
mappings. 

4. Set the IND packet 
transmission interval after 
IPv6 IND is enabled.  

ipv6 ind holdtime time-value 

Optional. 
By default, the IND packet 
transmission interval is 30 
seconds.  

 

Displaying and maintaining IPv6 frame relay address mappings  

Task Command Remarks 

Display the mapping table of 
IPv6 protocol address and 
frame relay address. 

display fr ipv6 map-info { static | 
dynamic | all } [ interface interface-type 
{ interface-number | 
interface-number.subnumber } ] [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

Clear all the frame relay 
address mappings 
automatically established 
through IND. 

reset fr ipv6 ind Available in user view. 
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Command reference 

display fr ipv6 map-info 

Use display fr ipv6 map-info to display IPv6 address mappings. 

Syntax 
display fr ipv6 map-info { static | dynamic | all } [ interface interface-type { interface-number | 
interface-number.subnumber }] [ | { begin | exclude | include } regular-expression ] 

Default 
 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
static: Displays static IPv6 address mappings. 

dynamic: Displays dynamic IPv6 address mappings. 

all: Displays all IPv6 address mappings. 

interface interface-type { interface-number | interface-number.subnumber }: Displays IPv6 address 
mappings for the specified interface. The interface-number argument is the main interface ID, and 
the subnumber argument is the subinterface ID in the range of 0 to 1023. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
If no interface is specified, the command displays IPv6 address mappings for all interfaces.  

You can use this command to verify whether IPv6 address mappings are correctly configured.  

Examples 
# Display IPv6 address mappings. 
<Sysname> display fr ipv6 map-info all 

Map Statistics for interface Serial2/1/0 (DTE) 

  DLCI = 100, IP6 IND FE80::56FF:FE00:0, Serial2/1/0 

    create time = 2013/01/11 09:57:28, status = ACTIVE 

    encapsulation = ietf, vlink = 0, broadcast 

  DLCI = 100, IP6 IND 10::1, Serial2/1/0 

    create time = 2013/01/11 09:57:28, status = ACTIVE 

    encapsulation = ietf, vlink = 3, broadcast 
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Table 1 Output description 

Field Description 

Map Statistics for interface Serial2/1/0 (DTE) IPv6 address mappings on Serial2/1/0 that works as DTE. 

DLCI = 100, IP6 IND 10::1, Serial2/1/0 
Mapping between DLCI=100 and the IPv6 peer 10::1. The 
mapping is established on Serial2/1/0 through IND. If IND is 
not displayed, this mapping is manually configured.  

create time = 2013/01/11 09:57:28 Time when the mapping was created. 

status = ACTIVE State of the mapping. 

encapsulation = ietf The encapsulation mode is IETF. 

vlink 

Value for the route that corresponds to the mapping. If the 
value is zero, the route is invalid. If the value is nonzero, the 
route is valid. This value is used to find the corresponding 
mapping, and the DLCI. 

broadcast Broadcasting packets is allowed.  
 

Related commands 
• fr map ip 
• fr inarp 

fr map ipv6 

Use fr map ipv6 to add a static IPv6 address mapping. 

Use undo fr map ipv6 to delete a static IPv6 address mapping.  

Syntax 
fr map ipv6 { ipv6-address | default } dlci-number [ broadcast ] [ compression frf9 ]  

undo fr map ipv6 { ipv6-address | default } dlci-number 

Default 
No static IPv6 address mapping is configured.  

Views 
Interface view 

Default command level 
2: System level 

Parameters 
ipv6-address: Specifies the IPv6 address of the peer. 

default: Creates a default address mapping. 

dlci-number: Specifies the local DLCI number in the range of 16 to 1007. 

broadcast: Enables broadcasting packets. 

compression: Enables FR compression. 

frf9: Enables FRF.9 compression. 

Usage guidelines 
IPv6 address mappings can be configured manually, or automatically through inverse neighbor 
discovery (IND). 
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If there are few peers or a default route exists, you can use this command to manually add address 
mappings. If there are many peers, you can use inverse neighbor discovery to automatically create 
address mappings.  

Examples 
# Configure a static IPv6 address mapping that includes the local DLCI 100 and the peer router's 
IPv6 address 10::2/64 on Serial2/1/0. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 

[Sysname-Serial2/1/0] fr map ipv6 10::2 100 

fr ipv6 ind 

Use fr ipv6 ind to enable inverse neighbor discovery.  

Use undo fr ipv6 ind to disable inverse neighbor discovery. 

Syntax 
fr ipv6 ind [ dlci-number ]  

undo fr ipv6 ind [ dlci-number ]  

Default 
Inverse neighbor discovery is disabled. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
dlci-number: Enables inverse neighbor discovery for the virtual circuit  specified by its DLCI number 
in the range of 16 to 1007.  

Usage guidelines 
FR uses an address mapping to map a local DLCI number to a peer address. Address mappings can 
be configured manually, or automatically through inverse neighbor discovery (IND).  

Use this command to enable inverse neighbor discovery. 

To enable or disable IND for all virtual circuits on an interface, use the command without any 
parameter. 

To enable or disable IND for a virtual circuit, use the command with the dlci-number argument. 

Enabling IND on an interface or subinterface also enables IND on all the virtual circuits of the 
interface or subinterface. To disable IND on a specific virtual circuit of the interface or subinterface, 
use the undo fr ipv6 ind dlci-number command.  

Disabling IND on an interface with the undo fr ipv6 ind command also disables IND on all the virtual 
circuits on the interface. To enable IND for a specific virtual circuit of the interface, use the fr ipv6 ind 
dlci-number command. 

The fr ipv6 ind command configured on an FR main interface also applies to its subinterfaces. 

Examples 
# Enable inverse neighbor discovery for all virtual circuits on the FR interface Serial2/1/0. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 
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[Sysname-Serial2/1/0] fr ipv6 ind 

ipv6 ind holdtime 

Use ipv6 ind holdtime to set the interval for sending IND solicitations. 

Use undo ipv6 ind holdtime to restore the default.  

Syntax 
ipv6 ind holdtime seconds 

undo ipv6 ind holdtime 

Default 
The interval is 30 seconds. 

Views 
Interface view 

Default command level 
2: System view 

Parameters 
seconds: Specifies the interval for sending IND solicitations, in the range of 10 to 120 seconds.  

Examples 
# Configure the FR interface Serial2/1/0 as DTE, and set the interval for sending IND solicitations to 
15 seconds. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 

[Sysname-Serial2/1/0] link-protocol fr 

[Sysname-Serial2/1/0] fr interface-type dte 

[Sysname-Serial2/1/0] ipv6 ind holdtime 15 

ipv6 ind solicitation retrans-timer 

Use ipv6 ind solicitation retrans-timer to set the interval between IND solicitation retransmissions. 

Use undo ipv6 ind solicitation retrans-timer to restore the default. 

Syntax 
ipv6 ind solicitation retrans-timer seconds 

undo ipv6 ind solicitation retrans-timer 

Default 
The interval between IND solicitation retransmissions is one second. 

Views 
Interface view 

Default command level 
2: System view 

Parameters 
seconds: Specifies the interval between IND solicitation retransmissions, in the range of 1 to 5 
seconds. 
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Examples 
# Configure the FR interface Serial2/1/0 as DTE, and set the interval between IND solicitation 
retransmissions to 2 seconds. 
<Sysname> system-view 

[Sysname] interface serial 2/1/0 

[Sysname-Serial2/1/0] link-protocol fr 

[Sysname-Serial2/1/0] fr interface-type dte 

[Sysname-Serial2/1/0] ipv6 ind solicitation retrans-timer 15 

reset fr ipv6 ind 

Use reset fr ipv6 ind to clear all dynamic IPv6 address mappings created by IND. 

Syntax 
reset fr ipv6 ind 

Views 
User view 

Default command level 
2: System level 

Usage guidelines 
In some scenarios, dynamic IPv6 address mappings created by IND become invalid because, for 
example, the network topology is changed. To create new address mappings, use this command to 
clear all dynamic mappings. 

Examples 
# Clear all dynamic IPv6 address mappings created by IND. 
<Sysname> reset fr ipv6 ind 

Related commands 
fr ipv6 ind 
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HP HSR6800-CMW520-R3303P12 

New feature: Support for limiting the number of Selected 
ports for an aggregation group 

Setting the minimum and maximum numbers of Selected ports for an 
aggregation group 

 

 IMPORTANT: 
The minimum and maximum numbers of Selected ports must be the same for the local and peer 
aggregation groups. 
 

The bandwidth of an aggregate link increases as the number of Selected member ports increases. 
To avoid congestion, you can set the minimum number of Selected ports required for bringing up an 
aggregate interface.  

This minimum threshold setting affects the aggregation states of aggregation member ports and the 
state of the aggregate interface. 
• When the number of member ports eligible to be Selected ports is smaller than the minimum 

threshold, the following events occur: 
 All member ports are placed in Unselected state. 
 The link on the aggregate interface goes down. 

• When the number of member ports eligible to be Selected ports reaches or exceeds the 
minimum threshold, the following events occur: 

 The eligible member ports are placed in Selected state. 
 The link on the aggregate interface goes up. 

The maximum number of Selected ports allowed in an aggregation group is limited by either manual 
configuration or hardware limitation, whichever value is smaller.  

You can implement backup between two ports by performing the following tasks: 
 Assign two ports to an aggregation group. 
 Configure 1 as the maximum number of Selected ports allowed in the aggregation group. 

In this way, only one Selected port is allowed in the aggregation group at the same time, and the 
Unselected port acts as a backup port. 

Configuration guidelines 
Make sure you understand the following impacts of the port threshold settings:  
• Configuring the minimum number of Selected ports required to bring up an aggregation group 

might cause all the member ports in the aggregation group to become unselected. 
• Configuring the maximum number of Selected ports in an aggregation group might cause some 

of the selected member ports in the aggregation group to become unselected. 

Configuration procedure 
To set the minimum and maximum numbers of Selected ports for an aggregation group: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter aggregate interface 
view. 

• Enter Layer 2 aggregate 
interface view: 
interface 
bridge-aggregation 
interface-number 

• Enter Layer 3 aggregate 
interface view: 
interface 
route-aggregation 
interface-number 

Use either command. 

3. Set the minimum number of 
Selected ports for the 
aggregation group. 

link-aggregation selected-port 
minimum number 

By default, the minimum number 
of Selected ports for an 
aggregation group is not 
specified. 

4. Set the maximum number of 
Selected ports for the 
aggregation group. 

link-aggregation selected-port 
maximum number 

By default, the maximum number 
of Selected ports for an 
aggregation group depends on 
hardware limitation. 

 

Command reference 

link-aggregation selected-port maximum 
 

Use link-aggregation selected-port maximum to set the maximum number of Selected ports 
allowed in an aggregation group. 

Use undo link-aggregation selected-port maximum to restore the default. 

Syntax 
link-aggregation selected-port maximum number 

undo link-aggregation selected-port maximum 

Default 
The maximum number of Selected ports allowed in an aggregation group depends on hardware 
limitation. 

Views 
Layer 2 aggregate interface view, Layer 3 aggregate interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the maximum number of Selected ports allowed in an aggregation group.  

Usage guidelines 
Executing this command might cause some of the Selected ports in the aggregation group to 
become unselected. 

The maximum number of Selected ports allowed in the aggregation groups must be the same for the 
local and peer ends. 

Examples 
# Configure 3 as the maximum number of Selected ports allowed in Layer 2 aggregation group 1. 
<Sysname> system-view 
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[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] link-aggregation selected-port maximum 3 

link-aggregation selected-port minimum 
 

Use link-aggregation selected-port minimum to set the minimum number of Selected ports in an 
aggregation group. 

Use undo link-aggregation selected-port minimum to restore the default. 

Syntax 
link-aggregation selected-port minimum number 

undo link-aggregation selected-port minimum 

Default 
The minimum number of Selected ports in an aggregation group is not specified. 

Views 
Layer 2 aggregate interface view, Layer 3 aggregate interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the minimum number of Selected ports in an aggregation group required to bring 
up the aggregate interface.  

Usage guidelines 
Executing this command might cause all member ports in the aggregation group to become 
unselected.  

The minimum number of Selected ports allowed in the aggregation groups must be the same for the 
local and peer ends. 

Examples 
# Configure 3 as the minimum number of Selected ports allowed in Layer 2 aggregation group 1. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] link-aggregation selected-port minimum 3 
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Modified feature: Maximum number of VRRP virtual routers (in virtual 
MAC mode) that can be configured on a fixed 10-GE interface of an 
FIP-310 card 

The maximum number of VRRP virtual routers (in virtual MAC mode) that can be configured on a 
fixed 10-GE interface of an FIP-310 card was changed to 128. 
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New feature: Display soft GRE tunnel information 

Display soft GRE tunnel information 
Display soft GRE tunnel information: 
 

Step Command Remarks 

Display soft GRE tunnel 
information. 

display mpls l3vpn soft-gre tunnel 
endpoint [ ipv4 | ipv6 ] [ | { begin | 
exclude | include } 
regular-expression ] 

N/A 

 

Command reference 

New command: display mpls l3vpn soft-gre tunnel endpoint 

Use display mpls l3vpn soft-gre tunnel endpoint to display soft GRE tunnel information. 

Syntax 
display mpls l3vpn soft-gre tunnel endpoint [ ipv4 | ipv6 ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 80 characters. 

ipv4: Displays information about IPv4 soft GRE tunnels. 

ipv6: Displays information about IPv6 soft GRE tunnels. 

Examples 
# Display IPv4 soft GRE tunnel information. 
<Sysname> display mpls l3vpn softgre tunnel endpoint ipv4 

 Tunnel key: 1111    Tunnel source: 4.4.4.4 

 

 Endpoint    Nexthop    Out-Interface 

 1.1.1.1     10.1.0.1   GE2/0/1 

 2.2.2.2     10.2.0.1   GE2/0/2 
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 3.3.3.3     10.3.0.1   GE2/0/3 

Table 1 Command output 

Field Description 
Tunnel key Key for soft GRE. 

Tunnel source Source IP address of soft GRE tunnels. 

Endpoint Remote end IP address of a soft GRE tunnel. 

Nexthop Next hop IP address of the soft GRE tunnel. 

Out-Interface Output interface of the soft GRE tunnel. 
 

Related commands 
• mpls l3vpn soft-gre 
• mpls l3vpn soft-gre key 
• mpls l3vpn soft-gre source 

New feature: Configuring DHCPv6 relay agent on a GRE 
tunnel interface 

In this release, you can configure DHCPv6 relay agent on a GRE tunnel interface. 

New feature: Tiny TCP fragment attack protection 

Enabling tiny TCP fragment attack protection 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable tiny TCP fragment 
attack protection. 

attack-defense tcp fragment 
enable 

By default, tiny TCP fragment 
attack protection is disabled. 

 

Command reference 

attack-defense tcp fragment enable 

Use attack-defense tcp fragment enable to enable tiny TCP fragment attack protection. 

Use undo attack-defense tcp fragment enable to disable tiny TCP fragment attack protection. 

Syntax 
attack-defense tcp fragment enable 

undo attack-defense tcp fragment enable 

Default 
Tiny TCP fragment attack protection is disabled. 

Views 
System view 



23 

Default command level 
2: System level 

Usage guidelines 
This command enables the device to drop tiny TCP fragments to prevent attacks that use tiny TCP 
fragments. 

Examples 
# Enable tiny TCP fragment attack protection. 
<Sysname> system-view 

[Sysname] attack-defense tcp fragment enable 

Modified feature: Host-monitor's removal of unfixed or 
illegitimate flow entries 

Feature change description 
The source-slot source-slot-number option was removed from the command used to remove 
unfixed or illegitimate flow entries. 

Command changes 
Old syntax 

In standalone mode: 

reset host-monitor entry [ invalid ] [ slot slot-number [ source-slot source-slot-number ] ] 

In IRF mode: 

reset host-monitor entry [ invalid ] [ chassis chassis-number slot slot-number [ source-slot 
source-slot-number ] ] 

New syntax 
In standalone mode: 

reset host-monitor entry [ invalid ] [ slot slot-number ] 

In IRF mode: 

reset host-monitor entry [ invalid ] [ chassis chassis-number slot slot-number ] 

Change description 
The source-slot source-slot-number option was removed. 

Modified feature: Limit on number of interface-specific 
and system-specific internal servers 

In this release, you can configure a maximum of 2048 internal server configuration commands on an 
interface. The system allows up to 4096 internal server configuration commands. 
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Modified feature: Maximum number of interfaces 
enabled with DHCPv6 relay 

The maximum number of interfaces enabled with DHCPv6 relay was increased to 16 K. 

 

Modified feature: Define an IP address pool for 
allocating addresses to PPP users. 

Configuring ISP domain attributes 
In an ISP domain, you can configure the following attributes: 
• Domain status—By placing the ISP domain in the active or blocked state, allow or deny 

network service requests from users in the domain. 
• Maximum number of online users—The device controls the number of online users in a 

domain to ensure the system performance and service reliability. 
• Idle cut—Enables the device to check the traffic of each online user in the domain at the idle 

timeout interval, and to log out any user in the domain whose traffic during the idle timeout 
period is less than the specified minimum traffic. 

• Self-service server location—Allows users to access the self-service server to manage their 
own accounts and passwords. 

• IP address pool for allocating addresses to PPP users—The device assigns IP addresses 
from the pool to PPP users in the domain. 

• Default authorization user profile—If a user passes authentication but is authorized with no 
user profile, the device authorizes the default user profile of the ISP domain to the user and 
restricts the user's behavior based on the profile. For more information about user profiles, see 
"Configuring user profiles." 

An ISP domain attribute applies to all users in the domain. 

A self-service RADIUS server running on CAMS or IMC is required for enabling the self-service 
server location function. 

To configure ISP domain attributes: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter ISP domain view. domain isp-name N/A 

3. Place the ISP domain in 
active or blocked state. state { active | block } 

Optional. 
By default, an ISP domain is in 
active state, and users in the domain 
can request network services. 

4. Specify the maximum 
number of online users in 
the ISP domain. 

access-limit enable 
max-user-number 

Optional. 
No limit is specified by default. 

5. Configure the idle cut 
function. idle-cut enable minute [ flow ] 

Optional. 
Disabled by default. 
This command is effective only for 
LAN, portal, and PPP users.  
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Step Command Remarks 
6. Enable the self-service 

server location function and 
specify the URL of the 
self-service server. 

self-service-url enable url-string
Optional. 
Disabled by default. 

7. Define an IP address pool 
for allocating addresses to 
PPP users. 

ip pool pool-number 
{ low-ip-address 
[ high-ip-address ] | remote 
server-ip-address } 

Optional. 
By default, no IP address pool is 
configured for PPP users. 

8. Specify the default 
authorization user profile. 

authorization-attribute 
user-profile profile-name 

Optional. 
By default, an ISP domain has no 
default authorization user profile. 

9. Set the device to include 
the idle cut time in the user 
online time to be uploaded 
to the server. 

session-time include-idle-time

Optional. 
By default, the user online time 
uploaded to the server excludes the 
idle cut time. 

 

Modified command: ip pool 
Old syntax 

ip pool pool-number low-ip-address [ high-ip-address ]  

New Syntax 
ip pool pool-number { low-ip-address [ high-ip-address ] | remote server-ip-address } 

Views 
ISP domain view 

Change description 
The remote server-ip-address option was added. This option is used to specify a DHCP server by its 
IP address to assign IP addresses to PPP users. 
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None. 
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Modified feature: Configuring an IKE pre-shared key in 
interactive mode 

Configuring an IKE peer 
For an IPsec policy that uses IKE, you must configure an IKE peer by performing the following tasks: 
• Specify the IKE negotiation mode for the local end to use in IKE negotiation phase 1. If the IP 

address of the remote end is obtained dynamically and pre-shared key authentication is used, 
Hewlett Packard Enterprise recommends setting the IKE negotiation mode of the local end to 
aggressive. When acting as the IKE negotiation responder, the local end uses the IKE 
negotiation mode of the remote end. 

• Specify the IKE proposals for the local end to use when acting as the IKE negotiation initiator. 
When acting as the responder, the local end uses the IKE proposals configured in system view 
for negotiation. 

• Configure a pre-shared key for pre-shared key authentication or a PKI domain for digital 
signature authentication.  

• Specify the ID type for the local end to use in IKE negotiation phase 1. With pre-shared key 
authentication, the ID type must be IP address for main mode IKE negotiation and can be IP 
address, FQDN, or user FQDN for aggressive mode IKE negotiation. 

• Specify the name or IP address of the local security gateway. You perform this task only when 
you want to specify a special address, a loopback interface address, for example, as the local 
security gateway address.  

• Specify the name or IP address of the remote security gateway. For the local end to initiate IKE 
negotiation, you must specify the name or IP address of the remote security gateway on the 
local end so the local end can find the remote end. 

• Enable NAT traversal. If there is NAT gateway on the path for tunneling, you must configure 
NAT traversal at the two ends of the IPsec tunnel, because one end might use a public address 
while the other end uses a private address. 

• Specify the DPD detector for the IKE peer. 

To configure an IKE peer: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an IKE peer and 
enter IKE peer view. ike peer peer-name N/A 

3. Specify the IKE negotiation 
mode for phase 1. 

exchange-mode { aggressive | 
main } 

Optional. 
The default is main. 
In FIPS mode, the aggressive 
mode is not supported. 

4. Specify the IKE proposals 
for the IKE peer to 
reference. 

proposal proposal-number&<1-6> 

Optional. 
By default, an IKE peer 
references no IKE proposals, 
and, when initiating IKE 
negotiation, it uses the IKE 
proposals configured in system 
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Step Command Remarks 
view. 

5. Configure a pre-shared key 
for pre-shared key 
authentication or specify a 
PKI domain for digital 
signature authentication. 

• To configure a pre-shared key: 
 In FIPS mode: 

pre-shared-key [ [ cipher | 
simple ] key ] 
In non-FIPS mode: 
pre-shared-key [ cipher | 
simple ] key 

• To specify a PKI domain: 
certificate domain 
domain-name 

In FIPS mode, the simple 
keyword is not supported. You 
can configure a ciphertext 
pre-shared key by using the 
cipher key option or a plaintext 
pre-shared key in interactive 
mode. The key must contain at 
least eight characters 
comprising digits, uppercase 
and lowercase letters, and 
special characters. 

6. Select the ID type for IKE 
negotiation phase 1. id-type { ip | name | user-fqdn } 

Optional. 
By default, the ID type is IP. 

7. Configure a name for the 
local security gateway. local-name name 

Optional. 
By default, no name is 
configured for the local security 
gateway in IKE peer view, and 
the security gateway name 
configured by using the ike 
local-name command is used.  

8. Specify the name of the 
remote security gateway. remote-name name 

Optional. 
The remote gateway name 
configured with remote-name 
command on the local gateway 
must be identical to the local 
name configured with the 
local-name command on the 
peer. 

9. Configure an IP address for 
the local gateway. local-address [ ipv6 ] ip-address 

Optional. 
By default, it is the primary IP 
address of the interface 
referencing the security policy. 

10. Specify the IP addresses of 
the remote gateway. 

remote-address [ ipv6 ] { hostname 
[ dynamic ] | low-ip-address 
[ high-ip-address ] } 

Optional. 
The remote IP address 
configured with the 
remote-address command on 
the local gateway must be 
identical to the local IP address 
configured with the 
local-address command on the 
peer. 

• Enable the NAT traversal 
function for IPsec/IKE. nat traversal 

Optional. 
Required when a NAT gateway 
is present in the VPN tunnel 
constructed by IPsec/IKE. 
Disabled by default. 

• Set the subnet types of the 
two ends. 

• Set the subnet type of the local 
end: 
local { multi-subnet | 
single-subnet } 

• Set the subnet type of the peer 
end: 
peer { multi-subnet | 

Optional. 
The default subnet type is 
single-subnet. 
Use these two commands only 
when the device is working 
together with a NetScreen 
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Step Command Remarks 
single-subnet } device. 

• Apply a DPD detector to the 
IKE peer. dpd dpd-name 

Optional. 
No DPD detector is applied to an 
IKE peer by default. 

 

Modified command: pre-shared-key 
Old syntax 

pre-shared-key [ cipher | simple ] key 

New syntax 
In FIPS mode: 

pre-shared-key [ [ cipher | simple ] key ] 

In non-FIPS mode: 

pre-shared-key [ cipher | simple ] key 

Views 
IKE peer view 

Change description 
In FIPS mode, the cipher and simple keywords and the key argument are all optional. If you do not 
specify any of them, you configure a plaintext pre-shared key in interactive mode. The interactive mode 
requires you to enter the same plaintext string twice to set the pre-shared key. 

In FIPS mode, the simple keyword is not supported. You can configure a ciphertext pre-shared key by 
using the cipher key option or a plaintext pre-shared key in interactive mode. The key must contain at 
least eight characters comprising digits, uppercase and lowercase letters, and special characters. 

In non-FIPS mode, the interactive mode is not supported. You can configure a ciphertext pre-shared 
key by using the cipher key option or a plaintext pre-shared key by using the simple key option. You 
can also directly specify a plaintext pre-shared key without the simple and cipher keywords. 

New feature: Generating random bits by using DRBG in 
FIPS mode  

In FIPS mode, the system automatically generates random bits for internal use by using DRBG. 
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New feature: soft GRE 

Configuring soft GRE 
Soft GRE can replace MPLS LDP, MPLS TE, or GRE to set up a public tunnel for an MPLS L3VPN 
network. It has simpler configuration. 

After soft GRE is enabled on a PE, the PE uses an encapsulation method for VPN packets: 
• Soft GRE—Used when no public tunnel exists or the existing public tunnels do not meet tunnel 

policy requirements. 
Soft GRE encapsulates VPN packets with a GRE header and then an IP header. The 
destination IP address of the IP header is the IP address of the remote PE (BGP VPNv4 peer). 
The source IP address is the output interface address by default. You can use the mpls l3vpn 
soft-gre source command to specify a source IP address. 

• Public tunnel—Used when a qualified public tunnel exists. 

To ensure that PEs identify and receive VPN packets correctly, you can specify a key for soft GRE. A 
PE accepts the received VPN packets when it is configured with the same key as the remote PE. 
Otherwise, the PE drops the packets. 

To configure soft GRE: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter MPLS view. mpls N/A 

3. Enable soft GRE. mpls l3vpn soft-gre By default, soft GRE is 
disabled. 

4. (Optional.) Configure a key 
for soft GRE. mpls l3vpn soft-gre key key-number By default, no key is 

configured for soft GRE. 

5. (Optional.) Configure a 
source address for soft 
GRE. 

mpls l3vpn soft-gre source 
ip-address 

By default, soft GRE uses the 
primary IP address of the 
output interface as the source 
address. 

 

Command reference 

New command: mpls l3vpn soft-gre 

Use mpls l3vpn soft-gre to enable soft GRE for MPLS L3VPN. 

Use undo mpls l3vpn soft-gre to restore the default. 

Syntax 
mpls l3vpn soft-gre 

undo mpls l3vpn soft-gre 

Default 
Soft GRE is disabled for MPLS L3VPN. 



31 

Views 
MPLS view 

Default command level 
2: System level 

Usage guidelines 
Soft GRE can replace MPLS LDP, MPLS TE, or GRE to set up a public tunnel for an MPLS L3VPN 
network. It has simpler configuration. 

After soft GRE is enabled on a PE, the PE uses soft GRE to encapsulate VPN packets when no 
public tunnel exists or the existing public tunnels do not meet tunnel policy requirements. 

Soft GRE encapsulates VPN packets with a GRE header and then an IP header. The destination IP 
address of the IP header is the IP address of the remote PE (BGP VPNv4 peer). The source IP 
address is the output interface address by default. You can use the mpls l3vpn soft-gre source 
command to specify a source IP address. 

Examples 
# Enable soft GRE for MPLS L3VPN. 
<Sysname> System-view 

[Sysname] mpls 

[Sysname-mpls] mpls l3vpn soft-gre 

New command: mpls l3vpn soft-gre key 

Use mpls l3vpn soft-gre key to configure a key for soft GRE. 

Use undo mpls l3vpn soft-gre key to restore the default. 

Syntax 
mpls l3vpn soft-gre key key-number 

undo mpls l3vpn soft-gre key 

Default 
No key is configured for soft GRE. 

Views 
MPLS view 

Default command level 
2: System level 

Parameters 
key-number: Specifies a soft GRE key in the range of 0 to 4294967295. 

Usage guidelines 
Before executing this command, you must enable the soft GRE feature by executing the mpls l3vpn 
soft-gre command. 

To ensure that PEs identify and receive VPN packets correctly, you can specify a key for soft GRE. A 
PE accepts the received VPN packets when it is configured with the same key as the remote PE. 
Otherwise, the PE drops the packets. 

Examples 
# Configure the soft GRE key as 1234. 
<Sysname> System-view 
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[Sysname] mpls 

[Sysname-mpls] mpls l3vpn soft-gre 

[Sysname-mpls] mpls l3vpn soft-gre key 1234 

New command: mpls l3vpn soft-gre source 

Use mpls l3vpn soft-gre source to configure the source address in the outer IP header for soft 
GRE encapsulation. 

Use undo mpls l3vpn soft-gre source to restore the default. 

Syntax 
mpls l3vpn soft-gre source ip-address 

undo mpls l3vpn soft-gre source 

Default 
Soft GRE uses the primary IP address of the output interface as the source address. 

Views 
MPLS view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies a source address. 

Usage guidelines 
Before executing this command, you must enable the soft GRE feature by executing the mpls l3vpn 
soft-gre command. 

Examples 
# Configure the source address as 2.2.2.9. 
<Sysname> System-view 

[Sysname] mpls 

[Sysname-mpls] mpls l3vpn soft-gre 

[Sysname-mpls] mpls l3vpn soft-gre source 2.2.2.9 

New feature: Configuring a PKI entity to include the 
device serial number in the identity information 

Configuring a PKI entity 
A certificate is the binding of a public key and the identity information of an entity, where the identity 
information is identified by an entity distinguished name (DN). A CA identifies a certificate applicant 
uniquely by entity DN. 

An entity DN is defined by these parameters: 
• Common name of the entity. 
• Country code of the entity, a standard 2-character code. For example, CN represents China and 

US represents the United States. 
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• FQDN of the entity, a unique identifier of an entity on the network. It consists of a host name and 
a domain name and can be resolved to an IP address. For example, www.whatever.com is an 
FQDN, where www is a host name and whatever.com a domain name. 

• IP address of the entity. 
• Locality where the entity resides. 
• Organization to which the entity belongs. 
• Unit of the entity in the organization. 
• State where the entity resides. 
• Device serial number. 

Whether the categories are required or optional depends on the CA policy. Follow the CA policy to 
configure the entity settings. For example, if the CA policy requires the entity DN, but you configure 
only the IP address, the CA rejects the certificate request from the entity. 

The SCEP add-on on the Windows 2000 CA server has restrictions on the data length of a certificate 
request. If a request from a PKI entity exceeds the data length limit, the CA server does not respond 
to the certificate request. In this case, you can use an out-of-band means to submit the request. 
Other types of CA servers, such as RSA servers and OpenCA servers, do not have such restrictions. 

To configure a PKI entity: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an entity and enter its 
view. pki entity entity-name 

No entities exist by default. 
You can create up to two entities 
on a device. 

3. Configure the common name 
for the entity. common-name name 

Optional. 
No common name is specified by 
default. 

4. Configure the country code 
for the entity. country country-code-str 

Optional. 
No country code is specified by 
default. 

5. Configure the FQDN for the 
entity. fqdn name-str 

Optional. 
No FQDN is specified by default. 

6. Configure the IP address for 
the entity. ip ip-address 

Optional. 
No IP address is specified by 
default. 

7. Configure the locality for the 
entity. locality locality-name 

Optional. 
No locality is specified by default.

8. Configure the organization 
name for the entity. organization org-name 

Optional. 
No organization is specified by 
default. 

9. Configure the unit name for 
the entity. organization-unit org-unit-name

Optional. 
No unit is specified by default. 

10. Configure the state or 
province for the entity. state state-name 

Optional. 
No state or province is specified 
by default. 

11. Configuring the PKI entity to 
include the device serial 
number in the identity 

include serial-number Optional. 
By default, the PKI entity does not 
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Step Command Remarks 
information contain the device serial number 

in the identity information. 
 

Command reference 

New command: include serial-number 

Use include serial-number to configure a PKI entity to include the device serial number in the 
identity information. 

Use serial-number to restore the default. 

Syntax 
include serial-number 

undo include serial-number 

Default 
The PKI entity does not contain the device serial number in the identity information. 

Views 
PKI entity view 

Default command level 
2: System level 

Examples 
# Configure PKI entity 1 to include the device serial number in the identity information.  
<Sysname> system-view 

[Sysname] pki entity 1 

[Sysname-pki-entity-1] include serial-number 

New feature: Support of FIP300 and FIP310 for port 
mirroring 

The following matrix shows the feature and router compatibility: 
 

Feature HSR6800 

port mirroring 
Only when SAP modules are operating in bridge mode 
On fixed interfaces of FIP-300 
On fixed GE interfaces of FIP-310 
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New feature: LSP inspection 

Configuring BFD for LSPs 
You can configure BFD to detect the connectivity of an LSP. After the configuration, a BFD session is 
established between the ingress and egress of the LSP. The ingress adds the label for the FEC into 
a BFD control packet, forwards the BFD control packet along the LSP to the egress, and determines 
the status of the LSP according to the reply received. Upon detecting an LSP failure, BFD triggers a 
traffic switchover.  

A BFD session for LSP connectivity detection can be static or dynamic. 
• Static—If you specify the local and remote discriminator values by using the discriminator 

keyword when configuring the bfd enable command, the BFD session is established with the 
specified discriminator values. Such a BFD session is used to detect the connectivity of a pair of 
LSPs in opposite directions (one from local to remote, and the other from remote to local) 
between two devices.  

• Dynamic—If you do not specify the local and remote discriminator values when configuring the 
bfd enable command, the MPLS LSP ping is run automatically to negotiate the discriminator 
values and then the BFD session is established based on the negotiated discriminator values. 
Such a BFD session is used for connectivity detection of an LSP from the local device to the 
remote device.  

Configuration prerequisites 

Before enabling BFD for an LSP, complete the following tasks: 
• Configure an IP address for the loopback interface, and configure the IP address as the MPLS 

LSR ID of the device. 
• Configure BFD session parameters on the loopback interface. 

The device uses the BFD session parameters configured on the loopback interface to establish a 
BFD session, and it uses the MPLS LSR ID as the source address of the BFD packets. For more 
information about BFD, see High Availability Configuration Guide. 

To establish a static BFD session, make sure there is already an LSP from the local device to the 
remote device and an LSP from the remote device to the local device. 

Configuration guidelines 

• You cannot establish both a static BFD session and a dynamic BFD session for the same LSP.  
• After a static BFD session is established, you cannot modify the discriminator values of the BFD 

session. 
• In a BFD session for detecting LSP connectivity, the ingress node always operates in active 

mode and the egress node always operates in passive mode. The bfd session init-mode 
command does not take effect on the ingress and egress nodes of such a BFD session. Even if 
you configure the two nodes to both operate in passive mode, the BFD session can still be 
established successfully. 

• BFD for MPLS LDP is for detecting the IP connectivity between two remote LDP peers. BFD for 
LSP is for detecting the connectivity of LSPs. 
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Configuration procedure 

To configure BFD for LSPs: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter the MPLS LSPV view. mpls lspv Not enabled by default. 

3. Configure BFD to detect the 
LSP connectivity. 

bfd enable destination-address 
mask-length [ nexthop 
nexthop-address [ discriminator 
local local-id remote remote-id ] ]

Not configured by default. 

 

Configuring periodic LSP tracert 
The periodic LSP tracert function is for locating faults of an LSP periodically. It detects the 
consistency of the forwarding plane and control plane and records detection results into logs. You 
can check the logs to know whether an LSP has failed. 

If you configure BFD as well as periodic tracert for an LSP, once the periodic LSP tracert function 
detects an LSP fault or inconsistency of the forwarding plane and control plane, the BFD session for 
the LSP is deleted and a new BFD session is established according to the control plane.  

To configure the periodic LSP tracert function: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter the MPLS LSPV view. mpls lspv Not enabled by default. 

3. Configure periodic tracert for 
an LSP to the specified FEC 
destination. 

periodic-tracert 
destination-address mask-length 
[ -a source-ip | -exp exp-value | -h 
ttl-value | -m wait-time | -t time-out 
| -u retry-attempt ] * 

Not configured by default. 

 

Command reference 

bfd enable 

Use bfd enable to enable BFD to detect the connectivity of the LSPs for an FEC.  

Use undo bfd enable to disable BFD detection of the LSP connectivity to a destination address.  

Syntax 
bfd enable destination-address mask-length [ nexthop nexthop-address [ discriminator local 
local-id remote remote-id ] ] 

undo bfd enable destination-address mask-length [ nexthop nexthop-address ] 

Default 
BFD detection is disabled.  

Views 
MPLS LSPV view 
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Default command level 
2: System level 

Parameters 
destination-address mask-length: Specifies an FEC by a destination address and the mask length of 
the address. The value range for mask-length is 0 to 32.  

nexthop nexthop-address: Specifies a next hop address for the FEC. If you specify a next hop 
address, the BFD detects the specified LSP. If you do not specify it, the BFD detects all LSPs for the 
FEC.  

discriminator: Specifies the discriminator values of the BFD session.  

local local-id: Specifies the local discriminator value of the BFD session. The value range depends 
on device model.  

remote remote-id: Specifies the remote discriminator value of the BFD session. The value ranges 
from 1 to 4294967295. 

Usage guidelines 
Enable LSP verification by using the mpls lspv command before executing the bfd enable 
command. 

The BFD session parameters are those configured on the loopback interface whose IP address is 
configured as the MPLS LSR ID. The BFD packets use the MPLS LSR ID as the source address. 
Before enabling BFD for an LSP, configure an IP address for the loopback interface and configure 
the MPLS LSR ID as the IP address of the loopback interface. You can also configure BFD session 
parameters for the loopback interface as needed.  

Examples 
# Enable BFD to detect the LSP connectivity to destination 1.1.1.9/32. 
<Sysname> system-view 

[Sysname] mpls lspv 

[Sysname-mpls-lspv] bfd enable 1.1.1.9 32 

display mpls lsp bfd ipv4 

Use display mpls lsp bfd ipv4 to display BFD information for LSPs. 

Syntax 
display mpls lsp bfd [ ipv4 destination-address mask-length ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
destination-address mask-length: Displays BFD information for LSPs associated with an FEC. The 
FEC is specified by a destination address and its mask length. The value range for the address mask 
length is 0 to 32. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 
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include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display BFD information for LSPs to destination 1.1.1.9/32. 
<Sysname> display mpls lsp bfd ipv4 1.1.1.9 32 

 

               MPLS BFD Session(s) Information 

----------------------------------------------------------------------------- 

 FEC            : 1.1.1.9/32        Type           : LSP 

 Local Discr    : 1                 Remote Discr   : 1 

 Tunnel ID      : 0xd2007           NextHop        : 11.1.1.2 

 Session State  : Up                Source IP      : 1.1.1.1 

 Session Role   : Active 

  

 FEC            : 1.1.1.9/32        Type           : LSP 

 Local Discr    : 2                 Remote Discr   : 2 

 Tunnel ID      : 0xd2008           NextHop        : 12.1.1.2 

 Session State  : Up                Source IP      : 1.1.1.1 

 Session Role   : Active 

  

 Total Session Num: 2 

Table 1 Command output 

Field Description 
Type Type of the tunnel detected by BFD: LSP or TE Tunnel. 

Local Discr Local discriminator value of the BFD session. 

Remote Discr Remote discriminator value of the BFD session. 

Session State 

BFD session state: 
• Init—initialization state. 
• Up. 
• Down. 

Source IP IP address of the active end (ingress LSR) of the BFD session. 

Session Role 
Role of the current LSR in the session: 
• Active—Initiator of the BFD session. 
• Passive—Responder of the BFD session. 

 

mpls lspv 

Use mpls lspv to enable the LSP verification function and enter MPLS LSPV view. 

Use undo mpls lspv to disable the LSP verification function. 

Syntax 
mpls lspv 

undo mpls lspv 

Default 
LSP verification is disabled. 
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Views 
System view 

Default command level 
2: System level 

Examples 
# Enable LSP verification and enter MPLS LSPV view. 
<Sysname> system-view 

[Sysname] mpls lspv 

[Sysname-mpls-lspv] 

periodic-tracert 

Use periodic-tracert to enable periodic LSP tracert for an FEC. 

Use undo periodic-tracert to disable periodic LSP tracert for an FEC. 

Syntax 
periodic-tracert destination-address mask-length [ -a source-ip | -exp exp-value | -h ttl-value | -m 
wait-time | -t time-out | -u retry-attempt ] * 

undo periodic-tracert destination-address mask-length 

Default 
The periodic LSP tracert for an FEC is not enabled. 

Views 
MPLS LSPV view 

Default command level 
2: System level 

Parameters 
destination-address mask-length: Specifies an FEC by a destination IP address and the mask length 
of the destination address. The value range for the mask length is 0 to 32. 

-a source-ip: Specifies the source IP address for MPLS echo request messages. By default, the 
MPLS LSR ID is used as the source address of MPLS echo request messages.  

-exp exp-value: Specifies the EXP value of the label. The value range for the exp-value argument is 
0 to 7, and the default is 0. 

-h ttl-value: Specifies the maximum TTL value for MPLS echo request messages. The value range 
for the ttl-number argument is to 255, and the default is 30. 

-m wait-time: Specifies the interval for performing LSP tracert. The value range for the wait-time 
argument is 15 to 120 minutes, and the default is 60 minutes.  

-t time-out: Specifies the timeout time for waiting for the response of an MPLS echo request 
message. The value range for the time-out argument is 0 to 65535 milliseconds, and the default is 
2000 milliseconds.  

-u retry-attempt: Specifies the maximum number of times that MPLS echo request messages can be 
sent if no response is received. The value range for the retry-attempt argument is 1 to 9, and the 
default is 3.  
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Usage guidelines 
The periodic LSP tracert function is for locating faults of an LSP periodically. It detects the 
consistency of the forwarding plane and control plane and records detection results into logs. You 
can know whether an LSP has failed by checking the logs. 

If you configure BFD as well as periodic tracert for an LSP, once the periodic LSP tracert function 
detects an LSP fault or inconsistency of the forwarding plane and control plane, the BFD session for 
the LSP will be deleted, and a new BFD session will be established according to the control plane.  

Examples 
# Enable periodic tracert for LSPs to destination 1.1.1.9/32.  
<Sysname> system-view 

[Sysname] mpls lspv 

[Sysname-mpls-lspv] periodic-tracert 1.1.1.9 32 

New feature: MPLS TE tunnel inspection 

Configuring BFD for an MPLS TE tunnel 
You can configure BFD for an MPLS TE tunnel to implement fast detection of the connectivity of the 
tunnel. After you configure BFD for an MPLS TE tunnel, a BFD session is established between the 
ingress and egress of the tunnel. The ingress adds the label for the tunnel into a BFD control packet, 
forward the BFD control packet along the tunnel, and determine the status of the tunnel according to 
the BFD control packet received from the egress. Upon detecting an MPLS TE tunnel failure, BFD 
triggers protection switching to switch traffic to another tunnel.  

A BFD session for MPLS TE tunnel detection can be static or dynamic. 
• Static—If you specify the local and remote discriminator values by using the discriminator 

keyword when configuring the mpls te bfd enable command, the BFD session is established 
with the specified discriminator values. Such a BFD session can detect the connectivity of a pair 
of MPLS TE tunnels in opposite directions (one from local to remote, and the other from remote 
to local) between two devices.  

• Dynamic—If you do not specify the local and remote discriminator values when configuring the 
mpls te bfd enable command, the MPLS LSP ping is run automatically to negotiate the 
discriminator values and then the BFD session is established based on the negotiated 
discriminator values. Such a BFD session can detect the connectivity of a unidirectional (from 
the local device to the remote device) MPLS TE tunnel between two devices.  

After you enable BFD and configure the mpls te failure-action teardown command for an MPLS 
TE tunnel, once an RSVP-TE tunnel failure occurs, BFD can detect the failure, and if RSVP does not 
reestablish the tunnel within a specific period of time, MPLS TE removes the failed RSVP-TE tunnel 
and then reestablish it.  

Configuration guidelines 

• You cannot establish both a static BFD session and a dynamic BFD session for the same MPLS 
TE tunnel. 

• After establishing a static BFD session for an MPLS TE tunnel, you cannot modify the 
discriminator values of the BFD session. 

• If you enable both FRR and BFD for an MPLS TE tunnel, to make sure the BFD session is not 
down during an FRR switching, give the BFD detection interval a greater value than the FRR 
detection interval. 

• In a BFD session for detecting an MPLS TE tunnel's connectivity, the ingress node always 
operates in active mode and the egress node always operates in passive mode. The bfd 
session init-mode command does not take effect on the ingress and egress nodes of such a 
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BFD session. Even if you configure the two nodes to both operate in passive mode, the BFD 
session is still established successfully. 

Configuration prerequisites 

The source address of the BFD session is the MPLS LSR ID. Before configuring BFD to inspect an 
MPLS TE tunnel, make sure there is a route on the peer device to the MPLS LSR ID. You can also 
configure the BFD session parameters on the tunnel interface as needed. For more information 
about BFD, see High Availability Configuration Guide. 

To establish a static BFD session to inspect an MPLS TE tunnel, make sure there is already an LSP 
from the local device to the remote device and an LSP from the remote device to the local device. 

Configuration procedure 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter MPLS LSPV view. mpls lspv 

By default, LSP verification is 
disabled. 
For more information about this 
command, see MPLS Command 
Reference. 

3. Return to system view. quit N/A 

4. Enter the tunnel interface 
view of an MPLS TE tunnel. interface tunnel tunnel-number N/A 

5. Configure BFD to check the 
connectivity of the MPLS TE 
tunnel. 

mpls te bfd enable 
[ discriminator local local-id 
remote remote-id ] 

By default, BFD is not configured 
to check connectivity of MPLS TE 
tunnels.  

6. Configure MPLS TE to tear 
down a failed RSVP TE 
tunnel and reestablish it. mpls te failure-action teardown

Optional. 
Not configured by default. 

 

Configuring periodic LSP tracert for an MPLS TE tunnel 
The periodic LSP tracert function for an MPLS TE tunnel is for locating faults of the MPLS TE tunnel 
periodically. It detects the consistency of the forwarding and control plane and records detection 
results into logs. You can check the logs to see whether an MPLS TE tunnel has failed. 

If you configure BFD as well as periodical tracert for an MPLS TE tunnel, once the periodical LSP 
tracert function detects a fault or inconsistency of the forwarding plane and control plane of the 
MPLS TE tunnel, the BFD session for the tunnel is deleted and a new BFD session is established 
according to the control plane.  

After you configure periodic LSP tracert and the mpls te failure-action teardown command for an 
MPLS TE tunnel, once an RSVP-TE tunnel failure occurs, the periodic LSP tracert function can 
detect the failure, and if RSVP does not reestablish the RSVP-TE tunnel within a specific period of 
time, MPLS TE removes the failed RSVP-TE tunnel and then reestablishes it.  

To configure periodic LSP tracert for an MPLS TE tunnel: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable LSP verification and 
enter MPLS LSPV view. mpls lspv By default, LSP verification is 

disabled. 
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Step Command Remarks 
For more information about this 
command, see MPLS Command 
Reference. 

3. Return to system view. quit N/A 

4. Enter the tunnel interface 
view of an MPLS TE tunnel. interface tunnel tunnel-number N/A 

5. Enable periodic LSP tracert 
for the MPLS TE tunnel. 

mpls te periodic-tracert [ -a 
source-ip | -exp exp-value | -h 
ttl-value | -m wait-time | -t time-out 
| -u retry-attempt ] * 

By default, periodic LSP tracert is 
disabled for MPLS TE tunnels.  

6. Configure MPLS TE to tear 
down a failed RSVP TE 
tunnel and reestablish it. 

mpls te failure-action teardown
Optional. 
Not configured by default. 

 

Command reference 

display mpls lsp bfd te 

Use display mpls lsp bfd te to display BFD information for MPLS TE tunnels. 

Syntax 
display mpls lsp bfd [ te tunnel tunnel-number ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
tunnel tunnel-number: Displays BFD information for the specified MPLS TE tunnel. tunnel-number is 
the tunnel interface number.  

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display BFD information for the MPLS TE tunnel using tunnel interface Tunnel 0. 
<Sysname> display mpls lsp bfd te Tunnel 0 

 

               MPLS BFD Session(s) Information 

----------------------------------------------------------------------------- 

 FEC            : Tunnel0           Type           : TE Tunnel 

 Local Discr    : 3                 Remote Discr   : 3 

 Tunnel ID      : 0xd2009           NextHop        : ---- 
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 Session State  : Up                Source IP      : 1.1.1.1 

 Session Role   : Active 

  

 Total Session Num: 1 

Table 2 Command output 

Field Description 
Type Type of the tunnel detected by BFD: LSP or TE Tunnel. 

Local Discr Local discriminator of the BFD session. 

Remote Discr Remote discriminator of the BFD session. 

Session State Status of the BFD session: Init (initializing), Up, or Down. 

Source IP IP address of the active end (ingress LSR) of the BFD session. 

Session Role Role of the LSR in the BFD session: Active or Passive. 
 

mpls te bfd enable 

Use mpls te bfd enable to configure BFD to check the connectivity of the MPLS TE tunnel. 

Use undo mpls te bfd enable to disable BFD for the MPLS TE tunnel of a TE tunnel interface. 

Syntax 
mpls te bfd enable [ discriminator local local-id remote remote-id ] 

undo mpls te bfd enable 

Default 
BFD is not configured for MPLS TE tunnels. 

Views 
Tunnel interface view 

Default command level 
2: System level 

Parameters 
discriminator: Specifies the discriminator values of the BFD session. 

local local-id: Specifies the local discriminator value of the BFD session, in the range of 1 to 4096. 

remote remote-id: Specifies the remote discriminator value of the BFD session, in the range of 1 to 
4294967295. 

Usage guidelines 
Enable LSP verification by using the mpls lspv command first before executing the mpls te bfd 
enable command. 

BFD session parameters are those configured on the TE tunnel interface. The source address of the 
BFD session is the MPLS LSR ID. Before enabling BFD for an MPLS TE tunnel, make sure a route is 
available on the peer device to the MPLS LSR ID. You can also configure the BFD session 
parameters on the tunnel interface as needed. For information about BFD parameter configuration, 
see High Availability Configuration Guide. 

Examples 
# Enable BFD for the MPLS TE tunnel on tunnel interface Tunnel 1. 
<Sysname> system-view 
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[Sysname] interface tunnel 1 

[Sysname-Tunnel1] mpls te bfd enable 

mpls te failure-action teardown 

Use mpls te failure-action teardown to enable the capability of tearing down a failed RSVP TE 
tunnel and then reestablishing it.  

Use undo mpls te failure-action teardown to disable the capability.  

Syntax 
mpls te failure-action teardown 

undo mpls te failure-action teardown 

Default 
This capability is disabled.  

Views 
Tunnel interface view 

Default command level 
2: System level 

Usage guidelines 
With this capability configured, after BFD or periodic LSP tracert detects a failure of an RSVP-TE 
tunnel, if RSVP does not reestablish the RSVP-TE tunnel within a specific period of time, MPLS TE 
will remove the tunnel and reestablish it.  

Examples 
# On tunnel interface Tunnel 0, enable the capability of tearing down a failed MPLS TE tunnel and 
then reestablishing the tunnel.  
<Sysname> system-view 

[Sysname] interface tunnel 0 

[Sysname-Tunnel0] mpls te failure-action teardown 

mpls te periodic-tracert 

Use mpls te periodic-tracert to enable periodic LSP tracert for the MPLS TE tunnels on a tunnel 
interface.  

Use undo mpls te periodic-tracert to disable periodic LSP tracert for MPLS TE tunnels on a tunnel 
interface.  

Syntax 
mpls te periodic-tracert [ -a source-ip | -exp exp-value | -h ttl-value | -m wait-time | -t time-out | -u 
retry-attempt ] * 

undo mpls te periodic-tracert 

Default 
Periodic LSP tracert is disabled for MPLS TE tunnels.  

Views 
Tunnel interface view 

Default command level 
2: System level 
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Parameters 
-a source-ip: Specifies the source IP address of MPLS Echo Request messages. By default, the 
MPLS LSR ID is used as the source address of MPLS Echo Request messages.  

-exp exp-value: Specifies the EXP value of the label. The value range for the exp-value argument is 
0 to 7, and the default is 0. 

-h ttl-value: Specifies the maximum TTL value for MPLS Echo Request messages. The value range 
for the ttl-number argument is 1 to 255, and the default is 30. 

-m wait-time: Specifies the interval for performing LSP tracert. The value range for the wait-time 
argument is 15 to 120 minutes, and the default is 60 minutes.  

-t time-out: Specifies the timeout time for waiting for the response of an MPLS Echo Request 
message. The value range for the time-out argument is 0 to 65535 milliseconds, and the default is 
2000 milliseconds.  

-u retry-attempt: Specifies the maximum number of times that MPLS Echo Request messages can 
be sent if no response is received. The value range for the retry-attempt argument is 1 to 9, and the 
default is 3.  

Usage guidelines 
The periodic LSP tracert function for an MPLS TE tunnel is for locating faults of the MPLS TE tunnel 
periodically. It detects the consistency of the forwarding and control plane and records detection 
results into logs. You can know whether an MPLS TE tunnel has failed by checking the logs. 

If you configure BFD as well as periodical tracert for an MPLS TE tunnel, once the tracert function 
detects a data plane failure or an inconsistency between the data plane and control plane, the 
existing BFD session is deleted and a new BFD session is then reestablished based on the control 
plane.  

Enable LSP verification by using the mpls lspv command before executing the mpls te 
periodic-tracert command. 

Examples 
# Enable periodic LSP tracert for the MPLS TE tunnels on tunnel interface Tunnel 0. 
<Sysname> system-view 

[Sysname] interface tunnel 0 

[Sysname-Tunnel0] mpls te periodic-tracert 

New feature: IP header compression 

Configuring IP header compression 
IP header compression (IPHC) is a host-to-host protocol used to carry real-time multimedia services 
such as voice and video over IP networks. To decrease the bandwidth consumed by packet headers, 
you can enable IPHC on PPP links to compress RTP (including IP, UDP, and RTP) headers or TCP 
headers. The following uses RTP header compression to describe how compression operates. 

RTP is a UDP protocol using fixed port number and format. An RTP packet comprises a 40-byte 
header and a data section. The 40-byte header, which contains a 20-byte IP header, an 8-byte UDP 
header, and a 12-byte RTP header, is large compared with the payload, which is usually 20 bytes to 
160 bytes. To reduce bandwidth consumption, use IPHC to compress RTP packet headers. After 
compression, the 40-byte header can be reduced to 2 to 5 bytes. If the payload is 40 bytes, the 
compression ratio will be (40+40) / (40+5), about 1.78, which is very efficient. 

To configure IP header compression: 
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Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable IP header compression. ppp compression iphc 
[ nonstandard ] 

By default, IP header compression 
is disabled. 

4. Set the maximum number of 
connections for which an interface 
can perform RTP header 
compression. 

ppp compression iphc 
tcp-connections number 

Optional. 
The default setting is 16. 

5. Set the maximum number of 
connections for which an interface 
can perform TCP header 
compression. 

ppp compression iphc 
rtp-connections number 

Optional. 
The default setting is 16. 

 

Displaying and maintaining IP header compression 

Task Command 

Display TCP header compression 
statistics. 

display ppp compression iphc tcp [ interface-type 
interface-number ] [ | { begin | exclude | include } 
regular-expression ] 

Display RTP header compression 
statistics. 

display ppp compression iphc rtp [ interface-type 
interface-number ] [ | { begin | exclude | include } 
regular-expression ] 

Clear all IP header compression 
statistics. reset ppp compression iphc [ interface-type interface-number ] 

 

Command reference 

display ppp compression iphc rtp 

Use display ppp compression iphc rtp to display IPHC RTP header compression statistics. 

Syntax 
display ppp compression iphc rtp [ interface-type interface-number ] [ | { begin | exclude | 
include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 
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include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
When IPHC RTP applies to MP links, the associated VA interfaces perform the compression. You 
can check the compression information on MP templates, such as VT or dialer interfaces.  

When IPHC RTP applies to normal PPP links, physical interfaces perform the compression. You can 
check the compression information on the physical interfaces. 

Examples 
# Display IPHC RTP header compression statistics. 
<Sysname> display ppp compression iphc rtp 

IPHC: TCP/IP header compression 

  Interface: Serial2/0 

    Received: 

      Compress/Error/Discard/Total: 0/0/0/0 (Packets) 

    Sent: 

      Compress/Total: 0/0 (Packets) 

      Send/Save/Total: 0/0/0 (Bytes) 

    Connect: 

      Rx/Tx: 16/16 

      Long-search/Miss: 0/0 

Table 3 Command output 

Field Description 
Received Statistics on received packets. 

Compress/Error/Discard/Total: 0/0/0/0 (Packets) The number of received 
compressed/error/discarded/total packets is 0/0/0/0. 

Sent Statistics on sent packets. 

Compress/Total: 0/0 (Packets) 
Send/Save/Total: 0/0/0 (Bytes) 

The number of sent compressed/total packets is 0/0. 
The bytes of sent/saved/total packets are 0/0/0.  

Connect: Number of connections. 

Rx Number of connections that the receiver can 
decompress.  

Tx Number of connections that the sender can 
compress.  

Long-search/Miss Times of searching compression entries and times of 
search failures. 

 

display ppp compression iphc tcp 

Use display ppp compression iphc tcp to display IPHC TCP header compression statistics. 

Syntax 
display ppp compression iphc tcp [ interface-type interface-number ] [ | { begin | exclude | 
include } regular-expression ] 

Views 
Any view 
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Default command level 
1: Monitor level 

Parameters 
interface-type interface-number: Specifies an interface by its type and number. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
When IPHC TCP applies to MP links, the associated VA interfaces perform the compression. You 
can check the compression information on MP templates, such as VT or dialer interfaces.  

When IPHC TCP applies to normal PPP links, physical interfaces perform the compression. You can 
check the compression information on the physical interfaces. 

Examples 
# Display IPHC TCP header compression statistics. 
<Sysname> display ppp compression iphc tcp 

IPHC: TCP/IP header compression 

  Interface: Serial2/0 

    Received: 

      Compress/Error/Discard/Total: 0/0/0/0 (Packets) 

    Sent: 

      Compress/Total: 0/0 (Packets) 

      Send/Save/Total: 0/0/0 (Bytes) 

    Connect: 

      Rx/Tx: 16/16 

      Long-search/Miss: 0/0 

Table 4 Command output 

Field Description 
Received Statistics on received packets. 

Compress/Error/Discard/Total: 0/0/0/0 (Packets) 
The number of received 
compressed/error/discarded/total packets is 
0/0/0/0.  

Sent Statistics on sent packets. 

Compress/Total: 0/0 (Packets) 
Send/Save/Total: 0/0/0 (Bytes) 

The number of sent compressed/total packets is 
0/0. 
The bytes of sent/saved/total packets are 0/0/0. 

Connect: Number of connections. 

Rx Number of connections that the receiver can 
decompress.  

Tx Number of connections that the sender can 
compress.  

Long-search/Miss Times of searching compression entries and 
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Field Description 
times of search failures. 

 

ppp compression iphc 

Use ppp compression iphc to enable IP header compression (TCP header compression and RTP 
header compression mainly) on an interface. 

Use undo ppp compression iphc to disable IP header compression. 

Syntax 
ppp compression iphc [ nonstandard ] 

undo ppp compression iphc 

Default 
TCP header compression and RTP header compression are disabled. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
nonstandard: Specifies the nonstandard encapsulation format. 

Usage guidelines 
Enabling or disabling IP header compression enables or disables both RTP header compression and 
TCP header compression.  

To use IP header compression, you must enable it on both sides of a PPP link.  

After you enable IP header compression on VT and Dialer interfaces, ISDN and asynchronous dialer 
interfaces, you must shut down and then bring up the interfaces by using the shutdown and undo 
shutdown commands for the configuration to take effect.  

After you enable IP header compression on a MP bundle, you must shut down and then bring up all 
the MP member interfaces by using the shutdown and undo shutdown commands for the 
configuration to take effect. 

Examples 
# Enable IP header compression on interface Serial 4/2/0. 
<Sysname> system-view 

[Sysname] interface serial 4/2/0 

[Sysname-Serial4/2/0] ppp compression iphc 

Related commands 
• ppp compression iphc rtp-connections 
• ppp compression iphc tcp-connections 

ppp compression iphc rtp-connections 

Use ppp compression iphc rtp-connections to set the maximum number of connections for which 
an interface can perform RTP header compression. 

Use undo ppp compression iphc rtp-connections to restore the default, which is 16. 
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Syntax 
ppp compression iphc rtp-connections number 

undo ppp compression iphc rtp-connections 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the maximum number of connections for which an interface can perform RTP 
header compression. The value range for this argument is 3 to 1000. 

Usage guidelines 
RTP is a connection-oriented protocol. An interface can accommodate multiple RTP connections.  

RTP header compression occupies memory resources for maintaining connection information. This 
command can limit memory resources used by compression. For example, if you set the limit to three, 
RTP header compression only applies to a maximum of three RTP connections. 

After executing the ppp compression iphc rtp-connections command, you must shut down and 
then bring up the interface for the new setting to take effect. If the configuration is for an MP bundle, 
you must shut down and then bring up all the MP member interfaces. 

Examples 
# Set the maximum number of connections for which interface serial 4/2/0 can perform RTP header 
compression to 10. 
<Sysname> system-view 

[Sysname] interface serial 4/2/0 

[Sysname-Serial4/2/0] ppp compression iphc rtp-connections 10 

ppp compression iphc tcp-connections 

Use ppp compression iphc tcp-connections to set the maximum number of connections for which 
an interface can perform TCP header compression. 

Use undo ppp compression iphc tcp-connections to restore the default, which is 16. 

Syntax 
ppp compression iphc tcp-connections number 

undo ppp compression iphc tcp-connections 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
number: Specifies the maximum number of connections for which an interface can perform TCP 
header compression. The value range for this argument is 3 to 256. 

Usage guidelines 
TCP is a connection-oriented protocol. An interface can accommodate multiple TCP connections.  
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TCP header compression occupies memory resources for maintaining connection information. This 
command can limit memory resources used by compression. For example, if you set the limit to three, 
RTP header compression only applies to a maximum of three TCP connections. 

After executing the ppp compression iphc tcp-connections command, you must shut down and 
then bring up the interface for the new setting to take effect. If the configuration is for an MP bundle, 
you must shut down and then bring up all the MP member interfaces. 

Examples 
# Set the maximum number of connections for which interface serial 4/2/0 can perform TCP 
compression to 10. 
<Sysname> system-view 

[Sysname] interface serial 4/2/0 

[Sysname-Serial4/2/0] ppp compression iphc tcp-connections 10 

reset ppp compression iphc 

Use reset ppp compression iphc to clear the IP header compression statistics on an interface. 

Syntax 
reset ppp compression iphc [ interface-type interface-number ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
Interface-type Interface-number: Specifies an interface by its type and number. 

Usage guidelines 
If the interface-type interface-number argument is not provided, this command clears the IP header 
compression statistics on all interfaces.  

Examples 
# Clear the IP header compression statistics on all interfaces. 
<Sysname> reset ppp compression iphc 

New feature: Enabling the device to discard IPv6 packets 
that contain extension headers 

Enabling the device to discard IPv6 packets that contain extension 
headers 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable the device to discard 
IPv6 packets that contain 
extension headers. 

ipv6 option drop enable 
By default, the device does not 
discard IPv6 packets that contain 
extension headers. 
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Command reference 

ipv6 option drop enable 

Use ipv6 option drop enable to enable the device to discard IPv6 packets that contain extension 
headers. 

Use undo ipv6 option drop to disable the device from discarding IPv6 packets that contain 
extension headers. 

Syntax 
ipv6 option drop enable 

undo ipv6 option drop 

Default 
The device does not discard IPv6 packets that contain extension headers. 

Views 
System view 

Default command level 
2: System level 

Examples 
# Enable the device to discard IPv6 packets that contain extension headers. 
<Sysname> system-view 

[Sysname] ipv6 option drop enable 

New feature: Enhanced flow monitoring of Netstream 
and host-monitor 

Configuring NetStream flow aging 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable periodical 
aging and TCP FIN- 
and RST-triggered 
aging. 

ip netstream aging 

Optional. 
By default, periodical aging 
and TCP FIN- and 
RST-triggered aging are 
enabled. 

3. Configure periodical 
aging. 

• Set the aging timer for active flows: 
ip netstream timeout active seconds 

• Set the aging timer for inactive flows: 
ip netstream timeout inactive seconds 

Optional. 
By default: 
• The aging timer for 

active flows is 1800 
seconds. 

• The aging timer for 
inactive flows is 30 
seconds. 

4. Configure forced 
aging of the 
NetStream entries. 

a. Set the maximum entries that the 
cache can accommodate, and the 
processing method when the upper 

Optional. 
By default, the cache can 
accommodate a maximum of 
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Step Command Remarks 
limit is reached: 
ip netstream max-entry { max-entries 
| aging | disable-caching } 

b. Exit to user view: 
quit 

c. Configure forced aging: 
reset ip netstream statistics 

620000 entries, and the 
device ages out the entries 
when the maximum number 
is reached. 
The ip netstream 
max-entry command is 
supported on only A6602 
and HSR6602 routers. 
The reset ip netstream 
statistics command also 
clears the cache. 

 

Displaying and maintaining NetStream 

Task Command Remarks 

Display NetStream entry 
information in the cache (in 
standalone mode). 

display ip netstream cache [ verbose ] 
[ destination ip-address | interface 
interface-type interface-number | source 
ip-address ] * [ slot slot-number ] [ | { begin | 
exclude | include } regular-expression ] 

Available in any view. 

Display NetStream entry 
information in the cache (in IRF 
mode). 

display ip netstream cache [ verbose ] 
[ destination ip-address | interface 
interface-type interface-number | source 
ip-address ] * [ chassis chassis-number slot 
slot-number ] [ | { begin | exclude | include } 
regular-expression ] 

Available in any view. 

Display information about 
NetStream data export. 

display ip netstream export [ | { begin | 
exclude | include } regular-expression ] Available in any view. 

Display the configuration and 
status of the NetStream flow 
record templates (in standalone 
mode). 

display ip netstream template [ slot 
slot-number ] [ | { begin | exclude | 
include } regular-expression ]  

Available in any view. 

Display the configuration and 
status of the NetStream flow 
record templates (in IRF mode). 

display ip netstream template [ chassis 
chassis-number slot slot-number ] [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

Clear the cache, age out, and 
export all NetStream data. reset ip netstream statistics Available in user view. 

 

Configuring Host-monitor 
See Network Management and Monitoring Configuration Guide. 

Command reference 

Modified command: display ip netstream cache 

Use display ip netstream cache to display NetStream entry information in the cache. 
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Syntax 
In standalone mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ slot slot-number ] [ | { begin | exclude | include } 
regular-expression ] 

In IRF mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ chassis chassis-number slot slot-number ] [ | { begin | 
exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
verbose: Displays detailed information about the NetStream entries in the cache. 

destination ip-address: Specifies the destination IP address. The ip-address argument is an IPv4 
address in dotted decimal notation. This option is valid only for information about active flow entries 
in the cache. 

interface interface-type interface-number: Specifies an interface by its type and number. This option 
is valid only for information about active flow entries in the cache. 

source ip-address: Specifies the source IP address. The ip-address argument is an IPv4 address in 
dotted decimal notation. This option is valid only for information about active flow entries in the 
cache. 

slot slot-number Displays the NetStream entry information in the cache of a card. The slot-number 
argument specifies a card by its slot number. (In standalone mode.) 

The following matrix shows the option and router compatibility: 
 

Option A6602 HSR6602 A6604/A6608/A6616 HSR6800 

slot 
slot-number No Yes Yes Yes 

 

chassis chassis-number slot slot-number: Specifies a card on an IRF member device. The 
chassis-number argument represents the member ID of the device. The slot-number argument 
represents the slot number of the card. (In IRF mode.) 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
• On HSR6602/HSR6800 routers: 

# Display information about the NetStream entries in the cache. 
<Sysname> display ip netstream cache verbose slot 0 

IP netstream cache information: 
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  Stream active timeout (in seconds)  : 30 

  Stream inactive timeout (in seconds): 30 

  Stream max entry number             : 10000 

    IP active stream entry number     : 3 

  MPLS active stream entry number     : 0 

    IP stream entry been counted      : 3 

  MPLS stream entry been counted      : 0 

  Last statistics reset time          : Never 

IP packet size distribution (59 total packets): 

 1-32   64   96  128  160  192  224  256  288  320  352  384  416  448  480 

 .000 .847 .152 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 

  512  544  576 1024 1536 2048 2560 3072 3584 4096 4608 >4608 

 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 

 Protocol          Total   Packets   Stream  Packets Active(sec) Idle(sec) 

                 Streams      /Sec     /Sec  /stream   /stream    /stream 

--------------------------------------------------------------------------- 

 ICMP                  1         0        0        5         0         31 

 TCP-BGP               2         0        0        2         0         31 

Type DstIP(Port)            SrcIP(Port)            Pro ToS If(Direct)   Pkts 

     DstMAC(VLAN)           SrcMAC(VLAN) 

     TopLblType(IP/MASK)    Lbl-Exp-S-List 

--------------------------------------------------------------------------- 

IP   224.0.0.5(0)           5.5.5.1(0)             89  192 GE2/0/1(I)   30 

     TcpFlag:       0 

     DstMask:      32       SrcMask:      24       Nexthop:           0.0.0.0 

     DstAS:         0       SrcAS:         0       BgpNexthop:        0.0.0.0 

     OutVRF:        0       InVRF:         0 

     SamplerMode:   0       SamplerInt:    0 

     Active:      280       Bytes/Pkt:    64 

          First packet arrived: 01/01/2000, 00:01:10 

          Last packet arrived:  01/01/2000, 00:01:20 

IP   5.5.5.2(1172)          5.5.5.1(179)           6   0   GE2/0/1(I)   6 

     TcpFlag:      16 

     DstMask:      32       SrcMask:      24       Nexthop:         127.0.0.1 

     DstAS:         0       SrcAS:         0       BgpNexthop:        0.0.0.0 

     OutVRF:        0       InVRF:         0 

     SamplerMode:   0       SamplerInt:    0 

     Active:       90       Bytes/Pkt:    40 

          First packet arrived: 01/01/2000, 00:01:10 

          Last packet arrived:  01/01/2000, 00:01:20 

IP   5.5.5.2(1172)          5.5.5.1(179)           6   192 GE2/0/1(I)   13 

     TcpFlag:      26 

     DstMask:      32       SrcMask:      24       Nexthop:         127.0.0.1 

     DstAS:         0       SrcAS:         0       BgpNexthop:        0.0.0.0 

     OutVRF:        0       InVRF:         0 

     SamplerMode:   0       SamplerInt:    0 

     Active:      108       Bytes/Pkt:    55 

          First packet arrived: 01/01/2000, 00:01:10 
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          Last packet arrived:  01/01/2000, 00:01:20 

Table 5 Command output 

Field Description 
IP netstream cache information Information about NetStream entries in the cache. 

Stream active timeout (in seconds) Active aging timer in seconds for NetStream entries. 

Stream inactive timeout(in seconds) Inactive aging timer in seconds for NetStream entries. 

Stream max entry number Maximum number of flow entries allowed in the cache. 

IP Active stream entry number Number of active IP flows in the cache. 

MPLS Active stream entry number Number of active MPLS flows in the cache. 

IP Stream entries been counted Number of IP flows that are counted. 

MPLS Stream entries been counted Number of MPLS flows that are counted. 

Last statistics reset time 
This field is an absolute time and will not change with the system 
time. It is displayed only when the reset ip netstream statistics 
command is executed. Otherwise, the value for this field is Never.

IP packet size distribution (63 total 
packets): 

Distribution of IP packets by packet size, and the bracketed 
number is the total number of IP packets. 
Value is displayed in the proportion of number of IP packets to the 
total IP packets, and is displayed with 3 decimal places. 

1-32   64   96  128  160  192  224  256  
288   
320  352  384  416  448  480 512  544  
576  
1024 1536 2048 2560 3072 3584 
4096 4608 

Range of IP packet length (excluding data link layer header) in 
bytes.  
• For the values in the range of 1 to 576, the range increases in 

the step of 32. For example, 1-32 shows the number of 
packets in size of 1 to 32 bytes. 64 shows the number of 
packets in size of 33 to 64 bytes.  

• For the values greater than 1024, the range increases in the 
step of 512. For example, 1536 shows the number of packets 
in size of 1025 to 1536 bytes.  

• Packets in size of 577 to 1024 are recorded in the 1024 entry.

Protocol           Total Streams  
Packets/Sec   Stream/Sec   
Packets/stream Active(sec) /stream   
Idle(sec)/stream 

Statistics of packet by protocol type:  
• Protocol type. 
• Total number of flows. 
• Number of packets per second. 
• Number of flows per second. 
• Number of packets per flow. 
• Active time of each flow. 
• Inactive time of each flow. 

Type DstIP(Port)            SrcIP(Port)       
Pro ToS If(Direct)  Pkts 

Statistics of the active flows in the current cache: 
• Flow type. Flows are classified into the following types:  

 IP flows. 
 L2 flows. 
 IP&L2 flows. 
 MPLS flows without IP options. 
 MPLS flows with IP options. 

• Destination IP address (destination port). 
• Source IP address (source port). 
• Protocol number. 
• ToS. 
• Interface type and name (direction). 
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Field Description 
• Number of packets. 
ICMP packets do not contain port number fields, so the type and 
code fields are captured. The value for the destination port 
represents these two fields: 
• The highest 8 bits represent the type field. 
• The lowest 8 bits represent the code field.  
The value for the source port is set to 0 and does not indicate any 
statistics. 

DstMAC(VLAN)          SrcMAC(VLAN)

Layer 2 information for the active flows in the current cache: 
• Destination MAC address. 
• Destination VLAN ID. 
• Source MAC address. 
• Source VLAN ID. 

TopLblType(IP/MASK)      
Lbl-Exp-S-List 

Information about the active MPLS flows in the current cache: 
• Type of the labels at the top of the label stack: 

 IP address associated with the label. 
 Mask associated with the label. 

• Label list. 
A label consists of three fields: 
• Label field—20 bits in length. 
• Exp field—For QoS, and three bits in length. 
• S field—One bit in length. The value of 1 indicates that the 

label is at the bottom of the label stack.  
Up to three labels can be listed in one label list. 

TcpFlag: 
DstMask:      SrcMask:             Nexthop:  
DstAS:           SrcAS:            
BgpNexthop:    
OutVRF:       InVRF:                              
SamplerMode:                     SamplerInt:  
Active:       Bytes/Pkt:  
First packet arrived:  
Last packet arrived: 

Other information about the active flows in the cache: 
• TCP tag. 
• Destination mask. 
• Source mask. 
• Routing next hop. 
• Destination AS. 
• Source AS. 
• BGP next hop. 
• VPN to which the outbound packets belong. 
• VPN to which the inbound packets belong. 
• Sampling mode (F/D/R). NetStream supports the following 

sampling modes: 
 0—No sampling. 
 1—Fixed sampling. 
 2—Random sampling. 

• Sampling interval. 
• Flow's active time (in seconds). 
• Number of bytes per packet. 
• Time when the first packet of the flow arrived. 

• Time when the last packet of the flow arrived. 
 

Change description 
Options destination ip-address, interface interface-type interface-number, and source ip-address 
were added. 
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New command: ip netstream aging 

Use ip netstream aging to enable periodical aging and TCP FIN- and RST-triggered aging. 

Use undo ip netstream aging to disable periodical aging and TCP FIN- and RST-triggered aging. 

Syntax 
ip netstream aging 

undo ip netstream aging 

Default 
Periodical aging and TCP FIN- and RST-triggered aging are enabled. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
None 

Examples 
# Disable periodical aging and TCP FIN- and RST-triggered aging for NetStream entries in the 
cache. 
<Sysname> system-view 

[Sysname] undo ip netstream aging 

Host-monitor commands 

See Network Management and Monitoring Command Reference. 

New feature: Configure the load balancing mode for the 
HDLC link bundle interface 

Configuring an HDLC link bundle interface 
When you configure an HDLC link bundle interface, follow these guidelines: 
• The number of selected member interfaces required for bringing up an HDLC link bundle 

cannot be greater than the maximum number of selected member interfaces in the HDLC link 
bundle. 

• To guarantee correct traffic transmission, Hewlett Packard Enterprise recommends that you 
configure each of the following parameters the same at both ends of an HDLC link bundle:  

 Number of selected member interfaces required for bringing up the HDLC link bundle. 
 Maximum number of selected member interfaces allowed in the HDLC link bundle. 
 Minimum amount of bandwidth required for bringing up the HDLC link bundle. 

• If the member interfaces in an HDLC link bundle are on different cards, Hewlett Packard 
Enterprise recommends that you use the service slot command to specify a card to forward 
traffic for the HDLC link bundle interface. 

• For A6604, A6608, A6616, HSR6800 routers, do not specify the MPU to forward traffic for 
HDLC link bundle interfaces. All traffic must be forwarded on base cards. 
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To configure an HDLC link bundle interface: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an HDLC link bundle 
interface and enter its view. 

interface hdlc-bundle 
bundle-id  N/A 

3. Assign an IP address to the 
HDLC link bundle interface. 

ip address ip-address { mask | 
mask-length } [ sub ] 

By default, no IP address is 
assigned to an HDLC link bundle 
interface. 
For more information about the ip 
address command, see Layer 
3—IP Services Command 
Reference.  

4. Configure the load balancing 
mode for the HDLC link bundle 
interface. 

bundle load-balance 
{ per-flow | per-packet } 

Optional. 
By default, per-packet load 
balancing is used. 

5. Specify a card to forward traffic 
for the HDLC link bundle 
interface. 

• In standalone mode: 
service slot slot-number 

• In IRF mode: 
service chassis 
chassis-number slot 
slot-number 

Optional. 
By default: 
• If all member interfaces of the 

HDLC link bundle interface 
are on the same card, the 
card processes or forwards 
traffic for the bundle interface.

• If the member interfaces are 
on different cards, the card 
with the first selected 
member interface on the 
member list processes or 
forwards traffic for the bundle 
interface. (For the member 
list of an HDLC link bundle 
interface, execute the 
display bundle member 
hdlc-bundle command.) 

The A6602 routers do not support 
this command. 

6. Set the minimum number of 
selected member interfaces 
required for bringing up the 
HDLC link bundle. 

bundle min-active links 
number 

Optional. 
By default, no minimum number of 
selected member interfaces is 
required for an HDLC link bundle 
to be brought up.  

7. Set the maximum number of 
selected member interfaces 
allowed in the HDLC link 
bundle. 

bundle max-active links 
number 

Optional. 
By default, the maximum number 
of selected member interfaces 
allowed in an HDLC link bundle is 
not set. 

8. Specify the minimum amount 
of bandwidth required for 
bringing up the HDLC link 
bundle. 

bundle min-active bandwidth 
bandwidth 

Optional. 
By default, the minimum amount of 
bandwidth required for bringing up 
an HDLC link bundle is not set.  

9. Set the intended bandwidth for 
the HDLC link bundle interface. bandwidth bandwidth-value Optional. 

10. Specify the MTU size on the 
HDLC link bundle interface. mtu size 

Optional. 
The MTU size on the HDLC link 
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Step Command Remarks 
bundle interface is 1500 bytes by 
default. 
The MTU size specified here 
affects the fragmentation and 
reassembly of IP packets. Use this 
command to set a proper MTU 
size according to your network 
conditions.  
Make sure the largest MTU 
supported by the member 
interface is no less than the MTU 
size configured for the HDLC link 
bundle interface. Otherwise, traffic 
might fail to be forwarded. 

11. Enable the HDLC link bundle 
interface undo shutdown 

Optional. 
Enabled by default. 
Enabling/disabling an HDLC link 
bundle interface does not enable 
or disable any member interface in 
the HDLC link bundle but can 
affect the selected states of the 
member interfaces. 

 

Command reference 

New command: bundle load-balance 

Use bundle load-balance to configure the load balancing mode for an HDLC link bundle interface. 

Use undo bundle load-balance to restore the default. 

Syntax 
bundle load-balance { per-flow | per-packet } 

undo bundle load-balance 

Default 
Per-packet load balancing is used. 

Views 
HDLC link bundle interface view 

Default command level 
2: System level 

Parameters 
per-flow: Specifies per-flow load balancing. 

per-packet: Specifies per-packet load balancing. 

Usage guidelines 
The following load balancing modes are available: 
• Per-flow load balancing—Forwards packets of the same flow out of the same selected 

interface. A flow is identified by match criteria.  
 For IPv4 and IPv6 packets, the match criteria include source IP address and destination IP 

address.  
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 For MPLS packets, the match criteria are MPLS labels.  
• Per-packet load balancing—Distributes packets evenly across all selected interfaces by 

using the round-robin method.  

Example 
# Configure per-packet load balancing for HDLC link bundle interface 1.  
<Sysname> system-view 

[Sysname] interface hdlc-bundle 1 

[Sysname-HDLC-bundle1] bundle load-balance per-packet 

New feature: PPP link quality control 

Enabling PPP link quality control 
The following matrix shows the feature and router compatibility: 
 

Feature HSR6800 

PPP link 
quality 
control 

Yes, when the router has a FIP-210, FIP-300, or FIP-310 installed with a 
HIM-CL1P/HIM-CL2P interface module with CPOS interfaces operating in E1 mode. 

 

PPP link quality control (LQC) monitors the quality (packet loss ratio and packet error ratio) of PPP 
links (excluding those in MP bundles) in real time. 

If PPP LQC is not enabled, each end of a PPP link periodically sends keepalive packets to its peer. If 
PPP LQC is enabled, Link Quality Reports (LQRs) packets replace keepalive packets to monitor the 
link. 

The system uses received LQR packets to measure the link quality. If two consecutive measured 
results are below the close-percentage, the system shuts down the link. Then the system measures 
the link quality at an interval that is ten times the LQR interval. If three consecutive measured results 
are higher than the PPP LQC resume-percentage, the system brings up the link.  

A shut-down link must experience at least 30 keepalive intervals before it can go up again. If you set 
a large keepalive interval, the link will take a long time to come up. 

This feature is available only on CPOS interfaces in E1 mode. 

This feature is available on MP links only in software MP mode. 

If you enable LQC on both sides of a PPP or MP link, make sure both sides have the same LQC 
settings. Typically, there is no need to enable LQC on both sides of a PPP or MP link. 

To avoid link flapping, the close percentage and the resume percentage must have a big difference. 

To enable PPP LQC: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable PPP LQC. ppp lqc close-percentage 
[ resume-percentage ] 

By default, PPP LQC is 
disabled.  

4. Enable the interface to 
periodically send large LCP 
echo packets to the peer. 

ppp lqc lcp-echo [ packet size ] 
[ interval seconds ] 

Optional. 
By default, the interface does 
not send large LCP echo 
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Step Command Remarks 
packets on a PPP link. 

 

Command reference 

New command: ppp lqc 

Use ppp lqc to enable PPP link quality control (LQC).  

Use undo ppp lqc to disable PPP LQC. 

Syntax 
ppp lqc close-percentage [ resume-percentage ] 

undo ppp lqc 

Default 
PPP LQC is disabled. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
close-percentage: PPP LQC close-percentage, in the range of 0 to 100. 

resume-percentage: PPP LQC resume-percentage, in the range of 0 to 100. 

Usage guidelines 
The default value of the resume-percentage argument is equal to the value configured for the 
close-percentage argument. The value of the resume-percentage argument, if configured, must be 
greater than or equal to that of the close-percentage argument. 

LQC monitors the quality (packet loss ratio and packet error ratio) of PPP links (excluding MP 
bundles) in real time. 

If PPP LQC is not enabled, each end of a PPP link periodically sends keepalive packets to its peer. If 
PPP LQC is enabled, Link Quality Reports (LQRs) packets replace keepalive packets to monitor the 
link. 

The system uses received LQR packets to measure the link quality. If two consecutive measured 
results are below the close-percentage, the system shuts down the link. Then the system measures 
the link quality at an interval that is ten times the LQR interval. If three consecutive measured results 
are higher than the PPP LQC resume-percentage, the system brings up the link.  

A shut-down link must experience at least 30 keepalive intervals before it can go up again. If you set 
a large keepalive interval, the link will take a long time to come up. 

If you enable PPP LQC on both sides of a PPP link, make sure both sides have the same PPP LQC 
settings. Typically, there is no need to enable PPP LQC on both sides of a PPP link.  

Hewlett Packard Enterprise recommends that you not enable PPP LQC on a DDR dial-up link 
because DDR tears the link down when the link is closed by LQC. Then LQC cannot send LQR 
packets to resume the link. 

Examples 
# Enable PPP LQC on interface Serial 2/1/1, and set the PPP LQC close-percentage to 90 and 
resume-percentage to 95. 
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<Sysname> system-view 

[Sysname] interface serial 2/1/1 

[Sysname-Serial2/1/1] ppp lqc 90 95 

New command: ppp lqc lcp-echo 

Use ppp lqc lcp-echo to configure an interface to periodically send large LCP echo packets on a 
PPP link. 

Use undo ppp lqc lcp-echo to restore the default. 

Syntax 
ppp lqc lcp-echo [ packet size ] [ interval seconds ] 

undo ppp lqc lcp-echo 

Default 
The interface does not send large LCP echo packets on a PPP link. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
packet size: Specifies the size of LCP echo packets, in the range of 128 to 1500 bytes. 

interval seconds:  Specifies the interval for sending LCP echo packets, in the range of 1 to 10 
seconds. 

Usage guidelines 
This feature can avoid PPP link flapping caused by loss of large LCP packets. 

Examples 
# Configure interface Serial 2/1/1 to send 1400-byte LCP echo packets every 1 second. 
<Sysname> system-view 

[Sysname] interface serial 2/1/1 

[Sysname-Serial2/1/1] ppp lqc lcp-echo packet 1400 interval 1 

New feature: Enabling extensible PPP accounting 

Enabling extensible PPP accounting 
If extensible PPP accounting is enabled, AAA starts accounting after the PPP user notifies AAA of 
the peer IP address obtained in NCP negotiation. 

If extensible PPP accounting is disabled, AAA starts accounting after the PPP user starts NCP 
negotiation. 

To enable extensible PPP accounting: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter VT interface view. interface virtual-template 
interface-number N/A 
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Step Command Remarks 
3. Enable extensible PPP 

accounting. 
ppp account-statics extend 
remote-address 

By default, extensible PPP 
accounting is disabled. 

 

Command reference 

New command: ppp account-statics extend remote-address 

Use ppp account-statics extend remote-address to enable extensible PPP accounting. 

Use undo ppp account-statics extend remote-address to disable extensible PPP accounting. 

Syntax 
ppp account-statics extend remote-address 

undo ppp account-statics extend remote-address 

Default 
Extensible PPP accounting is disabled. 

Views 
VT interface view 

Default command level 
2: System level 

Usage guidelines 
If extensible PPP accounting is enabled, AAA starts accounting after the PPP user notifies AAA of 
the peer IP address obtained in NCP negotiation. 

If extensible PPP accounting is disabled, AAA starts accounting after the PPP user starts NCP 
negotiation.  

Examples 
# Enable extensible PPP accounting on interface Virtual-Template 1. 
<Sysname> system-view  

[Sysname] interface Virtual-Template 1  

[Sysname-Virtual-Template1] ppp account-statistics extend remote-address 

New feature: Adding the retries argument to the timer 
hold command 

Adding the retries argument to the timer hold command 
See: 
• Layer 2—WAN Configuration Guide 
• Interface Configuration Guide 

Command reference 
See: 
• Layer 2—WAN Command Reference 
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• Interface Command Reference
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New feature: Configuring GDOI KS redundancy 

Configuring GDOI KS redundancy 
GDOI KS redundancy can be used to achieve KS high availability and load sharing. The following 
describes GDOI KS redundancy settings: 
• UDP port number—Specifies the UDP port number that a GDOI KS uses to send and receive 

redundancy protocol packets to and from other KSs. All KSs in the same GDOI KS group must 
use the same UDP port number. 

• Peer address—Specifies the IP address of a peer KS. 
• Local priority—Specifies the priority of the local KS for primary KS election. A greater value 

indicates a higher priority. If multiple KSs have the same priority, the KS with the highest IP 
address is elected as the primary KS. 

• Redundancy enable—Enables GDOI KS redundancy. 
• Redundancy hello—Configures the following settings: 

 Redundancy hello packet sending interval for the primary KS. 
 Maximum number of consecutive failures allowed in receiving redundancy hello packets 

before the secondary KS considers itself to be disconnected from the primary KS.  
Configure the redundancy hello parameters reasonably to make the secondary KS timely know 
the primary KS keepalive status. 

• Redundancy retransmit—Specifies redundancy protocol packet (expect hello packet) 
retransmission interval and the number of retransmissions. 

Follow these guidelines when you configure GDOI KS redundancy: 
• The KSs for KS redundancy must have the same KS group configuration expect peer IP 

address, local priority, and source address of outgoing KS packets. 
• In a GDOI KS group, you must specify the IP addresses of all peer KSs that back up the local 

KS. 
• The IP address of a peer KS specified on the local KS must be the same as the source address 

that the peer KS uses to send redundancy protocol packets. 

To configure GDOI KS redundancy: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure the UDP port 
number for listening to 
redundancy protocol 
packets. 

gdoi ks redundancy port 
port-number 

By default, the KS listens to 
UDP port 19000 for redundancy 
protocol packets. 

3. Enter GDOI KS group 
view. gdoi ks group group-name N/A 

4. Specify a peer KS.  peer address ip-address By default, no peer KS is 
specified.  

5. (Optional.) Configure a 
local priority. local priority priority By default, the local priority is 1. 

6. Enable GDOI KS 
redundancy. redundancy enable By default, GDOI KS 

redundancy is disabled.  

7. (Optional.) Configure the redundancy hello { interval interval | By default, the redundancy 
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Step Command Remarks 
redundancy hello packet 
sending interval and the 
maximum number of 
consecutive failures 
allowed in receiving 
redundancy hello packets. 

number number } * hello packet sending interval for 
the primary KS is 20 seconds. A 
secondary KS initiates primary 
KS re-election when it failed to 
receive redundancy hello 
packets from the primary KS for 
3 times consecutively. 

8. (Optional.) Configure the 
redundancy protocol 
packet retransmission 
interval and the maximum 
number of 
retransmissions. 

redundancy retransmit { interval 
interval | number number } * 

By default, the retransmission 
interval is 10 seconds, and the 
maximum number of 
retransmissions is 2. 

 

Command reference 

Modified command: display gdoi ks 

Use display gdoi ks to display GDOI KS information. 

Syntax 
display gdoi ks [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays KS information for all GDOI KS 
groups. 

Examples 
# Display KS information for the GDOI KS group abc. 
<Sysname> display gdoi ks group abc 

Group Name: abc 

  Group identity             : 8 

  Group members              : 0 

  Redundancy                 : Enabled 

    Local address            : 105.112.100.2 

    Local version            : 1.0 

    Local priority           : 10 

    Local role               : Primary 

    Hello interval           : 20 sec 

    Hello number             : 3 

    Retransmit interval      : 10 sec 

    Retransmit attempts      : 2 

  Rekey transport type       : Multicast 

  Rekey lifetime             : 300 sec 

  Rekey retransmit period    : 10 sec 
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  Rekey retransmit attempts  : 2 

 

  IPsec sequence number      : 1 

  IPsec rekey lifetime       : 300 sec 

  Profile name               : profile-wwl 

  ACL configured             : xf 

 

# Display KS information for all GDOI KS groups. 
<Sysname> display gdoi ks 

Group Name: abc 

  Group identity           : 8 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

    Hello interval         : 20 sec 

    Hello number           : 3 

    Retransmit interval    : 10 sec 

    Retransmit attempts    : 2 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 

 

  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-wwl 

  ACL configured           : xf 

 

Group Name: xyz 

  Group identity           : 18 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

    Hello interval         : 20 sec  

    Hello number           : 3  

    Retransmit interval    : 10 sec 

    Retransmit attempts    : 2 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 
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  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz 

  ACL configured           : xyz 

 

  IPsec sequence number    : 2 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz2 

  ACL configured           : 3001 

 

Table 6 Command output 

Field Description 
Group Name Name of the GDOI KS group. 

Group identity KS group identity, a number or an IPv4 address. If no identity is configured, 
this field is blank. 

Group members Number of online GMs in the GDOI KS group. 

Redundancy Redundancy information for the GDOI KS group. 

Local role 

Role of the local KS in the redundancy: 
• Primary—Primary KS. 
• Secondary—Secondary KS. 
• Initial—In initializing state. 
• Electing—Electing the primary KS. 

Hello interval Redundancy hello packet sending interval, in seconds. 

Hello number 
Number of consecutive failures in receiving redundancy hello packets from the 
primary KS. If the number is reached, the secondary KS considers itself 
disconnected from the primary KS. 

Retransmit interval Redundancy protocol packet retransmission interval, in seconds. 

Retransmit attempts Number of redundancy protocol packet retransmissions. 

Rekey transport type Rekey transport type: Multicast or Unicast. 

IPsec sequence number Sequence number of the IPsec policy. 

IPsec rekey lifetime IPsec SA lifetime. When the lifetime is about to expire, the KS sends rekey 
messages to update the TEK. 

Profile name Name of the IPsec profile referenced. 

ACL configured Name or number of the ACL referenced. 
 

Change description 
The following fields were added to the command output: 
    Hello interval         : 20 sec  

    Hello number           : 3  

    Retransmit interval    : 10 sec 

    Retransmit attempts    : 2 
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New command: gdoi ks redundancy port 

Use gdoi ks redundancy port to configure the UDP port number for listening to redundancy 
protocol packets. 

Use undo gdoi ks redundancy port to restore the default. 

Syntax 
gdoi ks redundancy port port-number 

undo gdoi ks redundancy port 

Default 
The GDOI KS listens to UDP port 19000 for redundancy protocol packets. 

Views 
System view 

Default command level 
2: System level 

Parameters 
port-number: Specifies a UDP port number in the range of 1 to 65535. 

Usage guidelines 
A GDOI KS uses the UDP port number configured in this command to send and receive redundancy 
protocol packets to and from other KSs. All KSs in the same GDOI KS group must use the same 
UDP port number. Otherwise, redundancy protocol packets cannot be exchanged between the KSs. 

Examples 
# Set the UDP port number for listening to redundancy protocol packets to 20000. 
<Sysname> system-view 

[Sysname] gdoi ks redundancy port 20000 

Related commands 
gdoi ks group 

New command: redundancy hello 

Use redundancy hello to configure the redundancy hello packet sending interval, and the maximum 
number of consecutive failures allowed in receiving redundancy hello packets before the secondary 
KS considers itself disconnected from the primary KS. 

Use undo redundancy enable to restore the default. 

Syntax 
redundancy hello { interval interval | number number } * 

undo redundancy hello [ interval | number ] 

Default 
As the primary KS, the device sends redundancy hello packets regularly at an interval of 20 seconds. 
As a secondary KS, the device initiates primary KS re-election when it failed to receive redundancy 
hello packets from the primary KS for 3 times consecutively. 

Views 
GDOI KS group view 



71 

Default command level 
2: System level 

Parameters 
interval interval: Specifies the redundancy hello packet sending interval in the range of 20 to 60 
seconds. 

number number: Specifies the maximum number of consecutive failures allowed in receiving 
redundancy hello packets, in the range of 3 to 10. 

Usage guidelines 
The primary KS periodically sends hello packets to all secondary KSs to inform the secondary KSs of 
the keepalive status. The secondary KSs are not required to respond to the hello packets. 

After primary KS selection, the primary KS informs the secondary KS of the keepalive time. If a 
secondary KS does not receive the redundancy hello packets from the primary KS after the 
configured number of attempts, it considers itself disconnected from the primary KS, and triggers 
primary KS re-election. 

When the primary KS detects a disconnection from a secondary KS, it informs the secondary KS of 
the disconnection through hello packets. The secondary KS tries to re-establish a connection with 
the primary KS if it receives the hello packet. If the connection cannot be established, primary KS 
re-election is triggered. 

Do not set a long hello packet sending interval. Otherwise, secondary KSs cannot timely detect a 
primary KS failure or a link failure. 

You can increase the value of the number argument for KSs connected to not-so-good links to avoid 
unnecessary primary KS re-elections caused by link transmission failures. 

Examples 
# Set the redundancy hello packet sending interval to 30 seconds, and the maximum number of 
consecutive failures in receiving redundancy hello packets to 3. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy hello interval 30 number 3 

Related commands 
display gdoi ks 

New command: redundancy retransmit 

Use redundancy retransmit to configure the redundancy protocol packet retransmission interval 
and the maximum number of retransmissions. 

Use undo redundancy retransmit to restore the default. 

Syntax 
redundancy retransmit { interval interval | number number } * 

undo redundancy retransmit [ interval | number ] 

Default 
The retransmission interval is 10 seconds, and the maximum number of retransmissions is 2. 

Views 
GDOI KS group view 

Default command level 
2: System level 
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Parameters 
interval interval: Specifies the redundancy protocol packet retransmission interval in the range of 10 
to 60 seconds. 

number number: Specifies the maximum number of retransmissions, in the range of 2 to 5. 

Usage guidelines 
During KS election and data exchange, the local KS sends redundancy protocol packets (expect 
hello packets) to peer KSs. If the local KS does not receive a response from a peer KS within the 
retransmission interval, the local KS retransmits the packets to the peer KS. If the maximum number 
of retransmissions is exceeded, the local KS sets the peer KS state to Down. Packets to be 
retransmitted include priority requests, main advertisement packets, data mergence packets, data 
updates, and data synchronization packets. 

On a not-so-good network, you can increase the retransmission interval or retransmission number to 
avoid KS split. If a KS loses contact with the primary KS, it will split from the KS group and elect itself 
as the primary KS. Then, the KS group might have multiple primary KSs. 

Examples 
# Set the redundancy protocol packets retransmission interval to 30 seconds, and the maximum 
number of retransmissions to 3. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy retransmit interval 30 number 3 

Related commands 
display gdoi ks 

New feature: Disabling BGP routing policies from 
automatically taking effect  

Disabling BGP routing policies from automatically taking effect 
During BGP network optimization or upgrade, each change of BGP routing policies triggers route 
refreshing, which burdens BGP routers and the network. 

This task disables the policies from automatically taking effect. After modifying all policies, execute 
the refresh bgp or reset bgp command to make the new polices take effect. 

The following shows BGP routing policies: 
• peer as-path-acl 
• peer filter-policy 
• peer ip-prefix 
• peer route-policy 
• filter-policy export 
• filter-policy import 
• peer default-route-advertise 
• rr-filter (see MPLS Command Reference) 
• peer upe route-policy (see MPLS Command Reference) 

To disable BGP routing policies from automatically taking effect: 
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter BGP view. bgp as-number N/A 

3. Disable BGP routing policies 
from automatically taking 
effect. 

undo auto-refresh enable 

By default, when a BGP routing 
policy is changed, BGP 
automatically uses the new policy 
to filter the incoming/outgoing 
routes. 

 

Command reference 

New command: auto-refresh enable 

Use auto-refresh enable to enable BGP routing policies to automatically take effect. 

Use undo auto-refresh enable to disable BGP routing policies from automatically taking effect. 

Syntax 
auto-refresh enable 

undo auto-refresh enable 

Default 
BGP routing policies are enabled to automatically take effect. When a BGP routing policy is changed, 
BGP automatically uses the new policy to filter the incoming/outgoing routes. 

Views 
BGP view 

Default command level 
2: System level 

Usage guidelines 
During BGP network optimization or upgrade, each change of BGP routing policies triggers route 
refreshing, which burdens BGP routers and the network. To resolve this issue, use the undo 
auto-refresh enable command to disable the policies from automatically taking effect. After 
modifying all policies, execute the refresh bgp or reset bgp command to make the new policies 
take effect. 

Examples 
# Disable BGP routing policies from automatically taking effect. 
<Sysname> system-view 

[Sysname] bgp 100 

[Sysname-bgp] undo auto-refresh enable 

Modified feature: Specifying the persistent session rule 

Specifying the persistent session rule 
You can set sessions with specific characteristics as persistent sessions. The aging time of a 
persistent session does not change with session state transitions, and the session will not be 
removed even when no packets match it.  
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You can configure a persistent session by configuring an aging time that is longer than those of 
common sessions, or by configuring the session as a permanent connection. A permanent 
connection can be cleared only when the session initiator or responder sends a request to close it or 
you clear it manually.  

You can set the persistent session criteria by specifying a basic or advanced ACL. All sessions 
permitted by the ACL are persistent sessions. 

For more information about the configuration of basic and advance ACLs, see ACL and QoS 
Configuration Guide. 

To specify the persistent session rule: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Specify the persistent 
session rule. 

session persist acl acl-number 
[ aging-time [ seconds ] 
time-value ] 

Not specified by default. 
A persistent session rule can 
reference only one ACL. 
Only basic and advanced IPv4 
ACLs are supported.  

 

Command reference 

Modified command: session persist acl 

Use session persist acl to specify the persistent session rule. All sessions permitted by the 
specified ACL are considered persistent sessions.  

Use undo session persist to remove the configuration. 

Syntax 
session persist acl acl-number [ aging-time [ seconds ] time-value ] 

undo session persist 

Default 
No persistent session rule is specified. 

Views 
System view 

Default command level 
2: System level 

Parameters 
acl-number: Specifies an ACL number in the range of 2000 to 3999. 

aging-time time-value: Specifies the aging time for persistent sessions, in hours. The value range 
for the time-value argument is 0 to 360 and defaults to 24. A value of 0 means that the persistent 
sessions are never aged out.  

seconds: Specifies the aging time for persistent sessions, in seconds. If this keyword is specified, 
the value range for the time-value argument is 5 to 100000 seconds. 

Usage guidelines 
A never-age-out session is not removed until the device receives a connection close request from 
the initiator or responder, or you manually clear the session entries. 

A persistent session rule can reference only one ACL. 



75 

Examples 
# Configure all sessions matching ACL 2000 as persistent sessions, setting the aging time of the 
sessions to 72 hours.  
<Sysname> system-view 

[Sysname] session persist acl 2000 aging-time 72 

Change description 
The seconds keyword was added to the command syntax. 

Modified feature: NetStream 

Feature change description 
The unit of the inactive aging timer was changed from minute to second. You can use the display ip 
netstream cache command to display the inactive aging timer. 

Command reference 

display ip netstream cache 

Syntax 
In standalone mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ slot slot-number ] [ | { begin | exclude | include } 
regular-expression ] 

In IRF mode: 

display ip netstream cache [ verbose ] [ destination ip-address | interface interface-type 
interface-number | source ip-address ] * [ chassis chassis-number slot slot-number ] [ | { begin | 
exclude | include } regular-expression ] 

Views 
Any view 

Change description 
Before modification: 

<Sysname> display ip netstream cache verbose 

IP netstream cache information: 

  Stream active timeout (in seconds)  : 30 

Stream inactive timeout (in minutes): 30 

  Stream max entry number             : 10000 

… 

After modification: 

<Sysname> display ip netstream cache verbose 

IP netstream cache information: 

  Stream active timeout (in seconds)  : 30 

  Stream inactive timeout (in seconds): 30 

  Stream max entry number             : 10000 

… 
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Modified feature: Portal authentication 

Feature change description 
The device supports for online change of portal user information. 

This feature is implemented after a RADIUS security policy server is specified through the 
security-policy-server ip-address command. The specified server dynamically assigns CAR 
actions, ACLs, user profiles, and the class 25 attribute to the device through COA messages. The 
device then changes user information online according to the assigned information. 

Command changes 
None. 
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HP HSR6800-CMW520-R3302P02 

New feature: Enabling the device to discard IPv6 packets 
that contain extension headers 

Enabling the device to discard IPv6 packets that contain extension 
headers 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable the device to discard 
IPv6 packets that contain 
extension headers. 

ipv6 option drop enable 
By default, the device does not 
discard IPv6 packets that contain 
extension headers. 

 

Command reference 

ipv6 option drop enable 

Use ipv6 option drop enable to enable the device to discard IPv6 packets that contain extension 
headers. 

Use undo ipv6 option drop to disable the device from discarding IPv6 packets that contain 
extension headers. 

Syntax 
ipv6 option drop enable 

undo ipv6 option drop 

Default 
The device does not discard IPv6 packets that contain extension headers. 

Views 
System view 

Default command level 
2: System level 

Examples 
# Enable the device to discard IPv6 packets that contain extension headers. 
<Sysname> system-view 

[Sysname] ipv6 option drop enable 
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HP HSR6800-CMW520-R3302P01 
None. 
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HP HSR6800-CMW520-R3302 

New feature:Configuring the link mode of an Ethernet 
interface 

Configuration Guide 
This feature is supported on only routers configured with SAP-4EXP modules.  

Depending on the hardware structure of interface cards, for a device, some interfaces can operate 
only as Layer 2 Ethernet interfaces (in bridge mode), some can operate only as Layer 3 Ethernet 
interfaces (in route mode), but others can operate either as Layer 2 or Layer 3 Ethernet interfaces 
(you can set the link mode to bridge or route). 

You can configure the link mode in system view or in Ethernet interface view, which produces the 
same result. The link mode configuration in system view applies to multiple interfaces, and the link 
mode configuration in interface view applies only to the current interface.  

Configuration restrictions and guidelines 
• Before you change the link mode of an Ethernet interface, make sure the other commands have 

been successfully configured. When the link mode of an Ethernet interface is being changed, 
you cannot perform any other configuration.  

• After you change the link mode of an Ethernet interface, all settings of the Ethernet interface are 
restored to their defaults under the new link mode. 

• The link mode configuration for an Ethernet interface in system view and in interface view 
supersedes each other. 

• You can change the link mode of only the active port of a combo interface. To activate the other 
port, make sure the active port operates in bridge mode and activate the other port with the 
undo shutdown command. 

Configuration procedure 
To change the link mode of the specified Ethernet interfaces in system view: 
 

Step Command 
1. Enter system view. system-view 

2. Change the link mode of the specified 
Ethernet interfaces. port link-mode { bridge | route } interface-list 

 

To change the link mode of an Ethernet interface: 
 

Step Command 
1. Enter system view. system-view 

2. Enter Ethernet interface view. interface interface-type interface-number 

3. Change the link mode of the Ethernet 
interface. port link-mode { bridge | route } 

 



80 

Command References 

Modified Command:port link-mode 

Use port link-mode to change the link mode of an Ethernet interface. 

Use undo port link-mode to restore the default. 

Syntax 
port link-mode { bridge | route } 

undo port link-mode 

Default 
Ethernet interfaces on the SAP-4EXP modules operate in bridge mode, and Ethernet interfaces on 
other SAP modules operate in route mode. 

Views 
Ethernet interface view 

Default command level 
2: System level 

Parameters 
bridge: Specifies the bridge (Layer 2) mode. 

route: Specifies the route (Layer 3) mode. 

Usage guidelines 
This command is supported on only SAP modules.  

You can set an Ethernet interface to operate as Layer 2 Ethernet interfaces (in bridge mode) or Layer 
3 Ethernet interfaces (in route mode). 

After you change the link mode of an Ethernet interface, all settings are restored to their default 
values in the new link mode. 

Examples 
# Configure GigabitEthernet 4/0/1 to operate in bridge mode. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 4/0/1 

[Sysname-GigabitEthernet4/0/1] display this 

# 

interface GigabitEthernet4/0/1 

 port link-mode route 

# 

Return 

The output shows that GigabitEthernet 4/0/1 operates in route mode. 
[Sysname-GigabitEthernet4/0/1] port link-mode bridge 

[Sysname-GigabitEthernet4/0/1] display this 

# 

interface GigabitEthernet4/0/1 

 port link-mode bridge 

# 

Return 
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The output shows that GigabitEthernet 4/0/1 is now operating in bridge mode. 
 

 NOTE: 
The display this command displays the configuration that takes effect in the current view. 
 

Related commands 
port link-mode interface-list 

Change description 
The  default mode is changed. 
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HP HSR6800-CMW520-E3201P03 
This release has the following changes: 
• New feature: IRF 
• New feature:PE Supported for UDP Helper 
• New feature:FTP server support for IPv6 
• New feature: Disabling peer route creation 
• New features:Group domain VPN 
• New feature: Support for the ibgp and ebgp keywords was added to the balanced command 
• Modified feature: The maximum interface description length is modified into 240 characters 
• Modified feature:The user must pass keyboard-interactive authentication 
• Modified feature: Configuring online Layer 3 portal user detection 

New feature: IRF 

IRF overview 
The Intelligent Resilient Framework (IRF) technology creates a large IRF fabric from multiple devices 
to provide data center class availability and scalability. IRF virtualization technology offers 
processing power, interaction, unified management, and uninterrupted maintenance of multiple 
devices.  

This book describes IRF concepts and guides you through the IRF setup procedure.  

Hardware compatibility 

This section describes the IRF and hardware compatibility. 

Chassis compatibility 
IRF is available only on HSR6802, HSR6804, and HSR6808 routers.  

An HSR6800 IRF fabric can contain any combinations of these router models. For example, you can 
use both HSR6802 and HSR6804 routers to build an IRF fabric. 

An HSR6800 IRF fabric can have only up to two chassis. 

Card compatibility 
You must install the SAP-4EXP card to provide physical ports for IRF connection. 

IRF benefits 

IRF delivers the following benefits: 
• Simplified topology and easy management—An IRF fabric appears as one node and is 

accessible at a single IP address on the network. You can use this IP address to log in at any 
member device to manage all the members of the IRF fabric. In addition, you do not need to run 
the spanning tree feature among the IRF members.  

• 1:N redundancy—In an IRF fabric, one member works as the master to manage and control 
the entire IRF fabric, and all other members process services while backing up the master. 
When the master fails, all the other member devices elect a new master from among them to 
take over without interrupting services.  
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• IRF link aggregation—You can assign several physical links between neighboring members to 
their IRF ports to create a load-balanced aggregate IRF connection with redundancy.  

• Multiple-chassis link aggregation—You can use the Ethernet link aggregation feature to 
aggregate the physical links between the IRF fabric and its upstream or downstream devices 
across the IRF members. 

• Network scalability and resiliency—Processing capacity of an IRF fabric equals the total 
processing capacities of all the members. You can increase ports, network bandwidth, and 
processing capacity of an IRF fabric simply by adding member devices without changing the 
network topology.  

Application scenario 

Figure 1 shows an IRF fabric that has two devices, which appears as a single node to the upper and 
lower layer devices. 

Figure 1 IRF application scenario 

 
 

Basic concepts 

This section uses Figure 2 to describe the basic concepts that you might encounter when you work 
with IRF.  
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Figure 2 Two-chassis IRF fabric implementation schematic diagram 

 
 

In this figure, Device A and Device B form a two-chassis IRF fabric that has four MPUs (one active 
and three standbys) and two times the number of interface cards that a single device provides. The 
IRF fabric manages the physical and software resources of Device A and Device B in a centralized 
manner. 

Operating mode 
The device operates in one of the following modes: 
• Standalone mode—The device cannot form an IRF fabric with other devices.  
• IRF mode—The device can form an IRF fabric with other devices. 

IRF member roles 
IRF uses two member roles: master and slave (called "subordinate" throughout the documentation).  

When devices form an IRF fabric, they elect a master to manage the IRF fabric, and all other devices 
back up the master. When the master device fails, the other devices automatically elect a new 
master. For more information about master election, see "Master election." 

IRF member ID 
An IRF fabric uses member IDs to uniquely identify and manage its members. This member ID 
information is included as the first part of interface numbers and file paths to uniquely identify 
interfaces and files in an IRF fabric. For example, after you assign a device with member ID 2 to an 
IRF fabric, the name of interface GigabitEthernet 3/0/1 changes to GigabitEthernet 2/3/0/1, and the 
file path slot1#cfa0:/test.cfg changes to chassis2#slot1#cfa0:/test.cfg.  
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If two devices have the same IRF member ID, they cannot form an IRF fabric. If the IRF member ID 
of a device has been used in an IRF fabric, the device cannot join the fabric. 

MPU roles 
Each IRF member device has one or two MPUs, which play different roles, as follows: 
 

Role Description 

Global active MPU Active MPU of the master device. You configure and manage the entire IRF 
fabric at the CLI of the global active MPU. 

Local active MPU 

Active MPU that manages the local device. This MPU has the following 
responsibilities: 
• Manages the local device, including synchronizing configuration between 

the local active MPU and the local standby MPU, processing protocol 
packets, and creating and maintaining route entries. 

• Handles IRF related events, such as master election and topology 
collection. 

Standby MPU 

For the global active MPU, all other MPUs, including local active MPUs, are 
standby MPUs.  
If a member device has two MPUs, the one backing up the local MPU is the 
local standby MPU from the perspective of the member device.  

 

IRF port 
An IRF port is a logical interface for the connection between IRF member devices. Every 
IRF-capable device supports two IRF ports. In standalone mode, the IRF ports are named IRF-port 1 
and IRF-port 2. In IRF mode, the IRF ports are named IRF-port n/1 and IRF-port n/2, where n is the 
member ID of the device. The two IRF ports are referred to as "IRF-port 1" and "IRF-port 2" in this 
book for simplicity. 

To use an IRF port, you must bind at least one physical port to it. The physical ports assigned to an 
IRF port automatically form an aggregate IRF link. An IRF port goes down only if all its physical IRF 
ports are down. 

For two neighboring devices, their IRF physical links must be bound to IRF-port 1 on one device and 
to IRF-port 2 on the other. 

IRF physical port 

IRF physical ports connect IRF member devices and must be bound to an IRF port. They forward the 
IRF protocol packets between IRF member devices and the data packets that must travel across IRF 
member devices. 

IRF domain ID 
One IRF fabric forms one IRF domain. IRF uses IRF domain IDs to uniquely identify IRF fabrics and 
prevent IRF fabrics from interfering with one another.  

As shown in Figure 3, Device A and Device B form IRF fabric 1, and Router A and Router B form IRF 
fabric 2. The fabrics have LACP MAD links between them. When a member device in one IRF fabric 
receives an extended LACP packet for MAD, it looks at the domain ID in the packet to see whether 
the packet is from the local IRF fabric or from a different IRF fabric. Then, the device can handle the 
packet correctly. 



86 

Figure 3 A network that comprises two IRF domains 

 
 

IRF split 
IRF split occurs when an IRF fabric breaks up into two or more IRF fabrics because of IRF link 
failures, as shown in Figure 4. The split IRF fabrics operate with the same IP address and cause 
routing and forwarding problems on the network. 

Figure 4 IRF split 

 
 

IRF merge 
IRF merge occurs when two split IRF fabrics reunite or when you configure and connect two 
independent IRF fabrics to be one, as shown in Figure 5. 

Figure 5 IRF merge 
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Member priority 
Member priority determines the possibility of a member device to be elected the master. A member 
with higher priority is more likely to be elected the master. 

The default member priority is 1. You can change the member priority of a member device to affect 
the master election result. 

Master election 

Master election is held each time the IRF fabric topology changes, for example, when the IRF fabric 
is established, the master device fails or is removed, the IRF fabric splits, or IRF fabrics merge. 
Master election does not occur when two split IRF fabrics merge. 

Master election uses the following rules in descending order: 
1. Current master, even if a new member has higher priority.  

When an IRF fabric is being formed, all member devices consider themselves as the master, 
and this rule is skipped. 

2. Member with higher priority. 
3. Member with the longest system uptime.  
4. Member with the lowest bridge MAC address. 

The IRF fabric is formed on election of the master.  

During an IRF merge, the devices of the IRF fabric that fails the master election must reboot to rejoin 
the IRF fabric that wins the election. The reboot can be automatically performed or manually 
performed, depending on the configuration. See "Enabling IRF auto merge." 

After a master election, all subordinate devices reboot with the configuration on the master. Their 
original configuration, even if it has been saved, does not take effect. The configuration files on these 
subordinate devices do not take effect in IRF mode. After the operating mode is converted to 
standalone, their configuration files continue to take effect. 

IRF multi-active detection 

An IRF link failure causes an IRF fabric to split in two IRF fabrics operating with the same Layer 3 
configurations, including the same IP address. To avoid IP address collision and network problems, 
IRF uses multi-active detection (MAD) mechanisms to detect the presence of multiple identical IRF 
fabrics, handle collisions, and recover from faults.  

Multi-active handling procedure 
The multi-active handling procedure includes detection, collision handling and failure recovery.  

Detection 
The MAD implementation of this device detects active IRF fabrics with the same Layer 3 global 
configuration by extending the LACP, BFD, or gratuitous ARP protocol.  

These MAD mechanisms identify each IRF fabric with a domain ID and an active ID (the member ID 
of the master). If multiple active IDs are detected in a domain, MAD determines that an IRF collision 
or split has occurred.  

You can use at least one of these mechanisms in an IRF fabric, depending on your network topology. 
For a comparison of these MAD mechanisms, see "Configuring MAD."  

Collision handling 
When multiple identical active IRF fabrics are detected, MAD compares the member IDs of their 
masters. If the master in one IRF fabric has the lowest member ID among all the masters, the 
members in the fabric continue to operate in Detect state and forward traffic. MAD sets all the other 
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IRF fabrics in Recovery (disabled) state and shuts down all their physical ports but the console ports, 
physical IRF ports, and any ports you have specified with the mad exclude interface command. 
The Detect-state IRF fabric is active. The Recovery-state IRF fabric is inactive. Only members in the 
Detect-state fabric can continue to forward traffic. 

Failure recovery 
To merge two split IRF fabrics, first repair the failed IRF link and remove the IRF link failure.  

If the IRF fabric in Recovery state fails before the failure is recovered, repair the failed IRF fabric and 
the failed IRF link.  

If the active IRF fabric fails before the failure is recovered, enable the inactive IRF fabric to take over 
the active IRF fabric and protect services from being affected. After that, recover the MAD failure. 

LACP MAD 
LACP MAD requires that every IRF member have a link with an intermediate device, and all these 
links form a dynamic link aggregation group, as shown in Figure 6. In addition, the intermediate 
device must be a Hewlett Packard Enterprise device that supports extended LACP for MAD. 

The IRF member devices send extended LACPDUs with TLVs that convey the domain ID and the 
active ID of the IRF fabric. The intermediate device transparently forwards the extended LACPDUs 
received from one member device to all the other member devices: 
• If the domain IDs and the active IDs in the extended LACPDUs sent by all the member devices 

are the same, the IRF fabric is integrated. 
• If the extended LACPDUs convey the same domain ID but different active IDs, a split has 

occurred. To handle this situation, LACP MAD sets the IRF fabric with higher active ID in 
Recovery state, and shuts down all its physical ports except for the console ports, IRF ports, 
and any ports you have specified with the mad exclude interface command. The IRF fabric 
with lower active ID is still in Detect state and forwards traffic. 
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Figure 6 LACP MAD application scenario 

 
 

BFD MAD 
BFD MAD can work with or without intermediate devices. Figure 7 shows a typical BFD MAD 
application scenario. 

To use BFD MAD:  
• Set up dedicated BFD MAD link between each pair of IRF members or between each IRF 

member and the intermediate device. Do not use the BFD MAD links for any other purpose. 
• Assign the ports connected by BFD MAD links to the same VLAN, create a VLAN interface for 

the VLAN, and assign a MAD IP address to each member on the VLAN interface.  
The MAD addresses identify the member devices and must belong to the same subnet. 

With BFD MAD, the master tries to establish BFD sessions with the other member devices by using 
its MAD IP address as the source IP address: 
• If the IRF fabric is integrated, only the MAD IP address of the master is effective, and the master 

cannot establish a BFD session with any other member. If you execute the display bfd 
session command, the state of the BFD sessions is Down.  

• When the IRF fabric splits, the IP addresses of the masters in the split IRF fabrics take effect, 
and the two masters can establish a BFD session. If you use the display bfd session 
command, the state of the BFD session between the two devices is Up.  

 



90 

Figure 7 BFD MAD application scenario 

 
 

ARP MAD 
ARP MAD detects multi-active collisions by using extended gratuitous ARP packets that convey the 
IRF domain ID and the active ID.  

You can set up ARP MAD links between neighbor IRF member devices, or more commonly, between 
each IRF member device and an intermediate device (see Figure 8). If an intermediate device is 
used, you must also run the spanning tree feature between the IRF fabric and the intermediate 
device. 
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Figure 8 ARP MAD application scenario 

 
 

Each IRF member compares the domain ID and the active ID in incoming extended gratuitous ARP 
packets with its domain ID and active ID: 
• If the domain IDs are different, the extended gratuitous ARP packet is from a different IRF fabric, 

and the device does not continue to process the packet with the MAD mechanism. 
• If the domain IDs are the same, the device compares the active IDs: 

 If the active IDs are different, the IRF fabric has split. 
 If the active IDs are the same, the IRF fabric is integrated. 

 

 

Configuring IRF 
To ensure a successful IRF setup, read the configuration restrictions and guidelines carefully before 
you connect and set up an IRF fabric.  

General restrictions and configuration guidelines 

Software requirements 
All IRF member devices must run the same system software image version.  

MPU and IRF physical port restrictions 
• You can only use the 10-GE fiber ports on the SAP-4EXP cards for IRF connection. 
• Make sure every IRF member has at least one MPU.  
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• When you connect two neighboring IRF members, connect the physical ports of IRF-port 1 on 
one member to the physical ports of IRF-port 2 on the other. 

IRF link redundancy 
• For link redundancy and load sharing, bind up to four physical ports to one IRF port.  
• Physical ports bound to an IRF port can be located on different cards. 

MAD 
• Configure at least one MAD mechanism for prompt detection and recovery of IRF split.  
• If LACP MAD or ARP MAD runs between two IRF fabrics, assign each fabric a unique IRF 

domain ID. For BFD MAD, this task is optional. 
• To exclude a port from the shutdown action executed when an IRF fabric transits to the 

Recovery state, use the mad exclude interface command. To bring up a port after the IRF 
fabric transits to the Recovery state, you must use the mad restore command to activate the 
entire IRF fabric, rather than using the undo shutdown command.  

Other configuration guidelines 
• If a subordinate device uses the same next-startup configuration file name as the master device, 

the file might be overwritten depending on your configuration file management settings. To 
continue to use the configuration file after removing the device from the IRF fabric, back up the 
file before setting up the IRF fabric. 

• Strictly follow the IRF fabric setup procedure described in "Setup and configuration task list" to 
plan the IRF fabric, identify IRF physical ports, connect IRF member devices, and configure 
basic settings.  

• Assign each member a unique IRF member ID to make sure they can merge. You must reboot 
the members to validate the IRF member ID settings.  

• Assign the highest member priority to the device you want to use as the master. 
• Save any configuration you have made to the startup configuration file before rebooting the IRF 

member devices.  

Setup and configuration task list 

Hewlett Packard Enterprise recommends the following IRF fabric setup and configuration procedure: 
 

Task Remarks 
1. Planning the IRF fabric setup Required.  

2. Preconfiguring IRF member devices in standalone mode: 
 Assigning a member ID to each IRF member device 
 Specifying a priority for each member device 
 Binding physical ports to IRF ports 

Required.  

3. Saving configuration to the next-startup configuration file Required. 

4. Connecting physical IRF ports 
Required. 
Make sure that they are 
interoperable. 

5. Setting the operating mode to IRF mode Required. 

6. Accessing the IRF fabric:  
 Accessing the global active MPU of the IRF fabric 
 Accessing a standby MPU in the IRF fabric 

Login to the global active MPU is 
required.  
From the active MPU, you can log in 
to a standby MPU to execute a 
limited set of maintenance 
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Task Remarks 
commands.  

7. Configuring IRF member devices in IRF mode:  
 Assigning an IRF domain ID to the IRF fabric 
 Changing the member ID of a device 
 Changing the priority of a member device 
 Adding physical ports to an IRF port 
 Enabling IRF auto merge 
 Configuring a member device description 
 Configuring IRF bridge MAC persistence 
 Enabling software auto-update for system software image 

synchronization 
 Setting the IRF link down report delay 
 Configuring MAD 

All these tasks are optional.  
If IRF ports have not been 
configured when a member device 
operating in standalone mode, you 
must configure its IRF ports. 

 CAUTION: 
After an IRF fabric is set up, you can 
modify the IRF port, member ID, 
and member priority settings for a 
member device, but must make 
sure you fully understand the 
impact on the live network. For 
example, a member ID change can 
void member ID-related settings, a 
priority change might cause master 
re-election, and a reconfiguration of 
IRF port settings or bindings might 
cause an IRF split or merge.  

 

Planning the IRF fabric setup 

Consider the following items when you plan an IRF fabric:  
• Hardware compatibility and restrictions 
• IRF fabric size 
• Master device 
• IRF physical ports 
• Member ID and priority assignment scheme 
• Fabric topology and cabling scheme 

For more information about hardware and cabling, see the installation guide for the device.  

Preconfiguring IRF member devices in standalone mode 

Perform the tasks in this section on every IRF member device. These settings take effect on each 
member device after their operating mode changes to IRF. 

Assigning a member ID to each IRF member device 
A device by default operates in standalone mode without an IRF member ID. You must assign it a 
unique IRF member ID before changing its operating mode to IRF.  

Execute the display irf configuration command and examine the MemberID field. If the device has 
no IRF member ID, the field displays two hyphens (--). 

The member ID assigned to a device is saved in both active and standby MPUs of the device. If the 
standby MPU has a different member ID than the active MPU, for example, because of an MPU 
replacement, the member ID in the active MPU takes effect and is automatically updated to the 
standby MPU. 

To set a member ID for the device in standalone mode: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 
2. Assign an IRF member ID 

to the device. irf member member-id By default, the device has no 
IRF member ID. 

 

Specifying a priority for each member device 
IRF member priority represents the possibility for a device to be elected the master in an IRF fabric. 
The higher the priority, the higher the possibility. 

To specify a priority for the device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Specify a priority for the 
device. irf priority priority The default IRF member priority 

is 1. 
 

Binding physical ports to IRF ports 
To establish an IRF connection between two devices, you must bind at least one physical port to 
IRF-port 1 on one device and to IRF-port 2 on the other. For link redundancy and load sharing, bind 
multiple physical ports to one IRF port.  

Make sure the IRF physical ports are operating as Layer 2 interfaces. Layer 3 interfaces cannot be 
bound to IRF ports. You can set a physical port as a Layer 2 or Layer 3 interface by using the port 
link-mode { bridge | route } command (see Layer 2—LAN Switching Configuration Guide).  

In standalone mode, binding a physical port to an IRF port does not affect the current configuration of 
the port. However, when the operating mode changes to IRF mode, the default configuration of the 
physical IRF port restores, and you can only execute the shutdown, default, description, and 
flow-interval commands on the physical port. For more information about these commands, see 
Layer 2—LAN Switching Command Reference. 

To bind physical ports to IRF ports: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an IRF port and 
enter IRF port view. irf-port port-number By default, no IRF port is 

created. 

3. Bind a physical IRF port to 
the IRF port. 

port group interface interface-type 
interface-number [ mode { enhanced 
| normal } ] 

By default, no physical ports are 
bound to any IRF port.  
Repeat this step to assign more 
physical ports to the IRF port.  
Every IRF port can have up to 
four physical ports.  

 

Saving configuration to the next-startup configuration file 

Save the running configuration before converting to the IRF mode. The mode change requires a 
reboot, which can cause all unsaved settings to be lost.  

Perform the following task in any view:  
 

Task Command 
Save the running configuration to 
the startup configuration file. save [ safely ] [ backup | main ] [ force ] 
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Connecting physical IRF ports 

When you connect two neighboring IRF members, connect the physical ports of IRF-port 1 on one 
member to the physical ports of IRF-port 2 on the other, as shown in Figure 9.  

Follow these guidelines when selecting transceiver modules and cables:  
• Use SFP+ transceiver modules and fibers for long-distance connection. 
• When you connect SFP+ ports, connect the transmit port of an SFP+ transceiver module at one 

end to the receive port of an SFP+ transceiver module at the other end. 
• The transceiver modules at the two ends of an IRF link must be the same type. 

For more information about transceiver modules, see the device installation guide.  
 

 IMPORTANT: 
No intermediate devices are allowed between neighboring members. 
 

Figure 9 Connecting IRF physical ports 

 
 

Connect the devices into a daisy chain topology or a ring topology. A ring topology is more reliable 
(see Figure 10). In ring topology, the failure of one IRF link does not cause the IRF fabric to split as in 
daisy chain topology. Instead, the IRF fabric changes to a daisy chain topology without interrupting 
network services. 

To use the ring topology, you must have at least three member devices.  

Figure 10 Daisy chain topology versus ring topology 
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Setting the operating mode to IRF mode 

By default, the device is operating in standalone mode. To assign the device to an IRF fabric, you 
must change its operating mode to IRF mode.  

Before changing to IRF mode, use the display irf configuration command to verify that a member 
ID has been assigned to the device. If the MemberID field displays two hyphens (--), first assign a 
member ID to the device. 

To set the operating mode of a device to IRF mode: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set the operating mode to 
IRF mode. chassis convert mode irf The default operating mode is 

standalone mode.  
 

After you change the operating mode, the device automatically reboots to validate the change. 

During the reboot, you may choose to have the system automatically convert the startup 
configuration file to prevent some slot- or interface-related configurations from becoming invalid. For 
example, the system can convert the slot slot-number parameter set in standalone mode to the 
chassis chassis-number slot slot-number parameter in IRF mode, and add the chassis ID in an 
interface number.  

To restore the standalone mode, use the undo chassis convert mode command. 
 

 TIP: 
IRF generates packets on a device in IRF mode even if the device does not form an IRF fabric with 
any other device. To protect system resources, set a device to operate in standalone mode after 
removing it from an IRF fabric. 
 

Accessing the IRF fabric 

The IRF fabric appears as one device after it is formed. You configure and manage all IRF members 
at the CLI of the global active MPU. All settings you made are automatically propagated to the IRF 
members.  

When you log in to an IRF fabric, you are placed at the CLI of the global active MPU, regardless of at 
which member device you are logged in. After that, you can access the CLI of a standby MPU to 
execute a limited set of maintenance commands.  

The IRF fabric supports up to five concurrent VTY users. The maximum number of concurrent 
console users equals the total number of MPUs in the IRF fabric. 

Accessing the global active MPU of the IRF fabric 
Access an IRF fabric in one of the following ways: 
• Local login—Log in through the console port of a member device. 
• Remote login—Remotely log in at a Layer 3 Ethernet interface on any member device by using 

methods including Telnet, Web, and SNMP. 

For more information, see the chapter on login in Fundamentals Configuration Guide.  

Accessing a standby MPU in the IRF fabric 
You can log in to the CLI of a standby MPU for maintenance or debugging. When you change from 
the global active MPU's CLI to the standby MPU's CLI, you are placed in user view and the command 
prompt changes to <Sysname-Slave#member-ID/slot-number>, for example, 
<Sysname-Slave#1/0>. You can execute the following commands at a standby MPU's CLI: 
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• display 
• quit 
• return 
• system-view 
• debugging 
• terminal debugging 
• terminal logging 
• terminal monitor 
• terminal trapping 

Perform the following task in user view:  
 

Task Command Remarks 
Log in to a standby MPU in the 
IRF fabric. 

irf switch-to chassis 
chassis-number slot slot-number 

By default, you are placed at the 
global active MPU's CLI. 

 

To return to the CLI of the global active MPU, use the quit command. 

Configuring IRF member devices in IRF mode 

After you access the global active MPU's CLI, you can perform the tasks in this section or configure 
features in other configuration guides for the IRF fabric.  

Assigning an IRF domain ID to the IRF fabric 
This task is required for running LACP MAD between two IRF fabrics. For BFD MAD, this task is 
optional.  

One IRF fabric forms one IRF domain. IRF domain IDs prevent IRF fabrics from interfering with one 
another.  

In Figure 11, Device A and Device B form IRF fabric 1, and Router A and Router B form IRF fabric 2. 
These fabrics have LACP MAD links between them. When a member device in one IRF fabric 
receives an LACP MAD packet, it looks at the domain ID in the packet to see whether the packet is 
from the local IRF fabric or from a different IRF fabric. Then, the device can handle the packet 
correctly. 
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Figure 11 A network that comprises two IRF domains 

 
 

To assign a domain ID to an IRF fabric: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Assign a domain ID to the 
IRF fabric. irf domain domain-id By default, the domain ID of an IRF fabric is 

0. 
 

Changing the member ID of a device 

 CAUTION: 
In IRF mode, an IRF member ID change can invalidate member ID-related settings and cause data 
loss. Be sure you fully understand its impact on your live network.  
 

The new member ID takes effect at reboot. After the device reboots, the settings on all member ID 
related physical resources (including common physical network ports) are removed and require 
reconfiguration, regardless of whether you have saved the configuration. 

To change the member ID of a member device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Change the member ID of a 
member device. 

irf member member-id renumber 
new-member-id N/A 

3. Save the running 
configuration.  save [ safely ] N/A 

4. Reboot the member device.  reboot chassis chassis-number The chassis-number must be 
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Step Command Remarks 
the same as the member-id 
specified in the irf member 
member-id renumber 
new-member-id command.  

 

Changing the priority of a member device 
You can change the priority of a member device so it can be elected as the master at the next master 
election.  

A member priority change can affect the master re-election result, but does not cause immediate 
master re-election. 

To change the priority of a member device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Specify a priority for a 
member of an IRF fabric. 

irf member member-id priority 
priority 

The default IRF member priority 
is 1. 

 

Adding physical ports to an IRF port 
An IRF port can have up to four physical ports. In IRF mode, you can add more physical ports to an 
IRF port. This task does not affect the ongoing traffic on the IRF port.  

When performing this task, follow the IRF physical port restrictions and configuration guidelines in 
"MPU and IRF physical port restrictions" and "Binding physical ports to IRF ports." 

To configure IRF ports: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter interface view: 
interface interface-type 
interface-number 

To shut down a range of 
physical IRF ports, enter 
interface range view. 
To shut down one physical IRF 
port, enter its interface view. 

3. Shut down the port or ports. shutdown N/A  

4. Return to system view. quit N/A 

5. Create an IRF port and 
enter IRF port view. irf-port member-id/port-number N/A 

6. Bind each physical port to 
the IRF port. 

port group interface interface-type 
interface-number [ mode { enhanced 
| normal } ] 

By default, no physical ports are 
bound to any IRF port. 
Repeat this step to assign 
multiple physical ports to the 
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Step Command Remarks 
IRF port for link redundancy.  

7. Return to system view. quit N/A 

8. Enter physical IRF port 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter interface view: 
interface interface-type 
interface-number 

N/A 

9. Bring up the port or ports. undo shutdown N/A 

10. Return to system view. quit N/A 
 

Enabling IRF auto merge 
When two IRF fabrics merge, you must reboot the member devices in the IRF fabric that fails in the 
master election. The auto merge function enables the IRF fabric to automatically reboot all its 
member devices to complete the merge.  

This function can work only when it is enabled on both IRF fabrics that are merging. 

The IRF auto merge function does not take effect on the IRF fabric merge caused by binding a 
physical port to an IRF port in IRF mode. You must manually reboot the devices that have been 
defeated in the master selection to complete the merge. 

To enable IRF auto merge: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable IRF auto merge. irf auto-merge enable By default, this function is 
disabled. 

  

Configuring a member device description 
You can configure a description to describe the location or purpose of a member device.  

To configure a description for a member device: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure the description of 
a member. 

irf member member-id description 
text 

By default, no member device 
description is configured.  
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Configuring IRF bridge MAC persistence 
An IRF fabric by default uses the bridge MAC address of the master device as its bridge MAC 
address. Layer 2 protocols, such as LACP, use the bridge MAC address to identify the IRF fabric. On 
a switched LAN, the bridge MAC address must be unique.  

To avoid duplicate bridge MAC addresses, an IRF fabric can change its bridge MAC address 
automatically after its master leaves, but the change can cause transient traffic disruption.  

Depending on your network condition, enable the IRF fabric to preserve or change its bridge MAC 
address after the master leaves. Available options include:  
• irf mac-address persistent timer—Bridge MAC address of the IRF fabric is retained for 6 

minutes after the master leaves. If the master does not return before the timer expires, the IRF 
fabric uses the bridge MAC address of the new master as its bridge MAC address. This option 
avoids unnecessary bridge MAC address change due to a device reboot, transient link failure, 
or purposeful link disconnection. 

• irf mac-address persistent always—Bridge MAC address of the IRF fabric does not change 
after the master leaves.  

• undo irf mac-address persistent—Bridge MAC address of the new master replaces the 
original one as soon as the old master leaves. 

 

 IMPORTANT: 
If ARP MAD is used, configure the undo irf mac-address persistent command to enable 
immediate bridge MAC address change after a master leaves. 
 

If two IRF fabrics have the same bridge MAC address, they cannot merge. 

To configure the IRF bridge MAC persistence setting: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure IRF bridge MAC 
persistence. 

• Retain the bridge MAC address 
even if the master has changed:
irf mac-address persistent 
always 

• Preserve the bridge MAC 
address for 6 minutes after the 
master leaves:
irf mac-address persistent 
timer 

• Change the bridge MAC 
address as soon as the master 
leaves: 
undo irf mac-address 
persistent 

By default, the IRF fabric's 
bridge MAC address is retained 
permanently even after the 
master leaves. 

 

Enabling software auto-update for system software image synchronization 
The software auto-update function automatically propagates the system software image of the 
master to all members in the IRF fabric. 

To join an IRF fabric, a device must use the same system software image as the master in the fabric.  

When you add a device to the IRF fabric, the software auto-update function compares the system 
software versions of the device and the IRF master. If the versions are different, the device 
automatically downloads the system software image from the master, sets the downloaded image as 
the system software for the next reboot, and automatically reboots with the new system software 
image to rejoin the IRF fabric. 
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If software auto-update is disabled, you must manually update the device with the system software 
image of the master. 

Configuration prerequisites 
Before you use the software auto-update function, verify the following items: 
• The device you are adding to the IRF fabric is compatible with the software version running on 

the master. If it is not compatible, the automatic system software upgrading function cannot 
correctly work. 

• The device you are adding to the IRF fabric has sufficient space for the new system software 
image. 

Configuration procedure 
To enable an IRF fabric to automatically synchronize software images of the master to the devices 
you are adding to the IRF fabric: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable software 
auto-update. irf auto-update enable By default, this function is 

disabled. 
 

Setting the IRF link down report delay 
You can avoid link flapping causing frequent IRF splits and merges during a short time by configuring 
the IRF ports to delay reporting link down events. An IRF port thus works as follows:  
• When the IRF link changes from up to down, the port does not immediately report the change to 

the IRF fabric. If the IRF link state is still down when the delay time is reached, the port reports 
the change to the IRF fabric. 

• When the IRF link changes from down to up, the link layer immediately reports the event to the 
IRF fabric. 

To set the IRF link down report delay: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set the IRF link down 
report delay. irf link-delay interval 

The default IRF link down report delay is 0 
milliseconds.  
Recommended value range is 200 to 2000 
milliseconds. The greater the interval, the 
slower the service recovery.  

 

Configuring MAD 
The following MAD mechanisms are available for detecting multi-active collisions in different network 
scenarios: 
• LACP MAD 
• BFD MAD 
• ARP MAD 

These MAD mechanisms operate independently. You can configure all of them for an IRF fabric. 

Table 1 provides a reference for you to make a MAD mechanism selection decision. 
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Table 1 A comparison of the MAD mechanisms 

MAD 
mechanism Advantages Disadvantages Application scenario

LACP MAD 

• Detection speed is fast. 
• Requires no 

MAD-dedicated physical 
ports or interfaces. 

Requires an intermediate 
Hewlett Packard Enterprise 
device that supports LACP 
MAD packets.  

Link aggregation is used 
between the IRF fabric 
and its upstream or 
downstream device.  
For information about 
LACP, see Layer 
2—LAN Switching 
Configuration Guide. 

BFD MAD 

• Detection speed is fast. 
• No intermediate device is 

required.  
• Intermediate device, if 

used, can come from any 
vendor.  

• Requires MAD 
dedicated physical 
ports and Layer 3 
interfaces, which 
cannot be used for 
transmitting user traffic. 

• If no intermediate 
device is used, the IRF 
members must be fully 
meshed.  

• If an intermediate 
device is used, every 
IRF member must 
connect to the 
intermediate device. 

• Suitable for various 
network scenarios. 

• If no intermediate 
device is used, this 
mechanism is only 
suitable for IRF 
fabrics that have a 
small number of 
members that are 
geographically 
close to one 
another.  

For information about 
BFD, see High 
Availability Configuration 
Guide. 

ARP MAD 

• No intermediate device is 
required.  

• Intermediate device, if 
used, can come from any 
vendor. 

• Requires no MAD 
dedicated ports.  

• Detection speed is 
slower than BFD MAD 
and LACP MAD.  

• The spanning tree 
feature must be 
enabled. 

Spanning tree-enabled 
non-link aggregation 
IPv4 network scenario.  
For information about 
ARP, see Layer 3—IP 
Services Configuration 
Guide. 

 

Configuring LACP MAD 
When you use LACP MAD, follow these guidelines:  
• The intermediate device must be a Hewlett Packard Enterprise device that support extended 

LACP for MAD.  
• If the intermediate device is in an IRF fabric, assign this fabric a different domain ID than the 

LACP MAD-enabled fabric for correct split detection. 
• Use dynamic link aggregation mode. MAD is LACP dependent. Even though LACP MAD can 

be configured on both static and dynamic aggregate interfaces, it takes effect only on dynamic 
aggregate interfaces.  

• Configure link aggregation settings also on the intermediate device.  

To configure LACP MAD: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Assign a domain ID to the 
IRF fabric. irf domain domain-id The default IRF domain ID is 0.
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Step Command Remarks 

3. Create an aggregate 
interface and enter 
aggregate interface view. 

• Enter Layer 2 aggregate 
interface view:  
interface bridge-aggregation 
interface-number 

• Enter Layer 3 aggregate 
interface view:  
interface route-aggregation 
interface-number 

Use either command. 
Perform this step also on the 
intermediate device.  

4. Configure the aggregation 
group to operate in dynamic 
aggregation mode. 

link-aggregation mode dynamic 

By default, an aggregation 
group operates in static 
aggregation mode. 
Perform this step also on the 
intermediate device.  

5. Enable LACP MAD. mad enable By default, LACP MAD is 
disabled. 

6. Return to system view. quit N/A 

7. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter Ethernet interface view: 
interface interface-type 
interface-number 

To assign a range of ports to 
the aggregation group, enter 
interface range view. 
To assign one port to the 
aggregation group, enter 
Ethernet interface view. 

8. Assign the Ethernet port or 
the range of Ethernet ports 
to the specified aggregation 
group. 

port link-aggregation group 
number 

Multichassis link aggregation is 
allowed. 
Perform this step on the 
intermediate device as well.  

 

Configuring BFD MAD 
When you configure BFD MAD, follow these guidelines: 
 

Category Restrictions and guidelines 

BFD MAD VLAN 

• Do not enable BFD MAD on VLAN-interface 1. 
• If an intermediate device is used, assign the ports of BFD MAD links to 

the BFD MAD VLAN on the device. 
• The IRF fabrics in a network must use different BFD MAD VLANs. 

BFD MAD VLAN and 
feature compatibility 

• Do not use the BFD MAD VLAN for any purpose other than configuring 
BFD MAD. Layer 2 or Layer 3 features, including ARP and LACP, cannot 
work on the BFD MAD-enabled VLAN interface or any port in the VLAN. 
If you configure any other feature on the VLAN, neither the configured 
feature nor the BFD MAD function can work correctly. 

• Disable the spanning tree feature on any port in the BFD MAD VLAN. 
The MAD function is mutually exclusive with the spanning tree feature. 
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Category Restrictions and guidelines 
• Do not bind a BFD MAD-enabled VLAN interface to any VPN instance. 

The MAD function is mutually exclusive with VPN. 

IP address requirements 

• Do not enable BFD MAD on a VLAN interface that has been assigned an 
IP address. The VLAN interface becomes unreachable even if you 
disable BFD MAD. To recover the connectivity of the VLAN interface, use 
the shutdown and undo shutdown commands or reset ARP. 

• To avoid problems, only use the mad ip address command to configure 
IP addresses on the BFD MAD-enabled VLAN interface. For example, 
an IP address configured with the ip address command or a VRRP 
virtual IP address can cause problems. 

• All MAD IP addresses on the BFD MAD-enabled VLAN interface must be 
on the same subnet. 

 

To configure BFD MAD: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a new VLAN 
dedicated to BFD MAD. vlan vlan-id The default VLAN on the device 

is VLAN 1. 

3. Return to system view. quit N/A 

4. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter Ethernet interface view: 
interface interface-type 
interface-number 

To assign a range of ports to 
the BFD MAD VLAN, enter 
interface range view. 
To assign one port to the BFD 
MAD VLAN, enter Ethernet 
interface view. 

5. Assign the port or the range 
of ports to the BFD MAD 
VLAN. 

• Assign the port to the VLAN as 
an access port:  
port access vlan vlan-id 

• Assign the port to the VLAN as a 
trunk port:  
port trunk permit vlan vlan-id 

• Assign the port to the VLAN as a 
hybrid port:  
port hybrid vlan vlan-id 
{ tagged | untagged } 

Choose one command 
depending on the port type.  
BFD MAD has no requirement 
for the link type of the detection 
port. 
The default link type of a port is 
access.  

6. Return to system view. quit N/A 

7. Enter VLAN interface view. interface vlan-interface 
interface-number N/A 

8. Enable BFD MAD. mad bfd enable By default, BFD MAD is 
disabled. 

9. Configure a MAD IP 
address for a member on 
the VLAN interface. 

mad ip address ip-address { mask | 
mask-length } member member-id 

By default, no MAD IP address 
is configured on any VLAN 
interface. 



106 

Step Command Remarks 
Repeat this step to assign a 
MAD IP address to each 
member device on the VLAN 
interface. 

 

Configuring ARP MAD 
When you configure ARP MAD, follow these guidelines: 
• If an intermediate device is used, you can use common data links as ARP MAD links. If no 

intermediate device is used, set up dedicated ARP MAD links between IRF member devices.  
• Use a VLAN dedicated to ARP MAD. 
• If an intermediate device is used, make sure the following requirements are met:  

 Run the spanning tree feature between the IRF fabric and the intermediate device. 
 Enable the IRF fabric to change its bridge MAC address as soon as the master leaves. 
 Create an ARP MAD VLAN and assign the ports on the ARP MAD links to the VLAN.  
 If the intermediate device is in an IRF fabric, assign this fabric a different domain ID than the 

ARP MAD-enabled fabric to avoid false detection of IRF split. 

To configure ARP MAD: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Assign a domain ID to the 
IRF fabric. irf domain domain-id The default IRF domain ID is 0.

3. Create a VLAN dedicated to 
ARP MAD. vlan vlan-id The default VLAN on the device 

is VLAN 1. 

4. Return to system view. quit N/A 

5. Enter Ethernet interface 
view or interface range 
view. 

• Enter interface range view: 
 Method 1: 

interface range 
{ interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> 

 Method 2: 
interface range name name 
[ interface { interface-type 
interface-number [ to 
interface-type 
interface-number ] } &<1-5> ]

• Enter Ethernet interface view: 
interface interface-type 
interface-number 

To assign a range of ports to 
the BFD MAD VLAN, enter 
interface range view. 
To assign one port to the BFD 
MAD VLAN, enter Ethernet 
interface view. 

6. Assign the port or the range 
of ports to the ARP MAD 
VLAN. 

• Assign the port to the VLAN as 
an access port:  
port access vlan vlan-id 

• Assign the port to the VLAN as a 
trunk port:  
port trunk permit vlan vlan-id 

• Assign the port to the VLAN as a 
hybrid port:  
port hybrid vlan vlan-id  
{ tagged | untagged } 

Choose one command 
depending on the port type.  
ARP MAD has no requirement 
for the link type. 
The default link type of a port is 
access. 
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Step Command Remarks 
7. Return to system view. quit N/A 

8. Enter VLAN interface view. interface vlan-interface 
vlan-interface-id N/A 

9. Assign the interface an IP 
address. 

ip address ip-address { mask | 
mask-length }  

By default, no IP address is 
assigned to any VLAN 
interface.  

10. Enable ARP MAD. mad arp enable By default, ARP MAD is 
disabled.  

 

Excluding a port from the shutdown action upon detection of multi-active collision 
By default, all ports except the console and physical IRF ports shut down automatically when the IRF 
fabric transits to the Recovery state.  

You can exclude a port from the shutdown action for management or other special purposes. For 
example:  
• Exclude a port from the shutdown action, so you can Telnet to the port for managing the device.  
• Exclude a VLAN interface and its Layer 2 ports from the shutdown action, so you can log in 

through the VLAN interface.  
 

 CAUTION: 
Excluding a VLAN interface and its Layer 2 ports from the shutdown action introduces IP collision 
risks because the VLAN interface might be active on both the active IRF fabric and the inactive IRF 
fabric. 
 

To configure a port to not shut down when the IRF fabric transits to the recovery state:  
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure a port to not shut 
down when the IRF fabric 
transits to the Recovery 
state. 

mad exclude interface 
interface-type interface-number 

By default, when an IRF fabric 
transits to the Recovery state, 
all its network ports except the 
IRF physical ports and console 
port are shut down. 

 

Recovering an IRF fabric 
After the failed IRF link between two split IRF fabrics is recovered, log in to the inactive IRF fabric and 
use the reboot command to reboot all its members. After these member devices join the active IRF 
fabric as subordinates, IRF merge is complete, as shown in Figure 12.  
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Figure 12 Recovering the IRF fabric 

 
 

If the active IRF fabric has failed, for example, because of device or link failures, before the IRF link 
is recovered (see Figure 13), use the mad restore command on the inactive IRF fabric to change its 
MAD state to Detect and bring up all physical ports that was shut down by MAD. After you repair the 
IRF link, the two parts merge into a unified IRF fabric. 

Figure 13 Active IRF fabric fails before the IRF link is recovered 

 
 

To manually recover an inactive IRF fabric: 
 

Step Command 
1. Enter system view. system-view 

2. Recover the inactive IRF fabric. mad restore 
 

After the IRF fabric is recovered, all ports that have been shut down by MAD come up automatically.  

Displaying and maintaining an IRF fabric 
 

IRF link 
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IRF

IP network

IP network

IRF 1
(Active)

IRF 2
(Inactive)

IP network

IP network

Network ports that 
have been shut 

down

Network ports that 
have been shut down
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Task Command Remarks 

Display information about all IRF 
members. 

display irf [ | { begin | exclude | 
include } regular-expression ] Available in any view. 

Display the IRF fabric topology. 
display irf topology [ | { begin | 
exclude | include } 
regular-expression ]  

Available in any view. 

Display basic IRF settings. 
display irf configuration [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

Display MAD configuration. 
display mad [ verbose ] [ | 
{ begin | exclude | include } 
regular-expression ] 

Available in any view. 

  

Configuration examples 

LACP MAD-enabled IRF configuration example 

Network requirements 
Set up a two-chassis IRF fabric at the access layer of the enterprise network in Figure 14. Configure 
LACP MAD in the IRF fabric, because the IRF fabric has a multichassis aggregate link to Router C, a 
Hewlett Packard Enterprise device that supports extended LACP. 

Figure 14 Network diagram 

 
 

Configuration procedure 

 IMPORTANT: 
For two neighboring IRF members, IRF links must be bound to IRF-port 1 on one member and to 
IRF-port 2 on the other.  
 

2. Configure Router A: 
# Assign member ID 1 to Router A and bind Ten-GigabitEthernet 3/0/1 to IRF-port 2.  
<Sysname> system-view 

[Sysname] irf member 1 
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 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

[Sysname] irf-port 2 

[Sysname-irf-port2] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port2] quit 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Enable IRF mode.  
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A reboots to form a one-chassis IRF fabric. 
3. Configure Router B: 

# Assign member ID 2 to Router B and bind Ten-GigabitEthernet 3/0/1 to IRF-port 1.  
<Sysname> system-view 

[Sysname] irf member 2 

 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

[Sysname] irf-port 1 

[Sysname-irf-port1] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port1] quit 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Connect the two devices as shown in Figure 14.  
# Log in to Router B. (Details not shown.) 
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# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B reboots to join the IRF fabric. A two-chassis IRF fabric is formed. 
4. Configure LACP MAD: 

# Assign domain ID 1 to the IRF fabric. 
<Sysname> system-view 

[Sysname] irf domain 1 

# Create a dynamic aggregate interface and enable LACP MAD. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 2 

[Sysname-Bridge-Aggregation2] link-aggregation mode dynamic 

[Sysname-Bridge-Aggregation2] mad enable 

You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 1]: 

 The assigned  domain ID is: 1 

 Info: MAD LACP only enable on dynamic aggregation interface. 

[Sysname-Bridge-Aggregation2] quit 

# Assign GigabitEthernet 1/4/0/2 and GigabitEthernet 2/4/0/2 to the aggregate interface. 
[Sysname] interface gigabitethernet 1/4/0/2 

[Sysname-GigabitEthernet1/4/0/2] port link-aggregation group 2 

[Sysname-GigabitEthernet1/4/0/2] quit 

[Sysname] interface gigabitethernet 2/4/0/2 

[Sysname-GigabitEthernet2/4/0/2] port link-aggregation group 2 

5. Configure Router C as the intermediate device: 
 

CAUTION: 

If the intermediate device is also in an IRF fabric, assign the two IRF fabrics different 
domain IDs for correct split detection. 

 

# Create a dynamic aggregate interface. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 2 

[Sysname-Bridge-Aggregation2] link-aggregation mode dynamic 

[Sysname-Bridge-Aggregation2] quit 

# Assign GigabitEthernet 4/0/1 and GigabitEthernet 4/0/2 to the aggregate interface. 
[Sysname] interface gigabitethernet 4/0/1 
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[Sysname-GigabitEthernet4/0/1] port link-aggregation group 2 

[Sysname-GigabitEthernet4/0/1] quit 

[Sysname] interface gigabitethernet 4/0/2 

[Sysname-GigabitEthernet4/0/2] port link-aggregation group 2 

[Sysname-GigabitEthernet4/0/2] quit 

BFD MAD-enabled IRF configuration example 

Network requirements 
Set up an IRF fabric at the distribution layer of the network in Figure 15. Configure BFD MAD in the 
IRF fabric and set up BFD MAD links between the member devices. Disable the spanning tree 
feature on the ports used for BFD MAD, because the two features conflict with each other.  

Assign the highest member priority to Router A so it can be elected as the master.  

Figure 15 Network diagram 

 
 

Configuration procedure 
2. Configure Router A: 

# Assign member ID 1 to Router A and bind Ten-GigabitEthernet 3/0/1 to IRF-port 2.  
<Sysname> system-view 

[Sysname] irf member 1 

 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

[Sysname] irf-port 2 

[Sysname-irf-port2] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port2] quit 
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[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Specify the priority of Router A as 10 to make sure it is elected as the master when the IRF 
fabric is established. 
[DeviceA] irf priority 10 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A reboots to form a one-chassis IRF fabric. 
3. Configure Router B: 

# Assign member ID 2 to Router B and bind Ten-GigabitEthernet 3/0/1 to IRF-port 1. 
<Sysname> system-view 

[Sysname] irf member 2 

 Info:  Member ID change will take effect after the member reboots and operates in 
IRF mode. 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit  

[Sysname] irf-port 1 

[Sysname-irf-port1] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port1] quit 

[Sysname] interface ten-gigabitethernet 3/0/1 

[Sysname-Ten-GigabitEthernet3/0/1] undo shutdown 

[Sysname-Ten-GigabitEthernet3/0/1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Connect the two devices as shown in Figure 15. 
# Log in to Router B. (Details not shown.)  
# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 
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The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B reboots to join the IRF fabric. A two-chassis IRF fabric is formed. 
4. Configure BFD MAD: 

# Create VLAN 3, and add GigabitEthernet 1/4/0/1 and GigabitEthernet 2/4/0/1 to VLAN 3. 
<Sysname> system-view 

[Sysname] vlan 3 

[Sysname-vlan3] port gigabitethernet 1/4/0/1 gigabitethernet 2/4/0/1 

[Sysname-vlan3] quit 

# Create VLAN-interface 3 and configure a MAD IP address for each member device on the 
VLAN interface. 
[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad bfd enable 

[Sysname-Vlan-interface3] mad ip address 192.168.2.1 24 member 1 

[Sysname-Vlan-interface3] mad ip address 192.168.2.2 24 member 2 

[Sysname-Vlan-interface3] quit 

# Disable the spanning tree feature on GigabitEthernet 1/4/0/1 and GigabitEthernet 2/4/0/1. 
[Sysname] interface gigabitethernet 1/4/0/1 

[Sysname-gigabitethernet-1/4/0/1] undo stp enable 

[Sysname-gigabitethernet-1/4/0/1] quit 

[Sysname] interface gigabitethernet 2/4/0/1 

[Sysname-gigabitethernet-2/4/0/1] undo stp enable 

ARP MAD-enabled IRF configuration example 

Network requirements 
Set up a two-chassis IRF fabric at the distribution layer of the enterprise network in Figure 16.  

Configure ARP MAD for the IRF fabric and use Router C as an intermediate device. Router C can 
come from any vendor. 

To prevent loops, enable the spanning tree feature between the IRF fabric and Router C.  
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Figure 16 Network diagram 

 
 

Configuration procedure 
1. Configure Router A: 

# Assign member ID 1 to Router A and bind Ten-GigabitEthernet 3/0/1 to IRF-port 2.  
<Sysname> system-view 

[Sysname] irf member 1 

 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] irf-port 2 

[Sysname-irf-port2] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port2] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A reboots to form a one-chassis IRF fabric. 
2. Configure Router B: 

# Assign member ID 2 to Router B and bind Ten-GigabitEthernet 3/0/1 to IRF-port 1.  
<Sysname> system-view 

[Sysname] irf member 2 
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 Info: Member ID change will take effect after the member reboots and operates in IRF 
mode. 

[Sysname] irf-port 1 

[Sysname-irf-port1] port group interface ten-gigabitethernet 3/0/1 

[Sysname-irf-port1] quit 

# Save the configuration. 
[Sysname] quit 

<Sysname> save 

# Connect the two devices as shown in Figure 16.  
# Log in to Router B. (Details not shown.) 
# Enable IRF mode. 
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B reboots to join the IRF fabric. A two-chassis IRF fabric is formed. 
3. Configure ARP MAD: 

# Enable the spanning tree feature globally on the IRF fabric. 
<Sysname> system-view 

[Sysname] stp enable 

# Configure the bridge MAC address of the IRF fabric to change as soon as the master leaves. 
[Sysname] undo irf mac-address persistent 

# Set the domain ID of the IRF fabric to 1. 
[Sysname] irf domain 1 

# Create VLAN 3, and add GigabitEthernet 1/4/0/2 and GigabitEthernet 2/4/0/2 to VLAN 3. 
[Sysname] vlan 3 

[Sysname-vlan3] port gigabitethernet 1/4/0/2 gigabitethernet 2/4/0/2 

[Sysname-vlan3] quit 

# Create VLAN-interface 3, assign it an IP address, and enable ARP MAD on the interface. 
[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad arp enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 1]: 

 The assigned  domain ID is: 1 

[Sysname-Vlan-interface3] ip address 192.168.2.1 24 

4. Configure Router C as the intermediate device: 
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CAUTION: 

If the intermediate device is also in an IRF fabric, assign the two IRF fabrics different 
domain IDs for correct split detection. 

 

# Enable the spanning tree feature globally on Router C. 
<DeviceC> system-view 

[DeviceC] stp enable 

# Create VLAN 3, and add GigabitEthernet 4/0/1 and GigabitEthernet 4/0/2 to VLAN 3. 
[DeviceC] vlan 3 

[DeviceC-vlan3] port gigabitethernet 4/0/1 gigabitethernet 4/0/2 

[DeviceC-vlan3] quit 

Restoring standalone mode 

Network requirements 
Dismantle the IRF fabric in Figure 17 and change the operating mode of Router A and Router B from 
IRF to standalone.  

Figure 17 Network diagram 

 
 

Configuration procedure 
1. Identify the master. 

<IRF> display irf 

MemberID    Slot  Role   Priority   CPU-Mac         Description 

 *+1        0     Master  1         000f-e200-0600  RouterA 

   1        1     Slave   1         000f-e200-0501  RouterA 

   2        0     Slave   1         000f-e200-060a  RouterB 

   2        1     Slave   1         000f-e200-050b  RouterB 

-------------------------------------------------- 

 

 * indicates the device is the master. 

 + indicates the device through which the user logs in. 
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 The Bridge MAC of the IRF is: 000f-e26a-58ed 

 Auto upgrade                : no 

 Mac persistent              : always 

 Domain ID                   : 0 

The output shows that Router A is the master. 
2. Examine the configuration for VLAN interfaces. 

If a VLAN interface has member ports on different member devices, change the IP address for 
the VLAN interface on each device to be unique after their operating mode is changed to 
standalone. 

3. Shut down IRF physical ports to disconnect all IRF links. In this example, shut down 
Ten-Gigabitethernet 1/3/0/1.  
<IRF> system-view 

[IRF] interface ten-gigabitethernet 1/3/0/1 

[IRF-Ten-Gigabitethernet1/3/0/1] shutdown 

[IRF-Ten-Gigabitethernet1/3/0/1] quit 

4. Save the configuration. 
[IRF] save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[flash:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

flash:/startup.cfg exists, overwrite? [Y/N]:y 

 Validating file. Please wait..................................... 

 The current configuration is saved to the active main board successfully. 

 Configuration is saved to device successfully. 

5. Change the operating mode of Router A to standalone. 
[IRF] undo chassis convert mode 

 The device will switch to stand-alone mode and reboot. You are recommended to save 
the current running configuration and specify the configuration file for the next 
startup. Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/vrpcfg.cfg to make it available in stand-alone mode? [Y/N]:y 

 Please wait............. 

 Saving the converted configuration file to main board succeeded. 

Chassis 1 Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router A automatically reboots to complete the operating mode change. 
6. Log in to Router B and change its operating mode to standalone. 

<IRF> system-view 

[IRF] undo chassis convert mode 

 The device will switch to stand-alone mode and reboot. You are recommended to save 
the current running configuration and specify the configuration file for the next 
startup. Continue? [Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/vrpcfg.cfg to make it available in stand-alone mode? [Y/N]:y 

 Please wait............. 

 Saving the converted configuration file to main board succeeded. 

Chassis 2 Slot 1: 
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 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

Router B automatically reboots to complete the operating mode change. 
7. If you have configured a VLAN interface on the IRF fabric for a VLAN that has member ports on 

both member devices, change the IP address for the VLAN interface on one device to avoid an 
IP address collision.  

Command reference 
The commands in this document are supported on HSR6800 routers installed with SAP-4EXP cards. 

chassis convert mode irf 

Use chassis convert mode irf to enable IRF mode.  

Use undo chassis convert mode to restore standalone mode. 

Syntax 
chassis convert mode irf 

undo chassis convert mode 

Default 
The device operates in standalone mode.  

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
To set up an IRF fabric, place all its member devices in IRF mode after configuring their member ID, 
priority, and IRF port settings. In standalone mode, a device cannot form an IRF fabric with other 
devices.  

IRF generates packets on a device in IRF mode even if the device does not form an IRF fabric with 
any other devices. To protect system resources, set a device to operate in standalone mode after 
removing it from an IRF fabric.  

Examples 
# Enable IRF mode.  
<Sysname> system-view 

[Sysname] chassis convert mode irf 

The device will switch to IRF mode and reboot. You are recommended to save the current 
running configuration and specify the configuration file for the next startup. Continue? 
[Y/N]:y 

 Do you want to convert the content of the next startup configuration file 
flash:/startup.cfg to make it available in IRF mode? [Y/N]:y 

 Please wait... 

 Saving the converted configuration file to the main board succeeded. 

Slot 1: 

 Saving the converted configuration file succeeded. 

 Now rebooting, please wait... 

# Restore standalone mode.  
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<Sysname> system-view 

[Sysname] undo chassis convert mode 

The device will switch to stand-alone mode and reboot. You are recommended to save the 
current running configuration and specify the configuration file for the next startup. 
Continue? [Y/N]:y 

Do you want to convert the content of the next startup configuration file flash:/startup.cfg 
to make it available in stand-alone mode? [Y/N]:y 

Please wait... 

Saving the converted configuration file to the main board succeeded. 

Chassis 2 Slot 1: 

Saving the converted configuration file succeeded. 

Now rebooting, please wait... 

display irf 

Use display irf to display IRF fabric information, including the member ID, role, priority, bridge MAC 
address, and description of each IRF member. 

Syntax 
display irf [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display IRF fabric information. 
<Sysname> display irf 

MemberID  Slot  Role   Priority  CPU-Mac           Description 

 *+1       0      Master  1         0210-fc03-0007  ----- 

-------------------------------------------------- 

 * indicates the device is the master. 

 + indicates the device through which the user logs in. 

 The Bridge MAC of the IRF is: 3ce5-a6b8-3800 

 Auto upgrade                : yes 

 Mac persistent              : always 

 Domain ID                   : 0 

 Auto merge                  : no 
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Table 2 Command output 

Field Description 

MemberID 

IRF member ID: 
• ID of the master is prefixed with an asterisk (*) sign. 
• ID of the device where you are logged in is prefixed with a plus (+) 

sign. 

Slot MPU slot number.  

Role 

Role of the MPU in the IRF fabric: 
• Slave—Standby MPU for the global active MPU. 
• Master—Global active MPU. 
• SlaveWait—MPU that is joining the IRF fabric as a standby for the 

global active MPU. 
• Loading—Standby MPU for the global active MPU. This standby 

MPU is loading the system software image. 

Priority IRF member priority.  

CPU-MAC CPU MAC address of the MPU.  

Description 

Description you have configured for the member device. 
• If no description is configured, this field displays a dashed line 

(-----). 
• If the description exceeds the maximum number of characters that 

can be displayed, an ellipsis (…) is displayed in place of the 
exceeding text. To display the complete description, use the 
display current-configuration command. 

Auto upgrade 

Status of the software auto-update function: 
• yes—Enabled. The master device automatically propagates its 

system software image to the device you are adding to the IRF 
fabric. 

• no—Disabled. You must manually make sure the joining device 
uses the same system software image as the master device. If not, 
the new device cannot join the IRF fabric. 

MAC persistent 

IRF bridge MAC persistence setting: 
• 6 min—Bridge MAC address of the IRF fabric persists for six 

minutes after the master leaves. 
• always—Bridge MAC address of the IRF fabric does not change 

after the master leaves. 
• no—Bridge MAC address of the new master replaces the original 

one as soon as the old master leaves. 

Auto merge 
State of the auto merge function: 
• yes—Enabled. 
• no—Disabled. 

 

display irf configuration 

Use display irf configuration to display basic IRF settings. 

Syntax 
display irf configuration [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 
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Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
In standalone mode, this command displays the member ID, priority, and IRF port bindings of the 
device. These settings take effect after you enable IRF mode.  

In IRF mode, this command displays each member's current member ID, new member ID, and IRF 
port bindings. The new member ID settings take effect at the next startup.  

Examples 
# In standalone mode, display the basic IRF settings of the device.  
<Sysname> display irf configuration 

 MemberID Priority IRF-Port1                   IRF-Port2 

 --         1         disable                     disable 

# In IRF mode, display all members' basic IRF settings. 
<Sysname> display irf configuration 

 MemberID  NewID  IRF-Port1                     IRF-Port2 

  1        1      Ten-GigabitEthernet1/3/0/2    Ten-GigabitEthernet1/3/0/1 

  2        2      Ten-GigabitEthernet2/3/0/2    Ten-GigabitEthernet2/3/0/1 

  3        3      Ten-GigabitEthernet3/2/0/1    Ten-GigabitEthernet3/2/0/2 

  4        4      Ten-GigabitEthernet4/2/0/1    Ten-GigabitEthernet4/2/0/2 

Table 3 Command output 

Field Description 

MemberID 
Current member ID of the device. 
If no member ID is assigned, this field displays two hyphens (--). 

Priority 
Member priority. 
This field is displayed only when the device is operating in standalone mode.

NewID 
Member ID configured for a device after its reboot. 
This field is displayed only when the device is operating in IRF mode. 

IRF-Port1 Physical ports bound to IRF-port 1. If this IRF port is not enabled, this field 
displays disable. 

IRF-Port2 Physical ports bound to IRF-port 2. If this IRF port is not enabled, this field 
displays disable. 

 

display irf topology 

Use display irf topology to display the IRF fabric topology. 

Command output includes the member IDs, IRF port state, and adjacencies of IRF ports. 
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Syntax 
display irf topology [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display the IRF fabric topology. 
<Sysname> display irf topology 

                           Topology Info 

 ------------------------------------------------------------------------- 

               IRF-Port1                IRF-Port2 

MemberID  Link       neighbor      Link       neighbor    Belong To 

 3          DIS        --             DOWN       --           0210-fc03-0007 

Table 4 Command output 

Field Description 
IRF-Port 1 Information about IRF-port 1, including its link state and neighbor. 

IRF-Port 2 Information about IRF-port 2, including its link state and neighbor. 

Link 

Link state of the IRF port: 
• UP—IRF link is up.  
• DOWN—IRF link is down.  
• DIS—No physical ports have been bound to the IRF port. You must use 

the port group interface command to bind at least one physical port to 
the IRF port. 

• TIMEOUT—IRF hello interval has timed out. You must examine the link 
for a connection loss. 

neighbor 
IRF member ID of the device connected to the IRF port.  
If no device is connected to the IRF port, this field displays two hyphens (--). 

Belong To IRF fabric that has the device, represented by the CPU MAC address of the 
master in the IRF fabric. 

 

display mad 

Use display mad to display MAD status and settings. 

Syntax 
display mad [ verbose ] [ | { begin | exclude | include } regular-expression ] 
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Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
verbose: Displays detailed MAD information. If this keyword is not provided, the command only 
displays whether a MAD mechanism is enabled. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display brief MAD information.  
<Sysname> display mad 

MAD LACP enabled. 

MAD BFD enabled. 

MAD ARP enabled. 

# Display detailed MAD information. 
<Sysname> display mad verbose 

Excluded ports(configurable): 

  Ethernet2/1/4/2 

  Ethernet2/1/4/3 

Excluded ports(can not be configured): 

  Ten-GigabitEthernet2/2/0/25 

  Ten-GigabitEthernet3/2/0/26 

MAD enabled aggregation port: 

  Bridge-Aggregation2 

MAD BFD enabled interface: 

  Vlan-interface2 

    mad ip address 10.0.0.2 255.255.0.0 member 2 

    mad ip address 10.0.0.3 255.255.0.0 member 3 

Table 5 Command output 

Field Description 

Current MAD status 

MAD status: 
• Detect—The IRF fabric is integrated. 
• Recovery—IRF fabric is in Recovery state. When detecting a 

multi-active collision, MAD places the IRF fabric with higher master 
ID in Recovery state. MAD also shuts down all physical ports in the 
fabric except IRF physical ports and ports that are configured to not 
shut down. 

• Detect to Recovery—State of the IRF fabric is transitioning from 
Detect to Recovery, for example, as the result of an IRF split. 

• Recovery to Detect—State of the IRF fabric is transitioning from 
Recovery to Detect. 
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Field Description 

Excluded ports(configurable) Ports manually configured to not shut down when the IRF fabric 
transitions to the Recovery state. 

Excluded ports(can not be 
configured) 

Ports set by default to not shut down when the IRF fabric transitions to 
the Recovery state. 

 

irf auto-merge enable 

Use irf auto-merge enable to enable IRF auto merge. The function enables an IRF fabric to 
automatically reboot its member devices when it fails in the master election during an IRF fabric 
merge. 

Use undo irf auto-merge enable to disable this function. 

Syntax 
irf auto-merge enable 

undo irf auto-merge enable 

Default 
This function is disabled. To complete an IRF merge, you must manually reboot the IRF fabric that 
has failed in the master election. 

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
To avoid an auto merge failure, make sure the auto merge function is enabled on both IRF fabrics 
that are merging. 

This command is available in IRF mode. When the operating mode is changed to standalone, the 
configuration of this command is lost, regardless of whether you have saved the configuration.  

The IRF auto merge function takes effect for an IRF merge that occurs when the IRF link recovers 
from a link failure, or when you connect the IRF physical ports of the member devices. It does not 
take effect for the IRF merge that occurs when you bind a physical port to an IRF port in IRF mode.  

Examples 
# Enable IRF auto merge. 
<Sysname> system-view 

[Sysname] irf auto-merge enable 

irf auto-update enable 

Use irf auto-update enable to enable the software auto-update function for propagating the system 
software image of the master to all its members. 

Use undo irf auto-update enable to disable the software auto-update function. 

Syntax 
irf auto-update enable 

undo irf auto-update enable 
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Default 
The software auto-update function is disabled. 

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the irf auto-update enable command configuration even if you have saved the 
configuration. 

To join an IRF fabric, a device must use the same system software image as the master in the IRF 
fabric. 

When you add a device to the IRF fabric, the software auto-update function compares the system 
software versions of the device and the IRF master. If the versions are different, the device performs 
the following tasks automatically: 
1. Downloads the system software image from the master. 
2. Sets the downloaded file as the system software for the next reboot. 
3. Reboots with the new system software image to rejoin the IRF fabric. 

For a successful update, make sure the device has efficient space for the new system software 
image. 

If the device you are adding to the IRF fabric is incompatible with the software version running on the 
master, the software auto-update function cannot work correctly.  

If software auto-update function is disabled, you must manually update the device with the system 
software image of the master.  

Examples 
# Enable the software auto-update function. 
<Sysname> system-view 

[Sysname] irf auto-update enable 

irf domain 

Use irf domain to assign a domain ID to an IRF fabric. 

Use undo irf domain to restore the default IRF domain ID. 

Syntax 
irf domain domain-id 

undo irf domain 

Default 
IRF domain ID is 0. 

Views 
System view 

Default command level 
3: Manage level 
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Parameters 
domain-id: Specifies a domain ID for the IRF fabric. The value range is 0 to 4294967295. 

Usage guidelines 
This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the IRF domain setting even if you have saved the configuration. 

One IRF fabric forms one IRF domain. IRF uses IRF domain IDs to uniquely identify IRF fabrics and 
prevent IRF fabrics from interfering with one another.  

If you use a member in one IRF fabric as the intermediate device for performing LACP MAD or ARP 
MAD for another IRF fabric, assign the two IRF fabrics different domain IDs for correct split detection. 

Examples 
# Set the IRF domain ID to 30. 
<Sysname> system-view 

[Sysname] irf domain 30 

irf link-delay 

Use irf link-delay to set a delay for the IRF ports to report a link down event. 

Use undo irf link-delay to restore the default. 

Syntax 
irf link-delay interval 

undo irf link-delay 

Default 
The IRF link down event report delay is 0 milliseconds.  

Views 
System view 

Default command level 
3: Manage level 

Parameters 
interval: Sets the IRF link down report delay in milliseconds. The value range is 200 to 2000. 

Usage guidelines 
This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the irf link-delay command configuration even if you have saved the configuration. 

An IRF link down report delay helps avoid link flapping. Link flapping causes frequent IRF splits and 
merges during a short time.  

An IRF port handles link down and link up events as follows:  
• If the IRF link changes from up to down, the port does not immediately report the change to the 

IRF fabric. If the IRF link state is still down when the delay time is reached, the port reports the 
change to the IRF fabric. 

• If the IRF link changes from down to up, the link layer immediately reports the event to the IRF 
fabric. 

Examples 
# Set the IRF link down report delay to 300 milliseconds. 
<Sysname> system-view 
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[Sysname] irf link-delay 300 

irf mac-address persistent 

Use irf mac-address persistent to configure IRF bridge MAC persistence. 

Use undo irf mac-address persistent to enable the IRF fabric to change its bridge MAC address as 
soon as the master leaves. 

Syntax 
irf mac-address persistent { always | timer } 

undo irf mac-address persistent 

Default 
Bridge MAC address of the IRF fabric does not change after the master leaves.  

Views 
System view 

Default command level 
3: Manage level 

Parameters 
always: Enables the IRF bridge MAC address to be permanent. The IRF bridge MAC address does 
not change after master re-election. 

timer: Enables the IRF bridge MAC address to remain the same for 6 minutes after the master 
device leaves. If the device rejoins the IRF fabric before the time limit is reached, the IRF bridge MAC 
address does not change. If not, the IRF fabric uses the bridge MAC address of the new master as 
the IRF bridge MAC address. 

Usage guidelines 
IRF bridge MAC persistence specifies the amount of time an IRF fabric can continue using the old 
master bridge MAC address as its bridge MAC address after a master re-election. 

Bridge MAC persistence is available in IRF mode. Changing the operating mode from IRF to 
standalone can cause loss of the bridge MAC persistence setting even if you have saved the 
configuration. 

An IRF fabric by default uses the bridge MAC address of the master device as its bridge MAC 
address. Layer 2 protocols, such as LACP, use this bridge MAC address to identify the IRF fabric. On 
a switched LAN, the bridge MAC address must be unique. 

To avoid duplicate bridge MAC addresses, an IRF fabric can automatically change its bridge MAC 
address after its master leaves. However, the change causes temporary service disruption. 
Depending on the network condition, you can enable the IRF fabric to preserve or change its bridge 
MAC address after the master leaves. 

If ARP MAD is used, use the undo irf mac-address persistent command to enable immediate 
bridge MAC address change after a master leaves. 

If two IRF fabrics have the same bridge MAC address, they cannot merge. 

Examples 
# Enable the IRF bridge MAC address to be permanent. 
<Sysname> system-view 

[Sysname] irf mac-address persistent always 
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irf member 

Use irf member to assign a member ID to the device in standalone mode. 

Use undo irf member to restore the default. 

Syntax 
irf member member-id 

undo irf member 

Default 
The device operates in standalone mode and has no member ID. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id: Assigns an IRF member ID to the device. The value range is 1 to 2.  

Usage guidelines 
You must assign an IRF member ID to a device before enabling its IRF mode. This member ID must 
be unique among all IRF member devices. 

The new member ID takes effect at reboot.  

To change the member ID of a device in IRF mode, use the irf member member-id renumber 
new-member-id command. 

Examples 
# Assign member ID 2 to the device in standalone mode. 
<Sysname> system-view 

[Sysname] irf member 2 

 Info: Member ID change will take effect after the member reboots and operates in IRF mode. 

Related commands  
irf member renumber 

irf member description 

Use irf member description to configure a description for an IRF member. 

Use undo irf member description to restore the default. 

Syntax 
irf member member-id description text 

undo irf member member-id description 

Default 
No description is configured for any IRF member. 

Views 
System view 



130 

Default command level 
3: Manage level 

Parameters 
member-id: Specifies the ID of an IRF member. 

text: Configures the IRF member description, a string of 1 to 127 characters. 

Usage guidelines 
Configure a description to identify the physical location or purpose of an IRF member for easy 
maintenance. 

This command is available in IRF mode. Changing the operating mode from IRF to standalone can 
cause loss of the IRF member description even if you have saved the configuration. 

Examples 
# Configure a description for IRF member 1. 
<Sysname> system-view 

[Sysname] irf member 1 description F1Num001 

irf member priority 

Use irf member priority to change the priority of an IRF member. 

Use undo irf member priority to restore the default. 

Syntax 
irf member member-id priority priority 

undo irf member member-id priority 

Default 
IRF member priority is 1. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id: Specifies an IRF member ID. 

priority: Sets priority in the range of 1 to 32. The greater the priority value, the higher the priority. A 
member with higher priority is more likely to be the master. 

Usage guidelines 
Change member priority assignment to affect the maser election result.  

This command is available in IRF mode. The new priority setting takes effect at the next master 
election, but it does not trigger master election.  

To assign an IRF priority to a device in standalone mode, use the irf priority command.  

Examples 
# Change the priority of IRF member 2 to 32. 
<Sysname> system-view 

[Sysname] irf member 2 priority 32 
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Related commands  
irf priority 

irf member renumber 

Use irf member renumber to change the member ID of a device in the IRF fabric. 

Use undo irf member renumber to set the member ID of a device in the IRF fabric to 1. 

Syntax 
irf member member-id renumber new-member-id 

undo irf member member-id renumber 

Default 
In standalone mode, the device has no member ID.  

In IRF mode, the device by default uses the member ID set by using the irf member command.  

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id: Specifies the ID of an IRF member device, in the range of 1 to 2.  

new-member-id: Assigns a new ID to the IRF member device, in the range of 1 to 2.  

Usage guidelines 

 CAUTION: 
In IRF mode, an IRF member ID change can invalidate member ID-related settings, including 
interface and file path settings, and cause data loss. Be sure you fully understand its impact on your 
live network. 
 

The new IRF member ID, including the one set by using the undo irf member renumber command, 
takes effect after you reboot the member device.  

To cancel the change before you reboot the member device, use the irf member renumber 
command rather than its undo form. In the command, set the new member ID to be the same as the 
old member ID.  

To set the member ID of a device in standalone mode, use the irf member command.  

Examples 
# Change the member ID of an IRF member from 2 to 1. 
<Sysname> system-view 

[Sysname] irf member 2 renumber 1 

Warning: Renumbering the member ID may result in configuration change or loss. 
Continue?[Y/N]y 

# Cancel the change in the preceding example.  
[Sysname] irf member 2 renumber 2 

Warning: Renumbering the member ID may result in configuration change or loss. 
Continue?[Y/N]y 
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Related commands 
irf member 

irf priority 

Use irf priority to assign an IRF member priority to a device in standalone mode. 

Use undo irf priority to restore the default. 

Syntax 
irf priority priority 

undo irf priority 

Default 
IRF member priority is 1. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
priority: Specifies an IRF member priority value in the range 1 to 32. 

Usage guidelines 
Member priority is used for role election. The greater the priority value, the higher the priority. A 
member with higher priority is more likely to be the master. 

The member priority configured in standalone mode takes effect after you enable IRF mode.  

To change the member priority of a device in IRF mode, use the irf member member-id priority 
priority command.  

Examples 
# Assign IRF member priority 32 to the device in standalone mode. 
[Sysname] system-view 

[sysname] irf priority 32 

Related commands  
irf member priority 

irf switch-to 

Use irf switch-to to log in to a standby MPU in the IRF fabric. 

Syntax 
irf switch-to chassis chassis-number slot slot-number 

Views 
System view 

Default command level 
3: Manage level 
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Parameters 
chassis chassis-number slot slot-number: Specifies a standby MPU. The chassis-number 
argument represents the member ID of the device that has this standby MPU. The slot-number 
argument represents the slot number of the MPU. 

Usage guidelines 
When you log in to an IRF fabric, you are placed at the CLI of the global active MPU, regardless of at 
which member device you are logged in. After that, you can access the CLI of a standby MPU to 
execute the following maintenance commands:  
• display 
• quit 
• return 
• system-view 
• debugging 
• terminal debugging 
• terminal logging 
• terminal monitor 
• terminal trapping 

When you log in to a standby MPU's CLI, you are placed in the standby MPU's user view and the 
command prompt changes to <Sysname-Slave#member-ID/slot-number>, for example, 
<Sysname-Slave#1/0>.  

To return to the CLI of the global active MPU, use the quit command.  

Examples 
# Log in to the CLI of the standby MPU in slot 1 of IRF member 1. 
<Sysname> irf switch-to chassis 1 slot 1 

<Sysname-Slave#1/1> 

irf-port member-id/port-number 

Use irf-port member-id/port-number to enter IRF port view in IRF mode. 

Use undo irf-port member-id/port-number to removing all port bindings on an IRF port in IRF mode. 

Syntax 
irf-port member-id/port-number 

undo irf-port member-id/port-number 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
member-id/port-number: Specifies an IRF port on an IRF member. The member-id argument 
represents the ID of the IRF member. The port-number argument represents the IRF port index and 
must be 1 or 2. 

Usage guidelines 
To set up an IRF link between two devices, you must enter IRF port view to bind physical ports to the 
IRF port used by each device for IRF connection. 
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Before removing all port bindings on an IRF port, shut down all its physical ports. 

Examples 
# In IRF mode, enter the view of IRF-port 1 on member 1. 
<Sysname> system-view 

[Sysname] irf-port 1/1 

[Sysname-irf-port1/1] 

Related commands  
port group interface 

irf-port port-number 

Use irf-port port-number to enter IRF port view in standalone mode.  

Use undo irf-port port-number to remove all port bindings on an IRF port in standalone mode. 

Syntax 
irf-port port-number 

undo irf-port port-number 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
port-number: IRF port number, which must be 1 or 2. 

Usage guidelines 
To set up an IRF link between two devices, you must enter IRF port view to bind physical ports to the 
IRF port used by each device for IRF connection.  

Before removing all port bindings on an IRF port, shut down all its physical ports. 

Examples 
# In standalone mode, enter IRF-port 1 view. 
<Sysname> system-view 

[Sysname] irf-port 1 

[Sysname-irf-port1] 

Related commands  
port group interface 

mad arp enable 

Use mad arp enable to enable ARP MAD. 

Use undo mad arp enable to disable ARP MAD. 

Syntax 
mad arp enable 

undo mad arp enable 
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Default 
ARP MAD is disabled. 

Views 
Layer 3 interface view 

Default command level 
3: Manage level 

Usage guidelines 
ARP MAD detects multi-active collisions by using extended gratuitous ARP packets.  

You can set up ARP MAD links between neighbor IRF members or between each IRF member 
device and an intermediate device.  

If the intermediate device is also in an IRF fabric, make sure the two IRF fabrics have different IRF 
domain IDs to avoid false detection of IRF splits.  

When you use the mad arp enable command, the system prompts you to enter a domain ID. If you 
do not want to change the current domain ID, press enter at the prompt. 

 Examples 
# Enable ARP MAD on VLAN-interface 3. 
<Sysname> system-view 

[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad arp enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 0]: 1 

 The assigned  domain ID is: 1 

mad bfd enable 

Use mad bfd enable to enable BFD MAD. 

Use undo mad bfd enable to disable BFD MAD. 

Syntax 
mad bfd enable 

undo mad bfd enable 

Default 
BFD MAD is disabled. 

Views 
VLAN interface view 

Default command level 
3: Manage level 

Usage guidelines 
BFD MAD uses the BFD protocol for detecting multi-active collisions, and can work with or without 
intermediate devices. 

When you configure BFD MAD, follow these guidelines: 
 

Category Restrictions and guidelines 
BFD MAD VLAN • Do not enable BFD MAD on VLAN-interface 1. 
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Category Restrictions and guidelines 
• If an intermediate device is used, assign the ports of BFD MAD links to 

the BFD MAD VLAN on the device. 
• The IRF fabrics in a network must use different BFD MAD VLANs. 

BFD MAD VLAN and 
feature compatibility 

• Do not use the BFD MAD VLAN for any purpose other than configuring 
BFD MAD. Layer 2 or Layer 3 features, including ARP and LACP, cannot 
work on the BFD MAD-enabled VLAN interface or any port in the VLAN. 
If you configure any other feature on the VLAN, neither the configured 
feature nor the BFD MAD function can work correctly. 

• Disable the spanning tree feature on any port in the BFD MAD VLAN. 
The MAD function is mutually exclusive with the spanning tree feature. 

• Do not bind a BFD MAD-enabled VLAN interface to any VPN instance. 
The MAD function is mutually exclusive with VPN. 

IP address requirements 

• Do not enable BFD MAD on a VLAN interface that has been assigned an 
IP address. The VLAN interface becomes unreachable even if you 
disable BFD MAD. To recover the connectivity of the VLAN interface, use 
the shutdown and undo shutdown commands or reset ARP. 

• To avoid problems, only use the mad ip address command to configure 
IP addresses on the BFD MAD-enabled VLAN interface. For example, 
an IP address configured with the ip address command or a VRRP 
virtual IP address can cause problems. 

• All MAD IP addresses on the BFD MAD-enabled VLAN interface must be 
on the same subnet. 

 

Examples 
# Enable BFD MAD on VLAN-interface 3.  
<Sysname> system-view 

[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad bfd enable 

mad enable 

Use mad enable to enable LACP MAD. 

Use undo mad enable to disable LACP MAD. 

Syntax 
mad enable 

undo mad enable 

Default 
LACP MAD is disabled. 

Views 
Aggregate interface view 

Default command level 
3: Manage level 

Usage guidelines 
LACP MAD uses extended LACP packets for detecting multi-active collisions and requires an 
intermediate Hewlett Packard Enterprise device that also supports LACP MAD packets.  

You must set up a dynamic link aggregation group that spans all IRF member devices between the 
IRF fabric and the intermediate device. To enable dynamic link aggregation, configure the 
link-aggregation mode dynamic command on the aggregate interface.  
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If the intermediate device is also in an IRF fabric, make sure the two IRF fabrics have different 
domain IDs to avoid false detection of IRF splits.  

When you use the mad enable command, the system prompts you to enter a domain ID. If you do 
not want to change the current domain ID, press enter at the prompt. 

Examples 
# Enable LACP MAD on LACP-enabled Layer 2 dynamic aggregate interface 1. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] mad enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 0]: 1 

 The assigned  domain ID is: 1 

 Info: MAD LACP only enable on dynamic aggregation interface. 

# Enable LACP MAD on LACP-enabled Layer 3 dynamic aggregate interface 1. 
<Sysname> system-view 

[Sysname] interface route-aggregation 1 

[Sysname-Route-Aggregation1] mad enable 

 You need to assign a domain ID (range: 0-4294967295) 

 [Current domain is: 0]: 1 

 The assigned  domain ID is: 1 

 Info: MAD LACP only enable on dynamic aggregation interface. 

mad exclude interface 

Use mad exclude interface to exclude a physical network port from being shut down when the IRF 
fabric transitions to the Recovery state upon detection of a multi-active collision. 

Use undo mad exclude interface to restore the default MAD action on a physical network port. 

Syntax 
mad exclude interface interface-type interface-number 

undo mad exclude interface interface-type interface-number 

Default 
All physical network ports but the IRF physical ports and console port shut down when the IRF fabric 
transitions to the Recovery state. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
interface-type interface-number: Specifies a port by its type and number. 

Usage guidelines 
MAD action is not configurable for IRF physical ports. 

When MAD detects that an IRF fabric has split into two or more identical active IRF fabrics, only the 
IRF fabric whose master has the lowest member ID among all the masters can still forward data 
traffic. MAD changes its status to Recovery on all the other IRF fabrics and shuts down all their 
physical ports except the physical IRF ports and those manually configured to not shut down. 
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If a port must be kept in up state for special purposes such as Telnet connection, exclude it from the 
shutdown action. To avoid problems, Hewlett Packard Enterprise recommends not excluding any 
ports except the ports used for Telnet and MAD.  

The ports that have shut down by MAD come up when the member devices reboot to join the 
recovered IRF fabric. If auto recovery fails because the current master fails or any other exception 
occurs, use the mad restore command to manually recover the member devices and bring up the 
ports. 

 Examples 
# Exclude Ethernet 2/0/5/1 from being shut down when the MAD status transitions to Recovery. 
<Sysname> system-view 

[Sysname] mad exclude interface ethernet 2/0/5/1 

mad ip address 

Use mad ip address to assign a MAD IP address to an IRF member on a VLAN interface for BFD 
MAD. 

Use undo mad ip address to delete a MAD IP address. 

Syntax 
mad ip address ip-address { mask | mask-length } member member-id 

undo mad ip address ip-address { mask | mask-length } member member-id 

Default 
No MAD IP address is configured on any VLAN interface. 

Views 
VLAN interface view 

Default command level 
3: Manage level 

Parameters 
ip-address: Specifies an IP address in dotted decimal notation. This IP address is bound to an IRF 
member for BFD detection and is called a "MAD IP address." 

mask: Specifies a subnet mask in dotted decimal notation. 

mask-length: Specifies a subnet mask in length, in the range of 0 to 32. 

member member-id: Specifies an IRF member ID. 

Usage guidelines 
To use BFD MAD, you must configure a MAD IP address on a BFD MAD enabled VLAN interface for 
each IRF member, and make sure all the MAD IP addresses are on the same subnet.  

To avoid problems, only use the mad ip address command to configure IP addresses on the BFD 
MAD-enabled VLAN interface. For example, an IP address configured with the ip address 
command or a VRRP virtual IP address will cause problems. 

The master tries to establish BFD sessions with other members by using its MAD IP address as the 
source IP address: 
• If the IRF fabric is integrated, only the MAD IP address of the master is effective, and the master 

cannot establish a BFD session with any other member. If you execute the display bfd 
session command, the state of the BFD sessions is Down.  
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• When the IRF fabric splits, the IP addresses of the masters in the partitioned IRF fabrics take 
effect, and the two masters can establish a BFD session. If you execute the display bfd 
session command, the state of the BFD session between the two devices is Up.  

Examples 
# Assign a MAD IP address to IRF member 1 on VLAN-interface 3. 
<Sysname> system-view 

[Sysname] interface vlan-interface 3 

[Sysname-Vlan-interface3] mad ip address 192.168.0.1 255.255.255.0 member 1 

# Assign a MAD IP address to IRF member 2 on VLAN-interface 3. 
[Sysname-Vlan-interface3] mad ip address 192.168.0.2 255.255.255.0 member 2 

mad restore 

Use mad restore to restore the normal MAD state of the IRF fabric in Recovery state. 

Syntax 
mad restore 

Views 
System view 

Default command level 
3: Manage level 

Usage guidelines 
When MAD detects that an IRF fabric has split into multiple IRF fabrics, only the one whose master 
has the lowest member ID among all the masters can still forward traffic. All the other fabrics are set 
in Recovery state and cannot forward traffic.  

If the active IRF fabric has failed before the IRF split problem is fixed, use this command to restore an 
IRF fabric in Recovery state to take over the active IRF fabric role. 

Examples 
# Restore the normal MAD state of the IRF fabric in Recovery state. 
<Sysname> system-view 

[Sysname] mad restore 

   This command will restore the device from multi-active conflict state. Continue? [Y/N]:Y 

Restoring from multi-active conflict state, please wait... 

port group interface 

Use port group interface to bind a physical port to an IRF port. 

Use undo port group interface to remove the binding of a physical port and an IRF port. 

Syntax 
port group interface interface-type interface-number [ mode { enhanced | normal } ] 

undo port group interface interface-name 

Default 
No physical ports are bound to any IRF port. After bound to an IRF port, a physical port operates in 
normal mode. 
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Views 
IRF port view 

Default command level 
3: Manage level 

Parameters 
interface-type interface-number: Specifies a physical port by its type and number. 

interface-name: Specifies a physical port in the interface-typeinterface-number format. No space is 
allowed between the interface-type and interface-number arguments. 

mode: Sets the operating mode of the physical IRF port.  
• enhanced: Sets the physical IRF port to operate in enhanced mode.  
• normal: Sets the physical IRF port to operate in normal mode.  

Usage guidelines 
In IRF mode, use the shutdown command to shut down the physical port before binding it to or 
removing it from the IRF port. After the binding or binding removal operation is complete, use the 
undo shutdown command to bring up the physical port.  

In standalone mode, the shutdown and undo shutdown operations are not required.  

Repeat the port group interface command to bind up to four physical ports to an IRF port for link 
redundancy.  

Make sure the physical ports at both ends of an IRF link are using the same operating mode. For an 
aggregate IRF link, Hewlett Packard Enterprise recommends configuring the same operating mode 
for all physical IRF ports at both ends. To support MPLS L2VPN or VPLS, use the enhanced mode. 

The operating mode set in the port group interface command takes effect only when the physical 
port is operating as an IRF physical port. 

The system does not automatically remove the binding between a physical port and an IRF port, 
even if the IRF link has been lost. (For example, this situation could occur when the interface card 
holding the physical port is removed.) To remove the binding, use the undo port group interface 
command. 

Examples 
# In standalone mode, bind port Ten-GigabitEthernet 2/0/1 to IRF-port 1. 
<Sysname> system-view 

[Sysname] irf-port 1 

[Sysname-irf-port 1] port group interface ten-gigabitethernet 2/0/1 

# In IRF mode, bind port Ten-GigabitEthernet 1/2/0/1 to IRF-port 1 of member 1. 
<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/2/0/1 

[Sysname-Ten-GigabitEthernet1/2/0/1] shutdown 

[Sysname-Ten-GigabitEthernet1/2/0/1] quit 

[Sysname] irf-port 1/1 

[Sysname-irf-port 1/1] port group interface ten-gigabitethernet 1/2/0/1 

[Sysname-irf-port 1/1] quit 

[Sysname] interface ten-gigabitethernet 1/2/0/1 

[Sysname-Ten-GigabitEthernet1/2/0/1] undo shutdown 

Related commands  
irf-port 
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New feature:PE Supported for UDP Helper 

Overview 
UDP helper enables a device to convert received UDP broadcast packets into unicast packets and 
forward them to a specific server. UDP helper is suitable for the scenario where hosts cannot obtain 
configuration information or device names by broadcasting packets because the target server or 
host resides on another broadcast domain. 

Upon receiving a UDP broadcast packet, UDP helper matches the UDP destination port number of 
the packet against the configured UDP ports.  
• If a match is found, UDP helper modifies the destination IP address of the packet, and sends 

the packet to the specified destination server. 
• If no match is found, UDP helper sends the packet to the upper layer protocol. 

Configuring UDP helper 
• UDP helper can be configured on VLAN interfaces and Layer 3 Ethernet interfaces (including 

subinterfaces) only. 
• Some devices do not receive directed broadcast destined to directly connected networks by 

default. To use UDP helper on these devices, you must execute the ip forward-broadcast 
command in system view. For more information about reception and forwarding of directed 
broadcasts destined to directly connected networks, see "Optimizing IP performance." 

• Do not set UDP ports 67 and 68 for UDP helper because UDP helper cannot forward DHCP 
broadcast packets. 

• You can specify a port number or the corresponding parameter for a UDP port to forward 
packets. For example, udp-helper port 53 and udp-helper port dns specify the same UDP 
port number. 

• All UDP ports configured for UDP helper are removed if you disable UDP helper. 
• You can specify up to 256 UDP ports for UDP helper. 
• You can specify up to 20 destination servers on an interface. 

Configuration procedure 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable UDP helper. udp-helper enable The default setting is disabled.

3. Specify a UDP port. 
udp-helper port { port-number | dns 
| netbios-ds | netbios-ns | tacacs | 
tftp | time } 

No UDP port is specified by 
default. 

4. Enter interface view. interface interface-type 
interface-number N/A 

5. Specify a destination server. udp-helper server [ vpn-instance 
vpn-instance-name ] ip-address 

No destination server is 
specified by default. 
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Displaying and maintaining UDP helper 

Task Command Remarks 

Displays information about 
packets forwarded by UDP 
helper. 

display udp-helper server [ interface 
interface-type interface-number ] [ | 
{ begin | exclude | include } 
regular-expression ]  

Available in any view. 

Clear UDP helper statistics. reset udp-helper packet Available in user view. 
 

UDP helper configuration example 

Network requirements 

As shown in Figure 18, configure UDP helper on Router A to forward broadcast packets with UDP 
destination port number 55 and destination IP address 255.255.255.255 or 10.110.255.255 to the 
destination server 10.2.1.1/16. 

Figure 18 Network diagram 

 
 

Configuration procedure 

Make sure Router A can reach the subnet 10.2.0.0/16. 

# Enable UDP helper. 
<RouterA> system-view 

[RouterA] udp-helper enable 

# Enable UDP helper to forward broadcast packets with the UDP destination port 55. 
[RouterA] udp-helper port 55 

# Specify the destination server 10.2.1.1 on GigabitEthernet 2/1/1. 
[RouterA] interface GigabitEthernet 2/1/1 

[RouterA-GigabitEthernet2/1/1] ip address 10.110.1.1 16 

[RouterA-GigabitEthernet2/1/1] udp-helper server 10.2.1.1 

Command reference 

Modified Command: udp-helper server 

Use udp-helper server to specify a destination server for UDP helper. 

Use undo udp-helper server to remove a destination server for UDP helper. 
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Old syntax 
udp-helper server ip-address 

undo udp-helper server [ ip-address ] 

New syntax 
udp-helper server vpn-instance vpn-instance-name ip-address 

undo udp-helper server [ vpn-instance vpn-instance-name | ip-address ] 

Default 
No destination server is specified. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a 
case-sensitive string of 1 to 31 characters. If you do not specify this option, the command specifies a 
destination server on the public network for UDP helper. 

ip-address: IP address of a destination server, in dotted decimal notation. 

Usage guidelines 
You can specify up to 20 destination servers on an interface. 

If you do not specify the ip-address argument, this command removes all destination servers on the 
interface. 

Examples 
# Specify the IP address of the destination server as 192.1.1.2 on the interface GigabitEthernet 
3/1/1. 
<Sysname> system-view 

[Sysname] interface GigabitEthernet 3/1/1 

[Sysname-GigabitEthernet3/1/1] udp-helper server 192.1.1.2 

Related commands 
display udp-helper server 

Change description 
Option vpn-instance vpn-instance-name is added. 

New feature:FTP server support for IPv6 
The FTP server uses one of the following modes to update a file when you upload the file (use the put 
command) to the FTP server: 
• Fast mode—The FTP server starts writing data to the storage medium after a file is transferred 

to the memory. This prevents the existing file on the FTP server from being corrupted if an 
anomaly, such as a power failure, occurs during a file transfer. 

• Normal mode—The FTP server writes data to the storage medium while receiving data. This 
means that any anomaly, such as a power failure, during file transfer might result in file 
corruption on the FTP server. This mode, however, consumes less memory space than fast 
mode. 
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To configure basic parameters for the FTP server: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable the IPv4 FTP server 
and IPv6 FTP server. ftp server enable By default, the IPv4 FTP server and 

IPv6 FTP server are disabled. 

3. Use an ACL to control FTP 
access to the servers. ftp server acl [ ipv6 ] acl-number

Optional. 
By default, no ACL is used for 
access control. 

4. Configure the idle-timeout 
timer. ftp timeout minutes 

Optional. 
The default idle-timeout timer is 30 
minutes. 
If no data is transferred within the 
idle-timeout time, the connection is 
terminated. 

5. Set the file update mode for 
the FTP server. ftp update { fast | normal } 

Optional. 
By default, normal update is used. 

6. Return to user view. quit N/A 

7. Manually release the FTP 
connection established with 
the specified username. 

free ftp user username Optional. 

 

Command reference 

Modified command: ftp server acl 

Use ftp server acl to use an ACL to control FTP clients' access to the FTP server. 

Use undo ftp server acl to restore the default. 

Old syntax 
ftp server acl  acl-number 

undo ftp server acl 

New syntax 
ftp server acl [ ipv6 ] acl-number 

undo ftp server acl 

Default 
No ACL is used to control FTP clients' access to the FTP server. 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
ipv6: Specifies an IPv6 ACL to control access to the IPv6 FTP server. To specify an IPv4 ACL to 
control access to the IPv4 FTP server, do not specify this keyword. 
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acl-number: Specifies the number of a basic ACL, in the range of 2000 to 2999. 

Usage guidelines 
You can use this command to permit FTP requests from specific FTP clients only. This configuration 
takes effect for FTP connections to be established only, and does not impact existing FTP 
connections. If you execute the command multiple times, the last specified ACL takes effect. 

Examples 
# Use ACL 2001 to allow only the client 1.1.1.1 to access the FTP server. 
<Sysname> system-view 

[Sysname] acl number 2001 

[Sysname-acl-basic-2001] rule 0 permit source 1.1.1.1 0 

[Sysname-acl-basic-2001] rule 1 deny source any 

[Sysname-acl-basic-2001] quit 

[Sysname] ftp server acl 2001 

Change description 
Option ipv6 is added. 

New feature: Disabling peer route creation 
By default, PPP creates peer routes (routes to the peer addresses) and adds them to the local 
routing table. Use this feature when it is unnecessary to learn peer routes. 

Hewlett Packard Enterprise recommends not using this feature when the IP addresses of the two 
peers are not in the same network segment. Otherwise, the peers might fail to communicate. 

To disable peer route creation: 
 

Step Command Remarks 
Enter system view. system-view N/A 

Enter interface view. interface interface-type 
interface-number N/A 

Disable peer route creation. undo peer neighbor-route 
Optional. 
By default, peer route creation is 
enabled. 

 

Command References 

peer neighbor-route 

Use peer neighbor-route to enable peer route creation. 

Use undo peer neighbor-route to disable peer route creation. 

Syntax 
peer neighbor-route 

undo peer neighbor-route 

Default 
Peer route creation is enabled. 
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Views 
Serial interface view, AUX interface view, POS interface view, VT interface view 

Default command level 
2: System level 

Usage guidelines 
Hewlett Packard Enterprise recommends not using this feature when the IP addresses of the two 
peers are not in the same network segment. Otherwise, the peers might fail to communicate. 

Examples 
# Disable peer route creation on interface Serial 2/1/1. 
<Sysname> system-view 

[Sysname] interface serial 2/1/1 

[Sysname-serial2/1/1] undo peer neighbor-route 

New features:Group domain VPN 
Group domain Virtual Private Network (group domain VPN) provides a point-to-multipoint tunnel-less 
VPN solution. It is mainly used to protect multicast traffic. 

Overview 
Group domain VPN uses a group-based IPsec model. Members in a group use a common IPsec 
policy, which includes security protocols, algorithms, and keys. 

Group domain VPN has the following advantages over conventional IPsec VPN: 
• Better network scalability—Conventional IPsec VPNs require that each pair of 

communication peers establish independent IKE SAs and IPsec SAs. In group domain VPNs, 
members in a group use the same pair of IPsec SAs, simplifying network management and 
improving scalability. 

• Without routing re-deployment—Conventional IPsec VPNs establish connections over 
tunnels that encapsulate new IP headers for packets. You must reconfigure routes to forward 
tunneled packets. In group domain VPNs, the outer IP header is the same as the inner IP 
header. You do not need to change existing route configurations. 

• Better QoS—In conventional IPsec VPNs, you must reconfigure QoS policies because a new 
IP header is added before the original IP header. Group domain VPN keeps the original IP 
header, simplifying QoS deployment. 

• Higher multicast efficiency—Conventional IPsec VPNs use point-to-point tunnels. A 
tunnel-end device must send an encrypted multicast packet to each tunnel peer in the multicast 
group. Group domain VPNs use tunnel-less connections. A tunnel-end device sends only one 
encrypted packet to all members in a group. 

• Any-to-any connectivity—In a group domain VPN, all members in a group share the same 
pair of IPsec SAs. Any two members in the same group can encrypt and de-encrypt packets of 
each other, implementing any-to-any connectivity. 

Group domain VPN structure 

As shown in Figure 19, a typical group domain VPN comprises a key server (KS) and group 
members (GM).  
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Figure 19 Group domain VPN structure 

 
 

The KS maintains security policies for groups, and creates and maintains key information. It 
responds to registration requests from GMs and sends rekey messages to GMs. 

After a GM registers with the KS, the KS sends the IPsec policy and keys to the GM. The keys are 
periodically updated. Before the key lifetime expires, the KS notifies all GMs to update keys by 
sending rekey messages. 

There are two types of rekey messages: 
• Traffic encryption key—TEK messages are shared by all GMs in a group and used to encrypt 

traffic between GMs. 
• Key encryption key—KEK messages are shared by all GMs in a group and used to encrypt 

rekey messages sent from the KS to GMs. 

You can configure multiple KSs to achieve high availability and load sharing. 

GMs are a group of network devices that use the same IPsec policy to communicate with each other. 
A GM provides a group ID during registration with the KS. The KS assigns the corresponding IPsec 
policy and keys to the GM according to the group ID. 

Group domain VPN establishment 

Group domain VPN establishment involves the following phases: 
• Registration—GMs register with the KS. 
• Data protection—GMs protect data. 
• Rekey—The KS updates keys. 

Registration 
After you apply an IPsec policy for group domain VPN to an interface on a GM, the GM registers with 
the KS. The registration includes two negotiations: IKE negotiation (phase 1) and Group Domain of 
Interpretation (GDOI) negotiation (phase 2). 
• IKE negotiation—The GM and KS negotiate keys, perform mutual identity authentication, and 

if the authentication succeeds, establish an IKE SA used to protect GDOI negotiation. 
• GDOI negotiation—The GM obtains the IPsec policy from the KS by using the GDOI protocol. 

For more information, see GROUPKEY-PULL in RFC 3547. 
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Figure 20 Registration process 

 
 

As shown in Figure 20,  
2. The GM and KS perform IKE negotiation. 
3. The GM sends its group ID to the KS. 
4. The KS sends an IPsec policy to the GM according to the group ID. 
5. The GM verifies the IPsec policy. If the IPsec policy settings are acceptable, for example, the 

security protocols and encryption algorithms are supported, the GM sends an acknowledge 
message to the KS. 

6. After the KS receives the acknowledge message, it sends KEK and TEK messages to the GM. 

The GM uses the obtained IPsec policy and keys to encrypt and de-encrypt data. 

A GM starts a GDOI registration timer when it initiates a registration to the KS. If the GM does not 
successfully register with the KS before the timer expires, the current registration fails and the GM 
re-registers to the KS. This timer is not configurable. After the registration succeeds, the GM updates 
the timer according to the received rekey SA and IP sec SA lifetime. 

Data protection 
After registering to the KS, a GM uses the IPsec SAs to protect data that matches the IPsec policy. 
GMs can protect unicast data and multicast data. 

Group domain VPN supports two encapsulation modes: tunnel mode and transport mode. The KS 
determines the encapsulation mode to be used and assigns it the GMs. 
• Tunnel mode—Adds a security protocol header (AH or ESP header) before the original IP 

packet, and then adds an IP header (the same as the original IP header) before the security 
protocol header. Currently, group domain VPN does not support AH. Figure 21 shows the 
format of an ESP-encapsulated IP packet. 

Figure 21 Tunnel mode encapsulation of group domain VPN 

 
 

• Transport mode—Inserts a security protocol header between the original IP header and the 
payload data. No change is made to the original IP header. 

Group domain VPN also supports protection of MPLS L3VPN data. For more information about 
MPLS L3VPN, see MPLS Configuration Guide. 

Rekey 
If rekey parameters are configured on the KS, the KS periodically unicasts or multicasts (the default 
mode is multicast) rekey messages to registered GMs to update their IPsec SAs or rekey SAs. The 
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rekey messages are protected by the current rekey SA on the KS. GMs authenticate the rekey 
messages by using the public key that it received from the KS during registration. If a GM does not 
receive any rekey messages before its IPsec SA or rekey SA expires, the GM re-registers to the KS. 
For more information about rekey messages, see GROUPKEY-PUSH in RFC 3547. 

KS redundancy 

As shown in Figure 22, a group of KSs are deployed to achieve high availability and load sharing. 
One KS is the primary KS, and others are secondary KSs. The primary KS creates and maintains 
keys, advertises keys and GM information to secondary KSs, and sends rekey messages to 
registered GMs. The secondary KSs do not generate keys. All the primary and secondary KSs can 
accept registrations from GMs to achieve load sharing. Each secondary KS sends information about 
all registered GMs to the primary KS.  

Figure 22 KS redundancy 

 
 

The KSs use a proprietary protocol of Hewlett Packard Enterprise to perform primary KS election, 
data exchange, and keepalive functions.  

Primary KS election 
The KSs elect the KS that has the highest priority as the primary KS. The priority of a KS is set 
in Configuring GDOI KS redundancy. If multiple KSs have the same priority, the KS with the highest 
IP address is elected as the primary KS. 

When the primary KS fails, the other KSs re-elect a new primary KS.  

Data exchange 
The primary KS exchanges data with secondary KSs to achieve data consistency and backup. The 
primary KS advertises keys and GM information to secondary KSs, and the secondary KSs send 
information about registered GMs to the primary KS.  

Keepalive 
The primary periodically sends hello messages to secondary KSs. If secondary KSs receive no hello 
messages within a specific interval, they consider the primary KS has failed, and re-elect a new 
primary KS. During the election, the secondary KSs do not accept registrations from GMs.  
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Protocols and standards 

• RFC 2408, Internet Security Association and Key Management Protocol (ISAKMP) 
• RFC 3547, The Group Domain of Interpretation(GDOI) 
• RFC 3740, The Multicast Group Security Architecture 
• RFC 5374, Multicast Extensions to the Security Architecture for the Internet Protocol 

Configuration restrictions and guidelines 
The IKE settings on the KSs and GMs must match. Otherwise, phase-1 IKE negotiation will fail.  

Configuring the GDOI KS 
Complete the following tasks before you configure the GDOI KS: 
• IKE configuration—Configure an IKE proposal and IKE peers for phase-1 IKE negotiation with 

GMs. Each IKE peer is identified by the address of the GM's registration interface. If KS 
redundancy is needed, you also need to configure an IKE proposal and IKE peers for phase-1 
IKE negotiation with other KSs. Each IKE peer is identified by the address of the KS. For more 
information about IKE, see Configuring IKE. 

• IPsec configuration—Configure an IPsec profile for TEK generation. For more information 
about IPsec, see Configuring IPsec. 

• ACL configuration—Configure an ACL to match the traffic protected by TEK and specify the 
source and destination addresses for multicast rekey messages.  

GDOI KS configuration task list 

Task Remarks 

Configuring basic settings for a GDOI KS group  Required. 

Configuring GDOI KS redundancy Optional. 

Specifying the source address for packets sent by the KS Required only when GDOI KS 
redundancy is configured. 

Configuring rekey parameters Optional. 
 

Configuring basic settings for a GDOI KS group 

A device supports multiple GDOI KS groups. A GDOI KS group includes all settings required by a KS 
in the group. The following describes basic GDOI KS group settings: 
• Group name—Identifies the GDOI KS group on the device. 

• Group ID—Identifies the GDOI KS group in the Group Domain VPN. A KS uses the group ID 
received from a GM to determine the GDOI KS group that the GM wants to join. Each group can 
have only one group ID, which must be a group number or an IP address.  

• Key pair—Used to generate local asymmetric key pairs carried in rekey messages. Each GDOI 
KS group can reference only one key pair. The public key in the key pair is used as part of the 
KEK assigned to GMs. A GM uses the public key to authenticate the KS.  

• Rekey ACL—Specifies the source and destination addresses for multicast rekey messages. 
Each GDOI KS group can reference only one rekey ACL.  

• IPsec policy—Includes an IPsec profile for TEK protection and an ACL that identifies the traffic 
to be protected.  
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Follow these guidelines when you configure basic settings for a GDOI KS group: 
• A GDOI KS group can have only one group ID. A newly configured group ID overwrites the 

previous one. 
• Different GDOI KS groups must have different group IDs. 
• To protect unicast traffic, the ACL referenced by the IPsec policy must have rules in pairs. Each 

pair of rules identifies a bidirectional traffic flow.  
• To protect multicast traffic, the destination address specified in the rekey ACL must be different 

from the destination address of any service traffic.  
• The ACL referenced by an IPsec policy can have lots of rules, but whether the rules can be 

assigned to GMs depends on the size of the GDOI packet and the number of TEKs. For a GDOI 
KS group that has only one IPsec policy, you can configure a maximum number of 200 rules for 
the referenced ACL. For a GDOI KS group that has multiple IPsec policies, determine the 
maximum number of rules (less than 200) according to the size of the GDOI packet and the 
number of TEKs. 

 

 NOTE: 
When a KS continually performs rekey operations, it generates lots of TEKs and might fail to assign 
all TEKs and ACL rules. 
 

To configure basic settings for a GDOI KS group: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a GDOI KS group 
and enter GDOI KS group 
view. 

gdoi ks group group-name By default, no GDOI KS group 
is created.  

3. Configure an ID for the 
GDOI KS group.  

identity { address ip-address | 
number number } 

Specify an IP address or a 
number as the group ID.  
By default, no GDOI group ID is 
specified. 

4. Reference a key pair for 
KS rekey. 

rekey authentication public-key rsa 
key-name 

By default, no key pair is 
referenced.  

5. Specify a rekey ACL. rekey acl { acl-number | name 
acl-name } 

By default, no rekey ACL is 
specified. 

6. Create an IPsec policy for 
the GDOI KS group and 
enter GDOI KS group 
IPsec policy view. 

ipsec sequence-number 

No IPsec policy is created. 
You can configure multiple 
IPsec policies for a GDOI KS 
group. 

7. Reference an IPsec 
profile for the IPsec policy.  profile ipsec-profile-name By default, no IPsec profile is 

referenced.  

8. Reference an ACL for the 
IPsec policy. 

security acl { acl-number | name 
acl-name} 

By default, no ACL is 
referenced.  

 

Configuring GDOI KS redundancy 

The following describes GDOI KS redundancy settings: 
• Peer address—Specifies the IP address of a peer KS.  
• Local priority—Specifies the priority of the local KS for primary KS election. A greater value 

indicates a higher priority. If multiple KSs have the same priority, the KS with the highest IP 
address is elected as the primary KS. 
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• Redundancy enable—Enables GDOI KS redundancy. 

Follow these guidelines when you configure GDOI KS redundancy: 
• The KSs for KS redundancy must have the same GDOI KS group ID. 
• You can specify multiple peer KSs in a GDOI KS group. If no peer KS is specified, the local KS 

elects itself as the primary KS.  

To configure GDOI KS redundancy: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter GDOI KS group 
view. gdoi ks group group-name N/A 

3. Specify a peer KS.  peer address ip-address By default, no peer KS is 
specified.  

4. (Optional.) Configure a 
local priority. local priority priority By default, the local priority is 1. 

5. Enable GDOI KS 
redundancy. redundancy enable By default, GDOI KS 

redundancy is disabled.  
 

Specifying the source address for packets sent by the KS 

Perform this task to specify the source address for redundancy protocol packets, GROUPKEY-PULL 
protocol packets, and GROUPKEY-PUSH protocol packets sent by the KS. This task is required if 
KS redundancy is enabled, and is optional if KS redundancy is not enabled.  

To specify the source address for packets sent by the KS: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter GDOI KS group 
view. gdoi ks group group-name N/A 

3. Specify the source 
address for packets sent 
by the KS. 

source address ip-address 

By default, the KS uses the 
source address specified in the 
first rule of the rekey ACL as the 
source address of sent packets. 
For information about the rekey 
ACL, see "Configuring basic 
settings for a GDOI KS group."

 

Configuring rekey parameters 

The following describes the rekey parameters: 
• Rekey encryption—Specifies the encryption algorithm used by the KEK.  

• Rekey lifetime—Specifies the lifetime of the KEK. 
• Rekey transport unicast—Enables unicasting rekey messages. By default, the KS multicasts 

rekey messages. Configure this setting only when the network does not support multicasting 
because unicast transmission increases overheads and affects device performance.  

• Rekey retransmit—Specifies the interval between rekey retransmissions and the maximum 
number of retransmissions.  
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To configure rekey parameters: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter GDOI KS group view. gdoi ks group group-name N/A  

3. Specify the encryption 
algorithm used by the KEK. 

rekey encryption { 3des-cbc | 
aes-cbc-128 | aes-cbc-192 | 
aes-cbc-256 | des-cbc } 

By default, the KEK uses the 
3DES-CBC encryption 
algorithm. 

4. Specify the lifetime of the 
KEK. 

rekey lifetime seconds 
number-of-seconds 

By default, the KEK lifetime is 
86400 seconds.  

5. Enable unicasting rekey 
messages. rekey transport unicast By default, the KS multicasts 

rekey messages. 

6. Specify the interval between 
rekey retransmissions and 
the maximum number of 
retransmissions. 

rekey retransmit { interval 
number-of-seconds | number 
number-of-retransmissions } * 

By default, the retransmission 
interval is 10 seconds, and the 
maximum number of 
retransmissions is 2. 

 

Displaying and maintaining GDOI KS 

Execute display commands in any view, and execute reset commands in user view. 
 

Task Command 
Display GDOI KS group information. display gdoi ks [ group group-name ] 

Display GDOI KS group ACL information. display gdoi ks acl [ group group-name  ] 

Display GDOI KS redundancy information. display gdoi ks redundancy [ group group-name ] 

Display information about online GDOI KS 
group members. 

display gdoi ks members [ group group-name ] [ ip 
ip-address ] 

Display GDOI KS group rekey information.  display gdoi ks rekey [ group group-name ] 

Display GDOI KS group policy information. display gdoi ks policy [ group  group-name ] 

Clear GDOI KS group information. reset gdoi ks [ group group-name ] 

Reset GDOI KS redundancy roles. reset gdoi ks redundancy role [ group group-name ] 

Clear GDOI KS group member information. reset gdoi ks members [ group group-name ] 

Clear GDOI information for GMs and initiate 
registrations. reset gdoi [ group group-name ] 

Enforce rekey.  gdoi ks rekey [ group group-name ] 
 

Configuring the GDOI GM 
The GDOI GM needs IKE settings that include an IKE proposal and an IKE peer used for phase-1 
IKE negotiation. The IKE peer is identified by the IP address of the KS. For information about IKE 
configuration, see "Configuring IKE."  
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GDOI GM configuration task list 

Task Remarks 

Configuring a GDOI GM group  Required. 

Configuring a GDOI IPsec policy Required. 

Applying a GDOI IPsec policy to an interface Required. 
 

Configuring a GDOI GM group 

You can configure multiple GDOI GM groups on a GM. Different GDOI GM groups must have 
different KS addresses and group IDs. 

A GDOI GM group includes the following information that the GM uses to register with a KS: 
• Group name—Identifies the GDOI GM group on the GM, used for local management and 

reference. 
• Group ID—Identifies the GDOI GM group in the group domain VPN. The KS uses the group ID 

to identify the GDOI GM group that the requesting GM wants to join. A GDOI GM group can 
have only one group ID that is a group number or an IP address.  

• KS address—Identifies the IP address of a KS with which the GM registers. A GDOI GM group 
can have up to eight KS addresses. The GM first sends a registration request to the 
first-specified KS. If the registration does not succeed before the register timer expires, the GM 
registers with other KSs one by one in the order they are configured until the registration 
succeeds. If all registration attempts fail, the GM repeats the registration process.  

• Registration interface—The GM uses the registration interface to send packets to the KS. By 
default, the registration interface is the interface where the GDOI IPsec policy applies. You can 
specify a different interface (physical or logical interface) as the registration interface when you 
want to use different output interfaces for registration packets and IPsec packets.  

Follow these guidelines when you configure a GDOI GM group: 
• A GDOI GM group can have only one group ID. A newly configured group ID overwrites the 

previous one. 
• Different GDOI GM groups must have different group IDs and KS addresses. 

To configure a GDOI GM group: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a GDOI GM group 
and enter GDOI GM group 
view. 

gdoi gm group group-name By default, no GDOI GM group 
exists.  

3. Configure a GDOI GM 
group ID.  

identity { address ip-address | 
number number } 

Specify an IP address or a 
number as the group ID.  
By default, no GDOI GM group 
ID is specified.  

4. Configure a KS address. server address ip-address By default, no KS address is 
specified.  

5. Configure a registration 
interface. 

client registration interface 
interface-type interface-number 

Optional. 
By default, the registration 
interface is the interface where 
the GDOI IPsec policy applies.
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Configuring a GDOI IPsec policy 

A GDOI IPsec policy can comprise multiple entries. The GDOI IPsec policy is identified by a name 
and each entry is identified by a sequence number. A smaller sequence number represents a higher 
priority.  

Perform this task to configure a GDOI IPsec policy and reference a GDOI GM group and a local ACL 
for each entry. The GDOI GM group gives the KS addresses and group ID used by the GM for 
registration. The ACL is used to filter packets. Packets matching a permit rule of the local ACL are 
discarded. Packet matching a deny rule are forwarded in plain text. 

After the GM successfully registers with a KS, the KS assigns a security policy that contains an ACL. 
The GM uses this assigned ACL to determine packet encryption. Packets matching a permit rule of 
the downloaded ACL are encrypted. Packets matching a deny rule are forwarded in plain text. 
Packets that do not match any rule are forwarded in plain text.  

The GM first uses the local ACL to match packets and then uses the downloaded ACL to match 
packets that do not match the local ACL. Packets that fail to match the local and downloaded ACLs 
are forwarded in plain text.  

IPsec packets whose destination address is the local device do not match against the local ACL in 
the GDOI IPsec policy. They only match against the downloaded ACL. 

A GDOI IPsec policy does not apply to GDOI protocol packets or non-first fragments. 

To configure a GDOI IPsec policy: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a GDOI IPsec policy 
entry and enter GDOI IPsec 
policy entry view. 

ipsec policy policy-name 
seq-number gdoi 

By default, no GDOI IPsec policy 
exists. 

3. Reference a GDOI GM 
group for the GDOI IPsec 
policy entry. 

group group-name 

By default, no GDOI GM group is 
referenced. 
You can reference only one GDOI 
GM group for a GDOI IPsec policy 
entry. For a GDOI IPsec policy 
entry to take effect, the referenced 
GDOI GM group must have 
correct KS addresses and group 
ID. 

4. Reference an ACL for the 
GDOI IPsec policy entry. security acl acl-number 

Optional. 
By default, no ACL is referenced. 
Typically, there is no need to 
reference an ACL unless you 
need to filter traffic. 
You can reference only one ACL 
for a GDOI IPsec policy entry. Use 
the permit rules of the ACL with 
caution because packets 
matching a permit rule are 
discarded. 

 

Applying a GDOI IPsec policy to an interface 

After you apply a GDOI IPsec policy to an interface, the interface uses the group ID and KS 
addresses in the GDOI GM group referenced by the policy to perform registration, and uses the local 
ACL and the downloaded ACL for packet filtering and encryption.  



156 

To apply a GDOI IPsec policy to an interface: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type interface-number N/A 

3. Apply a GDOI IPsec 
policy to the 
interface. 

ipsec policy policy-name 

By default, no GDOI IPsec policy 
is applied to an interface.  
You can apply only one GDOI 
IPsec policy to an interface. A 
GDOI IPsec policy can be applied 
to multiple interfaces. 
For more information about this 
command, see Security 
Command Reference. 

 

Displaying and maintaining GM 

Execute display commands in any view, and execute reset commands in user view. 
 

Task Command 
Display the GDOI GM group 
information. 

display gdoi gm [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Display information about IPsec 
SAs obtained by the GM. 

display gdoi gm ipsec sa [ group group-name ] [ | { begin | exclude | 
include } regular-expression ] 

Display brief information of the 
GM. 

display gdoi gm members [ group group-name ] [ | { begin | exclude 
| include } regular-expression ] 

Display the ACL information of the 
GM. 

display gdoi gm acl [ download | local ] [ group group-name ] [ | 
{ begin | exclude | include } regular-expression ] 

Display the rekey information of 
the GM. 

display gdoi gm rekey [ verbose ]  [ group group-name ] [ | { begin | 
exclude | include } regular-expression ] 

Display information about the 
public keys received by the GM. 

display gdoi gm pubkey  [ group group-name ] [ | { begin | exclude | 
include } regular-expression ] 

Display IKE SA information. 
display ike sa [ active | standby | verbose [ connection-id 
connection-id | remote-address [ ipv6 ] remote-address ] ] [ | { begin | 
exclude | include } regular-expression ]  

Display IPsec SA information. 
display ipsec sa [ active | brief | duration | policy policy-name 
[ seq-number ] | remote [ ipv6 ] ip-address | standby ] [ | { begin | 
exclude | include } regular-expression ] 

Display GDOI IPsec policy 
information. 

display ipsec policy [ brief | name policy-name [ seq-number ] ] [ | 
{ begin | exclude | include } regular-expression ] 

Clear GDOI information for the 
GM and initiate registration. reset gdoi gm [ group group-name ] 

 

For more information about the display ike sa, display ipsec sa, and display ipsec policy 
commands, see Security Command Reference. 
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Group domain VPN configuration example 

Network requirements 

As shown in Figure 23, set up a group domain VPN on the network to protect traffic between subnets, 
as follows: 
• Add GM 1, GM 2, and GM 3 to group 12345, and configure them to register with the KS that 

manages the group. 
• Use the IPsec security protocol ESP, encryption algorithm AES-CBC 128, and authentication 

algorithm SHA1 to protect the data. 
• Configure IPsec to protect traffic from subnet 10.1.1.0 to subnet 10.1.2.0, and traffic from 

subnet 10.1.1.0 to subnet 10.1.3.0. 
• Use pre-shared key authentication for IKE negotiation between the KS and the GMs. 
• Configure KS 1 and KS 2 to back up each other. KS 1 and KS 2 use pre-shared key 

authentication for IKE negotiation. 

Figure 23 Network diagram 

 
 

Configuration procedure 

Make sure each GM (GM 1, GM 2, and GM 3) and each KS can reach each other, and the two KSs 
can reach each other. 

Make sure the multicast packets between the GMs can be forwarded normally. 

Configuring KS 1 
# Configure IP addresses for interfaces. (Details not shown.)  

# Configure IKE proposal 1. 
<KS1> system-view 

[KS1] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for IKE proposal 1. 
[KS1-ike-proposal-1] encryption-algorithm aes-cbc 128 
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# Specify the authentication algorithm SHA1 for IKE proposal 1. 
[KS1-ike-proposal-1] authentication-algorithm sha 

# Specify DH group 2 for IKE proposal 1. 
[KS1-ike-proposal-1] dh group2 

[KS1-ike-proposal-1] quit 

# Create the IKE peer toks2 for IKE negotiation with KS 2. 
[KS1] ike peer toks2 

# Apply IKE proposal 1 to the IKE peer. 
[KS1-ike-peer-toks2] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS1-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200.  
[KS1-ike-peer-toks2] remote-address 200.2.2.200 

[KS1-ike-peer-toks2] quit 

# Create the IKE peer togm for IKE negotiation with GMs. 
[KS1] ike peer togm 

# Apply IKE proposal 1 to the IKE peer. 
[KS1-ike-peer-togm] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS1-ike-peer-togm] pre-shared-key simple tempkey1 

[KS1-ike-peer-togm] quit 

# Create an IPsec transform set fortek. 
[KS1] ipsec transform-set fortek 

# Specify the ESP protocol for the IPsec transform set fortek. 
[KS1-ipsec-transform-set-fortek] transform esp 

# Specify the encryption algorithm AES-CBC 128 for the IPsec transform set fortek. 
[KS1-ipsec-transform-set-fortek] esp encryption-algorithm aes-cbc-128 

# Specify the authentication algorithm SHA1 for the IPsec transform set fortek. 
[KS1-ipsec-transform-set-fortek] esp authentication-algorithm sha1 

[KS1-ipsec-transform-set-fortek] quit 

# Create an IPsec profile fortek. 
[KS1] ipsec profile fortek 

# Reference the IPsec transform set fortek for the IPsec profile fortek. 
[KS1-ipsec-profile-fortek] transform-set fortek 

[KS1-ipsec-profile-fortek] quit 

# Create an ACL named fortek. 
[KS1] acl number 3000 name fortek 

# Created ACL rules to identify the directional traffic to be protected.  
[KS1-acl-adv-3000-fortek] rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.2.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 1 permit ip source 10.1.2.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 2 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.3.0 0.0.0.255 
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[KS1-acl-adv-3000-fortek] rule 3 permit ip source 10.1.3.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] quit 

# Create an ACL named forrekey. 
[KS1] acl number 3001 name forrekey 

# Configure a rule to permit rekey traffic destined for 225.0.0.1. 
[KS1-acl-adv-3001-forrekey] rule 0 permit ip destination 225.0.0.1 0 

[KS1-acl-adv-3001-forrekey] quit 

# Create a local RSA key pair named rsa1. 
[KS1] public-key local create rsa name rsa1 

The range of public key size is (512 ~ 2048). 

NOTES: If the key modulus is greater than 512, 

It will take a few minutes. 

Press CTRL+C to abort. 

Input the bits of the modulus[default = 1024]: 

Generating Keys... 

++++++++++++++++ 

+++++++ 

+++++++++ 

+++ 

# Export the local RSA key pair rsa1 by using 3DES CBC and password 12345678.  
[KS1] public-key local export rsa name rsa1 pem 3des-cbc-128 12345678 

-----BEGIN PUBLIC KEY----- 

MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC6Ne4EtnoKqBCL2YZvSjrG+8He 

sae5FWtyj9D25PEkXagpLqb3i9Gm/Qbb6cqLLPUIgDS8eK7Wt/dXLeFUCDc0lY8V 

gujJPvarFL4+Jn+VuL9znNbboA9IxPH2fMvew8lkPCwkXoP+52J+1LRpYkh+rIpE 

Kj7FG/3/wzGsXu8WJQIDAQAB 

-----END PUBLIC KEY----- 

-----BEGIN RSA PRIVATE KEY----- 

Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,7F8FAB15399DF87C 

 

MGaftNqe4esjetm7bRJHSpsbwZ9YUpvA9iWh8R406NGq8e+1A/ZiK23+t1XqRwaU 

1FXnwbqHgW1pZ7JxQdgBuC9uXc4VQyP/xe6xCyUepdMC71fmeOaiwUFrj6LAzzBg 

o3SfhX1NHyHBnr7c6SnIeUTG2g/qRdj40TD4HcRjgPaLaTGguZ553GyS6ODWAwL7 

ZBTjv+vow9kfewZ74ocoBje2gLcWlbmiEKCJGV06zW4gv2AH6I8TAhv4GovIN/v1 

lCsD2PscXnPOloLTE/8EDLRHNE8RpIYDWqI/YI8Yg6wlx29mf29+cj/9r4gPrDPy 

c/TQ0a0g95Khdy+yl4eDKaFiQQ+Kqn4zdzDTDNq7LRtqr7lGQzVw6srfrr71ib7J 

yJFdi2RXETEgOS/jE+xGtNqd38F/YzIRPax7NNMK+hAJC2MzdbN/BEoLWOqG7Plm 

hvCE3LFxelExLJU+0XfAX77TI2+5LEHBi1UiGLeH08fd1XUQCefARlIxGoRJdtTu 

gHP4+NF4PC9B1/GZoAYUp+171p1QwPk0vyU3TXijueqVUpQBUHGxSE0UW+SS1iwL 

8vsSLHIwK4aZ77Z1o+Uw1QBoqw9jpubG4gUkX8RII8E8b13I6/QTH78E4/FgAmIQ 

HTYnE2RDHXkhPGR5FGJsZnd21XLvd2BEkGGmhTk80nDeiI2XH3D48E6UahQwcam/ 

q/txd/KsLnp0rpJkc/WhOTprioeLQQEBayixKRWzNLsZt3L6lqYbA01Z1THho+EV 

0Ng0EZKQyiRV1j7gsBYFRinbSAsIpeYlr7gDAnBCRJdSfPNBKG+ewg== 

-----END RSA PRIVATE KEY----- 

# Create the GDOI KS group ks1. 
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[KS1] gdoi ks group ks1 

# Configure the group ID as 12345. 
[KS1-gdoi-ks-group-ks1] identity number 12345 

# Reference the key pair rsa1. 
[KS1-gdoi-ks-group-ks1] rekey authentication public-key rsa rsa1 

# Reference the rekey ACL forrekey. 
[KS1-gdoi-ks-group-ks1] rekey acl name forrekey 

# Create an IPsec policy.  
[KS1-gdoi-ks-group-ks1] ipsec 10 

# Reference the IPsec profile fortek. 
[KS1-gdoi-ks-group-ks1-ipsec-10] profile fortek 

# Reference the ACL fortek. 
[KS1-gdoi-ks-group-ks1-ipsec-10] security acl name fortek 

[KS1-gdoi-ks-group-ks1-ipsec-10] quit 

# Specify the peer KS 200.2.2.200. 
[KS1-gdoi-ks-group-ks1] peer address 200.2.2.200 

# Specify the source address of sent packets as 100.1.1.100. 
[KS1-gdoi-ks-group-ks1] source address 100.1.1.100 

# Specify the local priority as 10000. 
[KS1-gdoi-ks-group-ks1] local priority 10000 

# Enable KS redundancy. 
[KS1-gdoi-ks-group-ks1] redundancy enable 

[KS1-gdoi-ks-group-ks1] quit 

Configuring KS 2 
# Configure IP addresses for interfaces. (Details not shown.)  

# Configure IKE proposal 1. 
<KS2> system-view 

[KS2] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for IKE proposal 1. 
[KS2-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for IKE proposal 1. 
[KS2-ike-proposal-1] authentication-algorithm sha 

# Specify DH group 2 for IKE proposal 1. 
[KS2-ike-proposal-1] dh group2 

[KS2-ike-proposal-1] quit 

# Create the IKE peer toks1 for IKE negotiation with KS 1. 
[KS2] ike peer toks1 

# Apply IKE proposal 1 to the IKE peer. 
[KS2-ike-peer-toks1] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS2-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[KS2-ike-peer-toks1] remote-address 100.1.1.100 
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[KS2-ike-peer-toks1] quit 

# Create the IKE peer togm for IKE negotiation with GMs. 
[KS2] ike peer togm 

# Apply IKE proposal 1 to the IKE peer. 
[KS2-ike-peer-togm] proposal 1 

# Configure the pre-shared key as tempkey1 in plaintext. 
[KS2-ike-peer-togm] pre-shared-key simple tempkey1 

[KS2-ike-peer-togm] quit 

# Create an IPsec transform set fortek. 
[KS2] ipsec transform-set fortek 

# Specify the ESP protocol for the IPsec transform set fortek. 
[KS2-ipsec-transform-set-fortek] transform esp 

# Specify the encryption algorithm AES-CBC 128 for the IPsec transform set fortek. 
[KS2-ipsec-transform-set-fortek] esp encryption-algorithm aes-cbc-128 

# Specify the authentication algorithm SHA1 for the IPsec transform set fortek. 
[KS2-ipsec-transform-set-fortek] esp authentication-algorithm sha1 

[KS2-ipsec-transform-set-fortek] quit 

# Create an IPsec profile fortek. 
[KS2] ipsec profile fortek 

# Reference the IPsec transform set fortek for the IPsec profile fortek. 
[KS2-ipsec-profile-fortek] transform-set fortek 

[KS2-ipsec-profile-fortek] quit 

# Create an ACL named fortek. 
[KS2] acl number 3000 name fortek 

# Created ACL rules to identify the directional traffic to be protected. 
[KS2-acl-adv-3000-fortek] rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.2.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 1 permit ip source 10.1.2.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS2-acl-adv-3000-fortek] rule 2 permit ip source 10.1.1.0 0.0.0.255 destination 

 10.1.3.0 0.0.0.255 

[KS1-acl-adv-3000-fortek] rule 3 permit ip source 10.1.3.0 0.0.0.255 destination 

 10.1.1.0 0.0.0.255 

[KS2-acl-adv-3000-fortek] quit 

# Create an ACL named forrekey. 
[KS2] acl number 3001 name forrekey 

# Configure a rule to permit rekey traffic destined for 225.0.0.1. 
[KS2-acl-adv-3001-forrekey] rule 0 permit ip destination 225.0.0.1 0 

[KS2-acl-adv-3001-forrekey] quit 

# Import the RSA key pair that was exported on KS 1 to KS 2 by using PEM format, and name the key 
pair as rsa1. 
[KS2] public-key local import rsa name rsa1 pem 

Enter PEM-formatted certificate. 

End with a Ctrl+C on a line by itself. 

-----BEGIN RSA PRIVATE KEY----- 
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Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,7F8FAB15399DF87C 

 

MGaftNqe4esjetm7bRJHSpsbwZ9YUpvA9iWh8R406NGq8e+1A/ZiK23+t1XqRwaU 

1FXnwbqHgW1pZ7JxQdgBuC9uXc4VQyP/xe6xCyUepdMC71fmeOaiwUFrj6LAzzBg 

o3SfhX1NHyHBnr7c6SnIeUTG2g/qRdj40TD4HcRjgPaLaTGguZ553GyS6ODWAwL7 

ZBTjv+vow9kfewZ74ocoBje2gLcWlbmiEKCJGV06zW4gv2AH6I8TAhv4GovIN/v1 

lCsD2PscXnPOloLTE/8EDLRHNE8RpIYDWqI/YI8Yg6wlx29mf29+cj/9r4gPrDPy 

c/TQ0a0g95Khdy+yl4eDKaFiQQ+Kqn4zdzDTDNq7LRtqr7lGQzVw6srfrr71ib7J 

yJFdi2RXETEgOS/jE+xGtNqd38F/YzIRPax7NNMK+hAJC2MzdbN/BEoLWOqG7Plm 

hvCE3LFxelExLJU+0XfAX77TI2+5LEHBi1UiGLeH08fd1XUQCefARlIxGoRJdtTu 

gHP4+NF4PC9B1/GZoAYUp+171p1QwPk0vyU3TXijueqVUpQBUHGxSE0UW+SS1iwL 

8vsSLHIwK4aZ77Z1o+Uw1QBoqw9jpubG4gUkX8RII8E8b13I6/QTH78E4/FgAmIQ 

HTYnE2RDHXkhPGR5FGJsZnd21XLvd2BEkGGmhTk80nDeiI2XH3D48E6UahQwcam/ 

q/txd/KsLnp0rpJkc/WhOTprioeLQQEBayixKRWzNLsZt3L6lqYbA01Z1THho+EV 

0Ng0EZKQyiRV1j7gsBYFRinbSAsIpeYlr7gDAnBCRJdSfPNBKG+ewg== 

-----END RSA PRIVATE KEY----- 

^C 

Please input the password:  

# Create the GDOI KS group ks2. 
[KS2] gdoi ks group 

# Configure the group ID as 12345. 
[KS2-gdoi-ks-group-ks2] identity number 12345 

# Reference the key pair rsa1. 
[KS2-gdoi-ks-group-ks2] rekey authentication public-key rsa rsa1 

# Reference the rekey ACL forrekey. 
[KS2-gdoi-ks-group-ks2] rekey acl name forrekey 

# Create an IPsec policy. 
[KS2-gdoi-ks-group-ks2] ipsec 10 

# Reference the IPsec profile fortek. 
[KS2-gdoi-ks-group-ks2-ipsec-10] profile fortek 

# Reference the ACL fortek. 
[KS2-gdoi-ks-group-ks2-ipsec-10] security acl name fortek 

[KS2-gdoi-ks-group-ks2-ipsec-10] quit 

# Specify the peer KS 100.1.1.100. 
[KS2-gdoi-ks-group-ks2] peer address 100.1.1.100 

# Specify the source address of sent packets as 200.2.2.200. 
[KS2-gdoi-ks-group-ks2]source address 200.2.2.200 

# Specify the local priority as 10000. 
[KS2-gdoi-ks-group-ks2] local priority 100 

# Enable KS redundancy. 
[KS2-gdoi-ks-group-ks2] redundancy enable 

Configuring GM 1 
# Configure IP addresses for interfaces. (Details not shown.) 

# Create IKE proposal 1. 
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<GM1> system-view 

[GM1] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for the IKE proposal. 
[GM1-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for the IKE proposal. 
[GM1-ike-proposal-1] authentication-algorithm sha 

# Specify DH group2 for the IKE proposal. 
[GM1-ike-proposal-1] dh group2 

[GM1-ike-proposal-1] quit 

# Create IKE peer toks1. 
[GM1] ike peer toks1 

# Reference IKE proposal 1 for the IKE peer.  
[GM1-ike-peer-toks1] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM1-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[GM1-ike-peer-toks1] remote-address 100.1.1.100 

[GM1-ike-peer-toks1] quit 

# Create IKE peer toks2. 
[GM1] ike peer toks2 

# Reference IKE proposal 1 for the IKE peer.  
[GM1-ike-peer-toks2] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM1-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200. 
[GM1-ike-peer-toks2] remote-address 200.2.2.200 

[GM1-ike-peer-toks2] quit 

# Create GDOI GM group 1. 
[GM1] gdoi gm group 1 

# Set the GDOI GM group ID to 12345. 
[GM1-gdoi-gm-group-1] identity number 12345 

# Specify the KS addresses as 100.1.1.100 and 200.2.2.200. 
[GM1-gdoi-gm-group-1] server address 100.1.1.100 

[GM1-gdoi-gm-group-1] server address 200.2.2.200 

[GM1-gdoi-gm-group-1] quit 

# Create a GDOI IPsec policy. 
[GM1] ipsec policy map 1 gdoi 

# Reference GDOI GM group 1 for the GDOI IPsec policy. 
[GM1-ipsec-policy-gdoi-map-1] group 1 

[GM1-ipsec-policy-gdoi-map-1] quit 

# Apply the IPsec policy to interface Ethernet 1/1. 
[GM1] interface ethernet 1/1 

[GM1-Ethernet1/1] ipsec policy map 

[GM1-Ethernet1/1] quit 
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Configuring GM 2 
# Configure IP addresses for interfaces. (Details not shown.) 

# Create IKE proposal 1. 
<GM2> system-view 

[GM2] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for the IKE proposal. 
[GM2-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for the IKE proposal. 
[GM2-ike-proposal-1] authentication-algorithm sha 

# Specify DH group2 for the IKE proposal. 
[GM2-ike-proposal-1] dh group2 

[GM2-ike-proposal-1] quit 

# Create IKE peer toks1. 
[GM2] ike peer toks1 

# Reference IKE proposal 1 for the IKE peer.  
[GM2-ike-peer-toks1] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM2-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[GM2-ike-peer-toks1] remote-address 100.1.1.100 

[GM2-ike-peer-toks1] quit 

# Create IKE peer toks2. 
[GM2] ike peer toks2 

# Reference IKE proposal 1 for the IKE peer.  
[GM2-ike-peer-toks2] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM2-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200. 
[GM2-ike-peer-toks2] remote-address 200.2.2.200 

[GM2-ike-peer-toks2] quit 

# Create GDOI GM group 1. 
[GM2] gdoi gm group 1 

# Set the GDOI GM group ID to 12345. 
[GM2-gdoi-gm-group-1] identity number 12345 

# Specify the KS addresses as 100.1.1.100 and 200.2.2.200. 
[GM2-gdoi-gm-group-1] server address 100.1.1.100 

[GM2-gdoi-gm-group-1] server address 200.2.2.200 

[GM2-gdoi-gm-group-1] quit 

# Create a GDOI IPsec policy. 
[GM2] ipsec policy map 1 gdoi 

# Reference GDOI GM group 1 for the GDOI IPsec policy. 
[GM2-ipsec-policy-gdoi-map-1] group 1 

[GM2-ipsec-policy-gdoi-map-1] quit 

# Apply the GDOI IPsec policy to interface Ethernet 1/1. 
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[GM2] interface ethernet 1/1 

[GM2-Ethernet1/1] ipsec policy map 

[GM2-Ethernet1/1] quit 

Configuring GM 3 
# Configure IP addresses for interfaces. (Details not shown.) 

# Create IKE proposal 1. 
<GM3> system-view 

[GM3] ike proposal 1 

# Specify the encryption algorithm AES-CBC 128 for the IKE proposal. 
[GM3-ike-proposal-1] encryption-algorithm aes-cbc 128 

# Specify the authentication algorithm SHA1 for the IKE proposal. 
[GM3-ike-proposal-1] authentication-algorithm sha 

# Specify DH group2 for the IKE proposal. 
[GM3-ike-proposal-1] dh group2 

[GM3-ike-proposal-1] quit 

# Create IKE peer toks1. 
[GM3] ike peer toks1 

# Reference IKE proposal 1 for the IKE peer.  
[GM3-ike-peer-toks1] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM3-ike-peer-toks1] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 100.1.1.100. 
[GM3-ike-peer-toks1] remote-address 100.1.1.100 

[GM3-ike-peer-toks1] quit 

# Create IKE peer toks2. 
[GM3] ike peer toks2 

# Reference IKE proposal 1 for the IKE peer.  
[GM3-ike-peer-toks2] proposal 1 

# Configure the pre-shared key used in IKE negotiation as the plaintext string tempkey1. 
[GM3-ike-peer-toks2] pre-shared-key simple tempkey1 

# Specify the IP address of the IKE peer as 200.2.2.200. 
[GM3-ike-peer-toks2] remote-address 200.2.2.200 

[GM3-ike-peer-toks2] quit 

# Create GDOI GM group 1. 
[GM3] gdoi gm group 1 

# Set the GDOI GM group ID to 12345. 
[GM3-gdoi-gm-group-1] identity number 12345 

# Specify the KS addresses as 100.1.1.100 and 200.2.2.200. 
[GM3-gdoi-gm-group-1] server address 100.1.1.100 

[GM3-gdoi-gm-group-1] server address 200.2.2.200 

[GM3-gdoi-gm-group-1] quit 

# Create a GDOI IPsec policy. 
[GM3] ipsec policy map 1 gdoi 

# Reference GDOI GM group 1 for the GDOI IPsec policy. 
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[GM3-ipsec-policy-gdoi-map-1] group 1 

[GM3-ipsec-policy-gdoi-map-1] quit 

# Apply the IPsec policy to interface Ethernet 1/1. 
[GM3] interface ethernet 1/1 

[GM3-Ethernet1/1] ipsec policy map 

[GM3-Ethernet1/1] quit 

Verifying the configuration 
After you complete the configuration, GM 1, GM 2, and GM 3 register with KS 1. 

# Execute the display ike sa command on GM 1. 
[GM1] display ike sa 

    total phase-1 SAs:  2 

    connection-id  peer                    flag        phase   doi 

  ----------------------------------------------------------------- 

     658           100.1.1.100             RD|ST       1       GROUP 

     659           100.1.1.100             RD|RK       1       GROUP 

 

  flag meaning 

  RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT RK--REKEY  

The output shows the IKE SA and rekey SA generated after IKE negotiation. The SA with 
connection-id of 658 is the IKE SA, and the SA with connection-id of 659 is the rekey SA. 

# Execute the display ipsec sa command on GM 1 to display IPsec SAs. 
[GM1] display ipsec sa 

=============================== 

Interface: Ethernet1/1 

    path MTU: 1500  

=============================== 

 

  ----------------------------- 

  IPsec policy name: "map" 

  sequence number: 1 

  mode: gdoi 

  ----------------------------- 

    PFS: N, DH group: none 

    tunnel: 

        local  address: 1.1.1.1 

        remote address: 0.0.0.0 

    flow: 

        sour addr: 10.1.1.0/255.255.255.0  port: 0  protocol: IP 

        dest addr: 10.1.2.0/255.255.255.0  port: 0  protocol: IP 

 

    current outbound spi: 0xDB865076(3683012726) 

 

    [inbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 317 
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      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/63 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 325 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/853 

      anti-replay detection: Disabled 

 

    [outbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 318 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/63 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 326 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/853 

      anti-replay detection: Disabled 

 

 

  ----------------------------- 

  IPsec policy name: "map" 

  sequence number: 1 

  mode: gdoi 

  ----------------------------- 

    PFS: N, DH group: none 

    tunnel: 

        local  address: 1.1.1.1 

        remote address: 0.0.0.0 

    flow: 

        sour addr: 10.1.1.0/255.255.255.0  port: 0  protocol: IP 

        dest addr: 10.1.3.0/255.255.255.0  port: 0  protocol: IP 

 

    current outbound spi: 0xDB865076(3683012726) 

 

    [inbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 
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      in use setting: Transport 

      connection id: 321 

      sa duration (kilobytes/sec): 0/340 

      sa remaining duration (kilobytes/sec): 0/61 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 329 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/851 

      anti-replay detection: Disabled 

 

    [outbound ESP SAs] 

      spi: 0xDB865076(3683012726) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 322 

      sa duration (kilobytes/sec): 0/340 

      sa remaining duration (kilobytes/sec): 0/61 

      anti-replay detection: Disabled 

 

      spi: 0x640321A(104870426) 

      transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

      in use setting: Transport 

      connection id: 330 

      sa duration (kilobytes/sec): 0/900 

      sa remaining duration (kilobytes/sec): 0/851 

      anti-replay detection: Disabled 

The output shows that two groups of IPsec SAs have been genrated on GM 1 for secure 
communication with the other group members. 

# Execute the display gdoi gm command to display the registration information on GM 1. 
[GM1] display gdoi gm 

Group Name: 1 

 

  Group Identity             : 12345 

  Rekeys Received            : 129 

  IPsec SA Direction         : Both 

 

  Group Server List          : 100.1.1.100 

 

  Group Member               : 1.1.1.1 

    Registration status      : Registered 

    Registered with          : 100.1.1.100 

    Re-register in           : 81 sec 

    Succeeded registrations  : 1 

    Attempted registrations  : 1 
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    Last rekey from          : 100.1.1.100 

    Last rekey seq num       : 1 

    Multicast rekeys received: 0 

    Allowable rekey cipher   : Any 

    Allowable rekey hash     : Any 

    Allowable transform      : Any 

 

  Rekeys Cumulative 

    Total received           : 129 

    After latest registration: 129 

    Rekey received (hh:mm:ss): 00:00:57 

 

  ACL Downloaded From KS 100.1.1.100: 

    rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255 

    rule 1 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.3.0 0.0.0.255 

 

  KEK Policy: 

    Rekey transport type     : Multicast 

    Lifetime (sec)           : 243 

    Encrypt algorithm        : AES 

    Key size                 : 128 

    Sig hash algorithm       : SHA1 

    Sig key length (bit)     : 2048 

 

  TEK Policy: 

    Interface Ethernet1/1: 

      IPsec SA: 

        SPI: 0x640321A(104870426) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 123 

        Anti-replay detection: Disabled 

Packets between subnet 10.1.1.0/24 and subnet 10.1.2.0/24 are encrypted/de-encrypted by GM 1 
and GM 2. 

# Display GM information on KS 1. 
<KS1> display gdoi ks members 

Group Name: ks1 

  Group member ID      : 1.1.1.1 

  Group member version : 1.0 

  Group ID             : 12345 

  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

 

  Group member ID      : 2.2.2.2 

  Group member version : 1.0 

  Group ID             : 12345 
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  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

 

  Group member ID      : 3.3.3.3 

  Group member version : 1.0 

  Group ID             : 12345 

  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

KS 2 stores the same GM information.  

# Display KS redundancy information on KS 1.  
<KS1> display gdoi ks redundancy 

Group Name :ks1 

  Local address   : 100.1.1.100 

  Local version   : 1.0 

  Local priority  : 10000 

  Local role      : Primary 

  Primary address : 100.1.1.100 

 

  Sessions: 

      Peer address  : 200.2.2.200 

      Peer version  : 1.0 

      Peer priority : 100 

      Peer role     : Secondary 

      Peer status   : Ready 

# Display KS redundancy information on KS 2.  
<KS2> display gdoi ks redundancy 

Group Name :ks2 

  Local address   : 200.2.2.200 

  Local version   : 1.0 

  Local priority  : 100 

  Local role      : Secondary 

  Primary address : 100.1.1.100 

 

  Sessions: 

      Peer address  : 100.1.1.100 

      Peer version  : 1.0 

      Peer priority : 10000 

      Peer role     : Primary 

      Peer status   : Ready 
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Troubleshooting group domain VPN 

 

Symptom 
Phase 1 IKE negotiation failed. 

Analysis 
If the failure occurred between GM and KS, the IKE configurations on the GM and KS do not match, 
or the GM and KS cannot reach each other.  

If the failure occurred between KSs, the IKE configurations on the KSs do not match, or the KSs 
cannot reach each other.  

Use the following command on the GM. The output shows no IKE SAs have been generated. 
<Router> display ike sa 

    total phase-1 SAs:  0 

    connection-id  peer                    flag        phase   doi 

  ---------------------------------------------------------------- 

Solution 
If the failure occurred between GM and KS, check that the IKE proposal and IKE peer configurations 
on the GM and the KS match, and that the GM and the KS can reach each other. 

If the failure occurred between KSs, check that the IKE proposal and IKE peer configurations on the 
KSs match, and that the KSs can reach each other. 

GM registration failure 

Symptom 
The GM failed to register with the KS. 

Analysis 
Execute the following command on the GM: 
<Router> display ike sa 

    total phase-1 SAs:  1 

    connection-id  peer                    flag        phase   doi 

  ---------------------------------------------------------------- 

     18            90.1.1.1                RD|ST       1       GROUP 

The output shows that only one IKE SA has been generated. No rekey SA and IPsec SA have been 
generated. 

Solution 
Check that the GM and KS have the same group ID. 

KS redundancy failure 

Symptom 
KS redundancy configuration does not take effect.  
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Analysis 
Display KS redundancy information on KS 1. The output shows that each KS considers itself as the 
primary KS.  
<KS1> display gdoi ks redundancy 

Group Name :ks1 

  Local address   : 100.1.1.100 

  Local version   : 1.0 

  Local priority  : 10000 

  Local role      : Primary 

  Primary address : 100.1.1.100 

 

  Sessions: 

    Session 1: 

      Peer address  : 200.2.2.200 

      Peer version  : Unknown 

      Peer priority : Unknown 

      Peer role     : Unknown 

      Peer status   : Down 

The output shows that only one IKE SA has been generated. No rekey SA and IPsec SA have been 
generated. 

Solution 
Check that the KSs have the same group ID.  

Check that the KSs can reach each other. 

Command reference 

KS configuration commands 

display gdoi ks 
Use display gdoi ks to display GDOI KS information. 

Syntax 
display gdoi ks [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays KS information for all GDOI KS 
groups. 

Examples 
# Display KS information for the GDOI KS group abc. 
<Sysname> display gdoi ks group abc 

Group Name: abc 

  Group identity             : 8 
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  Group members              : 0 

  Redundancy                 : Enabled 

    Local address            : 105.112.100.2 

    Local version            : 1.0 

    Local priority           : 10 

    Local role               : Primary 

  Rekey transport type       : Multicast 

  Rekey lifetime             : 300 sec 

  Rekey retransmit period    : 10 sec 

  Rekey retransmit attempts  : 2 

 

  IPsec sequence number      : 1 

  IPsec rekey lifetime       : 300 sec 

  Profile name               : profile-wwl 

  ACL configured             : xf 

 

# Display KS information for all GDOI KS groups. 
<Sysname> display gdoi ks 

Group Name: abc 

  Group identity           : 8 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 

 

  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-wwl 

  ACL configured           : xf 

 

Group Name: xyz 

  Group identity           : 18 

  Group members            : 0 

  Redundancy               : Enabled 

    Local address          : 105.112.100.2 

    Local version          : 1.0 

    Local priority         : 10 

    Local role             : Primary 

  Rekey transport type     : Multicast 

  Rekey lifetime           : 300 sec 

  Rekey retransmit period  : 10 sec 

  Rekey retransmit attempts: 2 
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  IPsec sequence number    : 1 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz 

  ACL configured           : xyz 

 

  IPsec sequence number    : 2 

  IPsec rekey lifetime     : 300 sec 

  Profile name             : profile-xyz2 

  ACL configured           : 3001 

 

Table 6 Command output 

Field Description 
Group Name Name of the GDOI KS group. 

Group identity KS group identity, a number or an IPv4 address. If no identity is configured, 
this field is blank. 

Group members Number of online GMs in the GDOI KS group. 

Redundancy Redundancy information of the GDOI KS group. 

Local role 

Role of the local KS in the redundancy: 
• Primary—Primary KS. 
• Secondary—Secondary KS. 
• Initial—In initializing state. 
• Electing—Electing the primary KS. 

Rekey transport type Rekey transport type: Multicast or Unicast. 

IPsec sequence number Sequence number of the IPsec policy. 

IPsec rekey lifetime IPsec SA lifetime. When the lifetime is about to expire, the KS sends rekey 
messages to update the TEK. 

Profile name Name of the IPsec profile referenced. 

ACL configured Name or number of the ACL referenced. 
 

display gdoi ks acl 
Use display gdoi ks acl to display ACLs referenced by GDOI KS groups. 

Syntax 
display gdoi ks acl [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays ACLs referenced by all GDOI KS 
groups. 
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Examples 
# Display ACLs referenced by the GDOI KS group abc. 
<Sysname> display gdoi ks acl group abc 

Group Name: abc 

  ACL abc 

    rule 0 permit ip source 1.1.1.2 0 destination 2.2.2.3 0 

    rule 1 permit tcp source 1.1.0.0 0.0.255.255 destination 2.2.0.0 0.0.255.255 

    rule 2 permit ip 

# Display ACLs referenced by all GDOI KS groups. 
<Sysname> display gdoi ks acl 

Group Name: abc 

  ACL abc 

    rule 0 permit ip source 1.1.1.2 0 destination 2.2.2.3 0 

    rule 1 permit tcp source 1.1.0.0 0.0.255.255 destination 2.2.0.0 0.0.255.255 

    rule 2 permit ip 

 

Group Name: xyz 

  ACL 3000 

          rule 0 permit ip source 1.1.2.2 0 destination 2.2.3.3 0 

          rule 2 deny ip 

  ACL xyz 

          rule 0 permit ip source 1.1.3.0 0.0.0.255 destination 2.2.4.0 0.0.0.255 

 

Table 7 Command output 

Field Description 
Group Name KS group name. 

rule Rule in the ACL. 
 

display gdoi ks members 
Use display gdoi ks members to display information about online GMs in GDOI KS groups. 

Syntax 
display gdoi ks members [ group group-name ] [ ip ip-address ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. 

ip ip-address: Specifies a GM by its IP address. 

Usage guidelines 
If you do not specify the group group-name option, the command displays information about online 
GMs with the specified IP address in all GDOI KS groups. 
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If you do not specify the ip ip-address option, the command displays information about all online 
GMs in the specified GDOI KS group. 

If you do not specify any parameter, the command displays information about all online GMs in all 
GDOI KS groups. 

Examples 
# Display information about all online GMs in all GDOI KS groups. 
<Sysname> display gdoi ks members 

Group Name: farg 

  Group member ID      : 80.1.1.98 

  Group member version : 1.0 

  Group ID             : 7777 

  Key server ID        : 90.1.1.1 

  Rekeys sent          : 0 

  Rekey retries        : 0 

  Rekey ACKs received  : 0 

  Rekey ACKs missed    : 0 

 

Group Name: abcd 

  Group member ID      : 80.1.1.100 

  Group member version : 1.0 

  Group ID             : 8888 

  Key server ID        : 90.1.1.1 

 

  Group member ID      : 80.1.1.101 

  Group member version : Unknown 

  Group ID             : 8888 

  Key server ID        : 90.1.1.1 

 

Table 8 Command output 

Field Description 
Group Name KS group name. 

Group member ID ID of the GM in the GDOI KS group. 

Group member version GM version. If no GM version is obtained, this field displays Unknown.

Group ID ID of the GDOI KS group. 

Key server ID ID of the KS with which the GM will register itself. 

Rekeys sent Number of rekey messages sent successfully. 

Rekeys retries Number of rekey messages retransmitted. 

Rekey ACKs received Number of rekey ACKs received. 

Rekey ACLs missed Number of rekey ACKs missed. 
 

display gdoi ks policy 
Use display gdoi ks policy to display policy information for GDOI KS groups. 
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Syntax 
display gdoi ks policy [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays policy information for all GDOI KS 
groups. 

Examples 
# Display policy information for all GDOI KS groups. 
<Sysname> display gdoi ks policy 

Group Name: GDOI-GROUP8 

  Server IP: 90.1.1.1 

 

Group Name: farg 

  Server IP: 90.1.1.1 

    KEK policy: 

      Rekey transport type       : Unicast 

      SPI                        : 0xB2DAFC4C36ABC9D416BB15614DCE9F60 

      Encryption algorithm       : AES-CBC-128 

      Lifetime                   : 30000 sec 

      Remaining lifetime         : 5995 sec 

      Signature algorithm        : RSA 

      Signature key name         : REKEYRSA 

                                                                                 

    TEK policy: 

      Encapsulation              : Tunnel 

      SPI                        : 0x3EE98709 

      ACL                        : frag 

      Transform                  : ESP-ENCRYPT-DES ESP-AUTH-MD5 

      Lifetime                   : 50000 sec 

      Remaining lifetime         : 25996 sec 

          

Table 9 Command output 

Field Description 
Group Name KS group name. 

Server IP IP address of the local KS, which is the IP address configured by the source 
address command. 

Rekey transport type Rekey transport type: Multicast or Unicast. 

SPI SPI of the rekey SA or that of the IPsec SA. 

Lifetime KEK or TEK lifetime. 
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Field Description 

Remaining lifetime Remaining time of the KEK or TEK lifetime. 

Signature key name Name of the key pair used for signature. 

Encapsulation IPsec encapsulation mode for IP packets: Tunnel or Transport. 

ACL Number or name of the ACL referenced. 

Transform Name of the IPsec transform set referenced. 
 

display gdoi ks redundancy 
Use display gdoi ks redundancy to display redundancy information for GDOI KS groups. 

Syntax 
display gdoi ks redundancy [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays redundancy information for all 
GDOI KS groups. 

Examples 
# Display redundancy information for all GDOI KS groups. 
<Sysname> display gdoi ks redundancy 

Group Name :handl 

  Local address   : 105.112.200.1 

  Local version   : 1.0 

  Local priority  : 10 

  Local role      : Initial 

  Primary address : 

 

Group Name :lsxn 

  Local address   : 105.112.100.2 

  Local version   : 1.0 

  Local priority  : 10 

  Local role      : Primary 

  Primary address : 105.112.100.2 

 

  Peers: 

    Peer address  : 174.1.1.1 

    Peer version  : Unknown 

    Peer priority : Unknown 

    Peer role     : Unknown 

    Peer status   : Down 
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    Peer address  : 172.1.1.1 

    Peer version  : 1.0 

    Peer priority : 100 

    Peer role     : Secondary 

    Peer status   : Ready 

 

Table 10 Command output 

Field Description 
Group Name GDOI KS group name. 

Local role 

Role of the local KS in the redundancy: 
• Primary—Primary KS. 
• Secondary—Secondary KS. 
• Initial—In initializing state. 
• Electing—Electing the primary KS. 

Primary address IP address of the primary KS. 

Peers Peer KS information. 

Peer address Peer KS address. 

Peer version Peer KS version. 

Peer priority Peer KS priority. 

Peer KS role 

Role of the peer KS: 
• Secondary 
• Primary 
• Unknown 

Peer KS status 

Peer KS status: 
• Down 
• Connected 
• Exchange—Exchanging data with the local KS. 
• Ready 

 

display gdoi ks rekey 
Use display gdoi ks rekey to display rekey information for GDOI KS groups. 

Syntax 
display gdoi ks rekey [ group group-name ] 

Views 
User view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command displays rekey information for all GDOI KS 
groups. 

Examples 
# Display rekey information for all GDOI KS groups. 
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<Sysname> display gdoi ks rekey 

Group Name: handl 

  Rekey transport type                  : Multicast 

    Number of rekeys sent               : 0 

    Number of rekeys retransmitted      : 0 

    Retransmit period                   : 10 sec 

    Number of retransmissions           : 10 

    Multicast destination address       : 230.1.1.1 

    KEK rekey lifetime                  : 10000 sec 

      Remaining lifetime                : 6092 sec 

    IPsec 1 lifetime                    : 86400 sec 

      Remaining lifetime                : 1234 sec 

 

Group Name:abcd 

  Rekey transport type                  : Unicast 

    Number of rekeys sent               : 0 

    Number of rekeys retransmitted      : 0 

    Retransmit period                   : 10 sec 

    Number of retransmissions           : 2 

    KEK rekey lifetime                  : 0 sec 

    IPsec 1 lifetime                    : 1000 sec 

 

Group Name:test 

  Rekey transport type                  : Multicast 

    Number of rekeys sent               : 0 

    Number of rekeys retransmitted      : 0 

    Retransmit period                   : 10 sec 

    Number of retransmissions           : 1 

    Multicast destination address       : 239.192.1.190 

 

    KEK rekey lifetime                  : 0 sec 

    IPsec 1 lifetime                    : 300 sec 

    IPsec 2 lifetime                    : 30000 sec 

    IPsec 3 lifetime                    : 300 sec 

    IPsec 4 lifetime                    : 300 sec 

    IPsec 5 lifetime                    : 300 sec 

    IPsec 6 lifetime                    : 300 sec 

    IPsec 7 lifetime                    : 300 sec 

    IPsec 8 lifetime                    : 300 sec 

 

Table 11 Command output 

Field Description 
Group Name KS group name. 

IPsec 1 lifetime SA lifetime of IPsec policy 1, in seconds. 

Remaining lifetime Remaining time of the KEK or IPsec SA, in seconds. 
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gdoi ks group 
Use gdoi ks group to create a GDOI KS group and enter GDOI KS group view. 

Use undo gdoi ks group to delete a GDOI KS group. 

Syntax 
gdoi ks group group-name 

undo gdoi ks group group-name 

Default 
No GDOI KS group exists. 

Views 
System view 

Default command level 
2: System level 

Parameters 
group-name: Specifies a name for the GDOI KS group, a case-sensitive string of 1 to 63 characters. 

Examples 
# Create a GDOI KS group named abc, and enter its view. 
<Sysname> system-view 

[Sysname] gdoi ks-group abc 

[Sysname-gdoi-ks-group-abc] 

Related commands 
display gdoi ks 

gdoi ks rekey 
Use gdoi ks rekey to enforce rekey. 

Syntax 
gdoi ks rekey [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command clears KS information for all GDOI KS 
groups on the local KS. 

Usage guidelines 
A rekey refers to the process that a KS updates the TEK or KEK key and then sends the updated key 
to GMs. 

Usually, a KS performs rekeys periodically. A KEK rekey interval is configured by the rekey lifetime 
command. A TEK rekey interval is determined by the IPsec SA lifetime. To trigger KSs to perform 
rekeys immediately, execute this command. 

You can use the display gdoi ks rekey command and the display gdoi ks policy command to view 
rekey statistics and key information. 
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Examples 
# Enforce the GDOI KS group abc to rekey. 
<Sysname> gdoi ks rekey group abc 

identity address 
Use identity address to configure an IP address for the GDOI KS group. 

Use undo identity to delete the IP address of the GDOI KS group. 

Syntax 
identity address address 

undo identity 

Default 
No IP address is configured for a GDOI KS group. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
address: Specifies any valid IPv4 address to identify the GDOI KS group. 

Usage guidelines 
You can configure only one type of ID (either an IP address or a number) for a GDOI KS group. A 
GDOI KS group uses the IP address or the number, whichever is configured later. 

Examples 
# Configure the IP address of the GDOI KS group abc as 202.202.202.10. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] identity address 202.202.202.10 

Related commands 
• identity number 
• gdoi ks group 

identity number 
Use identity number to configure a number for the GDOI KS group. 

Use undo identity to delete the GDOI KS group number. 

Syntax 
identity number number 

undo identity 

Default 
No number is configured for a GDOI KS group number. 

Views 
GDOI KS group view 
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Default command level 
2: System level 

Parameters 
number: Specifies a number in the range of 0 to 2147483647 to identify the GDOI KS group. 

Usage guidelines 
You can configure only one type of ID (either an IP address or a number) for a GDOI KS group. A 
GDOI KS group uses the IP address or the number, whichever is configured later. 

Examples 
# Configure the number of the GDOI KS group abc as 123456. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] identity number 123456 

Related commands 
• identity address 
• gdoi ks group 

ipsec 
Use ipsec to create an IPsec policy for the GDOI KS group and enter GDOI KS IPsec policy view. 

Use undo ipsec to delete an IPsec policy for the GDOI KS group. 

Syntax 
ipsec sequence-number 

undo ipsec sequence-number 

Default 
No IPsec policy is created for a GDOI KS group. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
sequence-number: Specifies a sequence number for the IPsec policy, in the range of 1 to 65535. 

Usage guidelines 
You can create multiple IPsec policies for a GDOI KS group. An IPsec policy with a smaller number 
has a higher priority. A KS can send multiple IPsec policies to GMs at a time, and GMs use the IPsec 
policies from the one with the highest priority. 

Deleting an IPsec policy from a GDOI KS group also deletes the TEK that corresponds to that IPsec 
policy. 

Examples 
# Create IPsec policy 10 for the GDOI KS group abc and enter its view. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] ipsec 10 

[Sysname-gdoi-ks-group-abc-ipsec-10] 
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Related commands 
gdoi ks group 

local priority 
Use local priority to configure the KS local priority. 

Use undo local priority to restore the default. 

Syntax 
local priority priority 

undo local 

Default 
The local priority of the KS is 1. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
priority: Specifies the local priority of the KS, in the range of 1 to 65535. A higher number indicates a 
higher priority. 

Usage guidelines 
The KS local priority takes effect only when KS redundancy is enabled with the redundancy enable 
command. 

The local priority specifies the priority of the local KS for primary KS election. A KS with a higher local 
priority is more likely to be elected as the primary KS. If multiple KSs have the same priority, the KS 
with the highest IP address is elected as the primary KS. 

Examples 
# Enable GDOI KS group redundancy, and set the KS local priority to 10. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy enable 

[Sysname-gdoi-ks-group-abc] local priority 10 

[Sysname-gdoi-ks-group-abc] 

Related commands 
• gdoi ks group 
• redundancy enable 

peer address 
Use peer address to specify the IP address of a peer KS. 

Use undo peer address to delete a peer KS IP address. 

Syntax 
peer address ip-address 

undo peer address ip-address 

Default 
No IP address of a peer KS is specified. 
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Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies the IP address of a peer KS. 

Usage guidelines 
You can specify multiple peer KS IP addresses by executing this command multiple times. 

The peer IP address configuration takes effect only when KS redundancy is enabled with the 
redundancy enable command. 

Examples 
# Enable GDOI KS group redundancy, and specify 13.1.1.1 as a peer KS address. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy enable 

[Sysname-gdoi-ks-group-abc] peer address 13.1.1.1 

[Sysname-gdoi-ks-group-abc] 

Related commands 
• gdoi ks group 
• redundancy enable 

profile (GDOI KS group IPsec policy view) 
Use profile to specify the IPsec profile to be referenced by the GDOI KS group IPsec policy. 

Use undo profile to remove the IPsec profile referenced by the GDOI KS group IPsec policy. 

Syntax 
profile ipsec-profile-name 

undo profile 

Default 
A GDOI KS group IPsec policy does not reference any IPsec profile. 

Views 
GDOI KS group IPsec policy view 

Default command level 
2: System level 

Parameters 
ipsec-profile-name: Specifies an IPsec profile by its name, a case-insensitive string of 1 to 15 
characters. 

Examples 
# Create IPsec policy 10 for GDOI KS group abc, and reference IPsec profile profile1 for the IPsec 
policy. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] ipsec 10 
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[Sysname-gdoi-ks-group-abc-ipsec-10] profile profile1 

[Sysname-gdoi-ks-group-abc-ipsec-10] 

Related commands 
• gdoi ks group 
• ipsec 

redundancy enable 
Use redundancy enable to enable KS redundancy. 

Use undo redundancy enable to disable KS redundancy. 

Syntax 
redundancy enable 

undo redundancy enable 

Default 
KS redundancy is disabled. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Usage guidelines 
KS redundancy enables a group of KSs to work together for high availability and load sharing. One 
KS is the primary KS, and others are secondary KSs. Secondary KSs back up data for the primary 
KS and can accept registrations from GMs. 

Examples 
# Enable KS redundancy in GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] redundancy enable 

[Sysname-gdoi-ks-group-abc] 

Related commands 
gdoi ks group 

rekey acl 
Use rekey acl to specify the rekey ACL, which specifies the source and destination addresses for 
multicast rekey messages. 

Use undo rekey acl to remove the rekey ACL. 

Syntax 
rekey acl { access-list-number | name access-list-name } 

undo rekey acl 

Default 
No source or destination address is specified for multicast rekey messages. 

Views 
GDOI KS group view 
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Default command level 
2: System level 

Parameters 
access-list-number: Specifies an ACL by its number in the range of 3000 to 3999. 

name access-list-name: Specifies an ACL by its name, a case-insensitive string of 1 to 63 
characters. 

Usage guidelines 
• If multicast rekey method is used, you must specify the rekey ACL. Otherwise, the KS cannot 

generate the KEK or send rekey messages. 
• If the source address command is configured, the source address of the multicast rekey 

message is that configured by the source address command. Otherwise, the source address 
is that specified in the first rule of the rekey ACL. 

• The permit or deny keyword in rules of the rekey ACL does not make sense. 

Examples 
# Specify ACL 3000 as the rekey ACL for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey acl 3000 

Related commands 
• gdoi ks group 
• source address 

rekey authentication 
Use rekey authentication to specify the key pair to be used by the KS during a rekey. 

Use undo rekey authentication to remove the specified key pair. 

Syntax 
rekey authentication public-key rsa key-name 

undo rekey authentication 

Default 
No key pair is specified for a rekey. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
public-key: Specifies the local key pair. 

rsa: Specifies the public key algorithm as RSA. 

key-name: Key pair name, a case-insensitive string of 1 to 64 characters. 

Usage guidelines 
The KS sends the public key of the key pair to GMs in rekey messages. The GMs use the public key 
to authenticate the rekey messages from the KS. 
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Examples 
# Specify the rekey key pair as mykey for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey authentication public-key rsa mykey 

Related commands 
gdoi ks group 

rekey encryption 
Use rekey encryption to specify the rekey encryption algorithm. 

Use undo rekey encryption to restore the default. 

Syntax 
rekey encryption { 3des-cbc | aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | des-cbc } 

undo rekey encryption 

Default 
The encryption algorithm is 3des-cbc. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Usage guidelines 
If you execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Configure the rekey encryption algorithm as AES-CBC-192 for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey encryption aes-cbc-192 

Related commands 
gdoi ks group 

rekey lifetime 
Use rekey lifetime to configure the KEK lifetime. 

Use undo rekey lifetime to restore the default. 

Syntax 
rekey lifetime seconds number-of-seconds 

undo rekey lifetime seconds 

Default 
The KEK lifetime is 86400 seconds. 

Views 
GDOI KS group view 
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Default command level 
2: System level 

Parameters 
seconds number-of-seconds: Specifies a time-based lifetime for KEKs, in the range of 300 to 86400 
seconds. 

Usage guidelines 
The TEK lifetime is the IPsec SA lifetime, which is determined by the IPsec SA lifetime configured in 
the IPsec profile. 

Examples 
# Configure the KEK lifetime as 3600 seconds for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey lifetime seconds 3600 

Related commands 
gdoi ks group 

rekey retransmit 
Use rekey retransmit to specify the interval between rekey retransmissions and the maximum 
number of retransmissions. 

Syntax 
rekey retransmit { interval number-of-seconds | number number-of-retransmissions } * 

undo rekey retransmit [ interval | number ] 

Default 
The retransmission interval is 10 seconds, and the maximum number of retransmissions is 2. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
interval number-of-seconds: Specifies the rekey retransmission interval, in the range of 10 to 60 
seconds. The default interval is 10 seconds. 

number number-of-retransmissions: Specifies the number of times the rekey message can be 
retransmitted, in the range of 1 to 10. The default value is 2. 

Examples 
# Specify the rekey retransmission interval as 30 seconds and the maximum number of 
retransmissions as 3 for the GDOI KS group abc. 
<Sysname> system-view 

[Sysname] gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey retransmit 30 number 3 

Related commands 
gdoi ks group 

rekey transport unicast 
Use rekey transport unicast to enable unicasting rekey messages. 
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Use undo rekey transport unicast to restore the default. 

Syntax 
rekey transport unicast 

undo rekey transport unicast 

Default 
The KS multicasts rekey messages. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Examples 
# Configure the GDOI KS group abc to unicast rekey messages. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] rekey transport unicast 

Related commands 
gdoi ks group 

reset gdoi ks 
Use reset gdoi ks to clear GDOI KS group information, including keys, online GMs, and the role in 
redundancy backup. 

Syntax 
reset gdoi ks [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a  case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command clears information about all GDOI KS 
groups. 

Usage guidelines 
If KS redundancy is enabled, executing this command triggers a primary KS election. 

Examples 
# Clear information about the GDOI KS group abc. 
<Sysname> reset gdoi ks group abc 

reset gdoi ks members 
Use reset gdoi ks members to clear GM information saved on the KS, including the GM registration 
information and the TEKs/KEKs sent to GMs. 

Syntax 
reset gdoi ks members [ group group-name ] 
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Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. If you do not specify this option, the command clears GM information for all GDOI KS 
groups. 

Usage guidelines 
This command takes effect only on the primary KS. 

Examples 
# Remove GMs from the GDOI KS group abc. 
<Sysname> reset gdoi ks members group abc 

reset gdoi ks redundancy role 
Use reset gdoi ks redundancy role to reset GDOI KS redundancy roles. 

Syntax 
reset gdoi ks redundancy role [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Specifies a GDOI KS group by its name, a case-sensitive string of 1 to 63 
characters. 

Usage guidelines 
If you specify a GDOI KS group, the command resets KS redundancy roles in the specified GDOI KS 
group. If you do not specify a GDOI KS group, the command resets KS redundancy roles in all GDOI 
KS groups. 

Examples 
# Reset KS redundancy roles in the GDOI KS group abc. 
<Sysname> reset gdoi ks redundancy role group abc 

security acl (GDOI KS group IPsec policy view) 
Use security acl to reference an ACL for the GDOI KS IPsec policy. 

Use undo security acl to remove the referenced ACL. 

Syntax 
security acl { access-list-number | name access-list-name} 

undo security acl 

Default 
No ACL is referenced. 
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Views 
GDOI KS group IPsec policy view 

Default command level 
2: System level 

Parameters 
access-list-number: Specifies an ACL by its number in the range of 3000 to 3999. 

name access-list-name: Specifies an ACL by its name, a case-insensitive string of 1 to 63 
characters. 

Usage guidelines 
The GDOI KS sends the ACL to GMs, which use the ACL to filter traffic, so as to determine the traffic 
to be protected by TEKs. 

Examples 
# Configure IPsec policy 10 for the GDOI KS group abc, and then reference ACL 3000 for the IPsec 
policy. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc] ipsec 10 

[Sysname-gdoi-ks-group-abc-ipsec-10] security acl 3000 

[Sysname-gdoi-ks-group-abc-ipsec-10] 

Related commands 
• gdoi ks group 
• ipsec 

source address 
Use source address to specify the source address for packets sent by the KS. 

Use undo source address to delete the source address specified for the KS. 

Syntax 
source address ip-address 

undo source address 

Default 
No source address is specified. The KS uses the source address specified in the first rule of the 
rekey ACL as the source address of sent packets. 

Views 
GDOI KS group view 

Default command level 
2: System level 

Parameters 
ip-address: Specifies any valid IPv4 address. 

Usage guidelines 
Perform this task to specify the source address for redundancy protocol packets, GROUPKEY-PULL 
protocol packets, and GROUPKEY-PUSH protocol packets sent by the KS. This task is required if 
KS redundancy is enabled 
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Examples 
# Specify the source address for the GDOI KS group abc as 11.1.1.1. 
<Sysname> system-view 

[Sysname]gdoi ks group abc 

[Sysname-gdoi-ks-group-abc]source address 11.1.1.1 

Related commands 
• gdoi ks group 
• rekey acl 
• rekey transport unicast 
• redundancy 

GM configuration commands 

client registration interface 
Use client registration interface to specify a registration interface for the GM in a GDOI GM group. 
The GM uses the registration interface to send packets to the KS. 

Use undo client registration interface to delete the registration interface specified for the GM. 

Syntax 
client registration interface interface-type interface-number 

undo client registration interface 

Default 
The registration interface is the interface where the GDOI IPsec policy applies. 

Views 
GDOI GM group view 

Default command level 
2: System level 

Parameters 
interface-type interface-number: Specifies a registration interface by the interface type and number. 

Usage guidelines 
You can specify a different interface as the registration interface when you want to use different 
output interfaces for registration packets and IPsec packets. 

Examples 
# In GDOI GM group abc, specify interface Ethernet 1/1 as the registration interface for the GM. 
<Sysname> system-view 

[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc] client registration interface ethernet 1/1 

Related commands 
gdoi gm group 

display gdoi gm 
Use display gdoi gm to display GDOI GM group information, including GDOI configuration 
parameters, negotiation parameters, and the IPsec information obtained after successful 
registrations. 
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Syntax 
display gdoi gm [ group group-name ] [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Displays information about the specified GDOI GM group. The group-name 
argument represents the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you 
do not specify this option, the command displays information about all GDOI GM groups. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display information about all GDOI GM groups. 
<Sysname> display gdoi gm 

Group Name: GDOI-GROUP1 

 

  Group Identity             : 12345 

  Rekeys Received            : 1 

  IPsec SA Direction         : Both 

 

  Group Server List          : 90.1.1.1 

                               90.1.1.10 

 

  Group Member               : 80.1.1.1 

    VPN instance             : vpn1 

    Registration status      : Registered 

    Registered with          : 90.1.1.1 

    Re-register in           : 346 sec 

    Succeeded registrations  : 1125 

    Attempted registrations  : 1133 

    Last rekey from          : 90.1.1.1 

    Last rekey seq num       : 3 

    Multicast rekeys received: 1 

    Allowable rekey cipher   : Any 

    Allowable rekey hash     : Any 

    Allowable transform      : Any 

 

  Rekeys Cumulative 

    Total received           : 5 

    After latest registration: 3 
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    Rekey received (hh:mm:ss): 00:02:11 

 

  ACL Downloaded From KS 90.1.1.1: 

    rule 0 deny udp source-port eq 848 destination-port eq 848 

    rule 1 deny ospf  

    rule 2 permit icmp 

 

  KEK Policy: 

    Rekey transport type     : Multicast 

    Lifetime (sec)           : 159 

    Encrypt algorithm        : AES 

    Key size                 : 128 

    Sig hash algorithm       : SHA1 

    Sig key length (bit)     : 1024 

 

  TEK Policy: 

    Interface Ethernet1/1: 

      IPsec SA: 

        SPI: 0x9AE5951E(2598737182) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 190 

        Anti-replay detection: Disabled 

 

      IPsec SA: 

        SPI: 0x12C55CFF(314924287) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 402 

        Anti-replay detection: Disabled 

 

Table 12 Command output 

Field Description 

Group Name GDOI GM group name. 

Group Identity GDOI GM group ID (a number or an IPv4 address). 

Rekeys Received Number of rekey messages received. 

 IPsec SA Direction IPsec SA direction: Both or Inbound (not supported at 
present). 

Group Server List KS IP address list in the GDOI GM group. The list can 
contain eight addresses at most. 

Group Member IP address of the GM. 

VPN instance VPN instance name of the MPLS L3VPN to which the 
GM belongs. 

Registration status Registration status: Registered, Registering, or Not 
registered. 

Registered with IP address of the KS with which the GM registers. 
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Field Description 

Re-register in Period of time after which the GM re-registers with a KS.

Succeeded registrations Number of successful registrations. 

Attempted registrations Number of registration attempts. 

Last rekey from The KS from which the GM receives the last rekey 
message. 

Last rekey seq num Sequence number of the last received rekey message.

Multicast rekeys received 
Number of multicast rekeys received. This field is 
displayed only when the GDOI GM group is a multicast 
group. 

Unicast rekeys received 
Number of unicast rekeys received. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Rekey ACKs sent 
Number of rekey ACK messages sent. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Allowable rekey cipher The rekey encryption algorithm that the GM allows. Any 
indicates that the GM allows all encryption algorithms. 

Allowable rekey hash The rekey hash algorithm that the GM allows. Any 
indicates that the GM allows all hash algorithms. 

Allowable transform The rekey transform mode that the GM allows. Any 
indicates that the GM allows all transform modes. 

Rekeys Cumulative Rekey statistics. 

Total received Total number of rekeys that the GM has received. 

After latest registration Number of rekeys that the GM has received after the 
last successful registration. 

Rekey received ( hh:mm:ss) The field is displays when a rekey is received. It 
indicates the key lifetime after the rekey operation. 

Rekey received This field is displayed when no rekey is received. The 
value for this field is None. 

Total rekey ACKs sent Number of rekey ACK messages sent. This field is 
displayed only in unicast mode. 

ACL Downloaded From KS 90.1.1.1 The ACL information downloaded from the KS at 
90.1.1.1. 

rule 0 deny udp source-port eq 848 
destination-port eq 848 

Indicates that any UDP packets whose source and 
destination port numbers are both 848 do not need to be 
protected by IPsec. 

rule 1 deny ospf Indicates that OSPF protocol packets do not need to be 
protected by IPsec. 

rule 2 permit icmp Indicates that any ICMP packets need to be protected 
by IPsec. 

Rekey transport type Transport type of rekey messages: Multicast or Unicast.

Lifetime (sec) KEK lifetime, in seconds. 

Encrypt algorithm KEK encryption algorithm. 

Key size KEK key length. 

Sig hash algorithm KEK signature hash algorithm. 



197 

Field Description 

Sig key length (bit) KEK signature key length, in bits. 

Interface  Name of the interface bound to the TEK. 

Transform Transform set. 

anti-replay window size(time based) 
Time-based anti-replay window size, in seconds. 
This field is displayed only when anti-replay detection is 
enabled. 

anti-replay window size(counter based) 

Traffic-based anti-replay window size: 32, 64, 128, 256, 
512, or 1024, in packets. 
This field is displayed only when anti-replay detection is 
enabled. 

 

display gdoi gm acl 
Use display gdoi gm acl to display ACL information for GMs. 

Syntax 
display gdoi gm acl [ download | local ] [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
download: Displays the ACL information that the GM downloaded from the KS. 

local: Displays the ACL information locally configured on the GM. 

group group-name: Displays ACL information for GMs of a GDOI GM group. The group-name 
argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you do not 
specify this option, the command displays ACL information for all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 
If you do not specify any parameter, the command displays information about all ACLs for all GMs, 
including the downloaded ACLs and the locally configured ACLs. A locally configured ACL refers to 
the ACL referenced by the GDOI IPsec policy. 

Examples 
# Display information about all ACLs for all GMs. 
<Sysname> display gdoi gm acl 

Group Name: abc 

  ACL Downloaded From KS 12.1.1.100: 

    rule 0 permit ip 
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    rule 1 permit ip source 12.1.1.0 0.0.0.255 destination 12.1.1.0 0.0.0.255 

 

  ACL Configured Locally: 

    IPsec Policy Name: gdoi-group1 

      ACL Identifier: 3001 

        rule 0 deny ip source 10.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 

 

Group Name: 123 

  ACL Downloaded From KS 12.1.1.100: 

    rule 1 permit ip source 13.1.1.0 0.0.0.255 destination 13.1.2.0 0.0.0.255 

# Display the ACL information that GMs downloaded from the KS. 
<Sysname> display gdoi gm acl download 

Group Name: abc 

  ACL Downloaded From KS 12.1.1.100: 

    rule 0 permit ip 

    rule 1 permit ip source 12.1.1.0 0.0.0.255 destination 12.1.1.0 0.0.0.255 

# Display the ACL information locally configured on GMs. 
<Sysname> display gdoi gm acl local 

Group Name: abc 

  ACL Configured Locally: 

    IPsec Policy Name: gdoi-group1 

      ACL Identifier: 3001 

        rule 0 deny ip source 10.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 

Table 13 Command output 

Field Description 

Group Name GDOI GM group name. 

rule 0 permit ip Indicates that IPsec protects any IP packets. 

rule 1 permit ip source 12.1.1.0 0.0.0.255 
destination 12.1.1.0 0.0.0.255 

Indicates that IPsec protects IP packets whose source 
and destination addresses are within subnet 
12.1.1.0/24. 

rule 0 deny ip source 10.1.1.0 0.0.0.255 
destination 10.1.1.0 0.0.0.255 

Indicates that IPsec does not protect IP packets whose 
source and destination addresses are within subnet 
10.1.1.0/24. 

 

display gdoi gm ipsec sa 
Use display gdoi gm ipsec sa to display IPsec SA information obtained by GMs. 

Syntax 
display gdoi gm ipsec sa [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 
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Parameters 
group group-name: Displays IPsec SA information obtained by GMs of a GDOI GM group. The 
group-name argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If 
you do not specify this option, the command displays IPsec SA information obtained by all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display IPsec SA information obtained by all GMs. 
<Sysname> display gdoi gm ipsec sa 

SA created for group abc: 

    Interface Ethernet0/0; 

    Interface Ethernet0/1: 

      IPsec SA: 

        SPI: 0x9AE5951E(2598737182) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 12 

        Anti-replay detection: Disabled 

 

SA created for group hh: 

    Interface Ethernet0/0; 

    Interface Ethernet0/1: 

      IPsec SA: 

        SPI: 0xDCC66F7B(3703992187) 

        Transform: ESP-ENCRYPT-AES-128 ESP-AUTH-SHA1 

        SA timing: 

          remaining key lifetime (sec): 190 

        Anti-replay detection: Disabled 

Table 14 Command output 

Field Description 

Interface Name of the interface bound to the IPsec SA. 

Transform Transform set. 

remaining key lifetime (sec) Remaining lifetime of the IPsec SA, in seconds. 

anti-replay window size(time based) 
Time-based anti-replay window size, in seconds. This 
field is displayed only when anti-replay detection is 
enabled. 

anti-replay window size(counter based) 
Traffic-based anti-replay window size: 32, 64, 128, 256, 
512, or 1024, in packets. This field is displayed only 
when anti-replay detection is enabled. 
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display gdoi gm members 
Use display gdoi gm members to display brief information about GMs. 

Syntax 
display gdoi members [ group group-name ] gm [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Displays the brief GM information of a GDOI GM group. The group-name 
argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you do not 
specify this option, the command displays information about brief information about all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display brief information about all GMs. 
<Sysname> display gdoi gm members 

Group Member Information For Group GDOI-GROUP1: 

  IPsec SA Direction         : Both 

 

  Group Member               : 80.1.1.1 

    VPN instance             : vpn1 

    Registration status      : Registered 

    Registered with          : 90.1.1.1 

    Re-register in           : 308 sec 

    Succeeded registrations  : 1131 

    Attempted registrations  : 1139 

    Last rekey from          : 90.1.1.1 

    Last rekey seq num       : 3 

    Multicast rekeys received: 1 

    Allowable rekey cipher   : Any 

    Allowable rekey hash     : Any 

    Allowable transform      : Any 

Table 15 Command output 

Field Description 

IPsec SA Direction IPsec SA direction: Both or Inbound (not supported at 
present). 

Group Member IP address of the GM. 
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Field Description 

VPN instance VPN instance name of the MPLS L3VPN to which the 
GM belongs. 

Registration status Registration status: Registered, Registering, or Not 
registered. 

Registered with IP address of the KS with which the GM registers. 

Re-register in Period of time after which the GM re-registers with a KS.

Succeeded registrations Number of successful registrations. 

Attempted registrations Number of registration attempts. 

Last rekey from The KS from which the GM receives the last rekey 
message. 

Last rekey seq num Sequence number of the last received rekey message.

Multicast rekeys received 
Number of multicast rekeys received. This field is 
displayed only when the GDOI GM group is a multicast 
group. 

Unicast rekeys received 
Number of unicast rekeys received. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Rekey ACKs sent 
Number of rekey ACK messages sent. This field is 
displayed only when the GDOI GM group is a unicast 
group. 

Rekey received ( hh:mm:ss) The field is displays when a rekey is received. It 
indicates the key lifetime after the rekey operation. 

Rekey received This field is displayed when no rekey is received. The 
value for this field is None. 

Allowable rekey cipher The rekey encryption algorithm that the GM allows. Any 
indicates that the GM allows all encryption algorithms. 

Allowable rekey hash The rekey hash algorithm that the GM allows. Any 
indicates that the GM allows all hash algorithms. 

Allowable transform The rekey transform mode that the GM allows. Any 
indicates that the GM allows all transform modes. 

 

display gdoi gm pubkey 
Use display gdoi gm pubkey to display the public key information received by GMs. 

Syntax 
display gdoi gm pubkey [ group group-name ] [ | { begin | exclude | include } regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
group group-name: Displays the public key information received by GMs of a GDOI GM group. The 
group-name argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If 
you do not specify this option, the command displays the public key information received by all GMs. 
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|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display the public key information received by all GMs. 
<Sysname> display gdoi gm pubkey 

Group Name: GDOI-GROUP1 

  KS IPv4 Address: 90.1.1.1 

  Conn-ID: 2044    My Cookie: 7C9CB398    His Cookie: 4E54C7EA 

  Key Data: 

    30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00BB0F5B 

    6B5788E7 6220C0C1 C4BCAAD7 D81322FF 7DB9436E 46E308DA D589243B 64946D2D 

    FC502F64 7F38DDF5 E999F8F7 4A247508 9AF7765B F0B080AC 11CC08E4 B48A976F 

    D3721818 B66201F0 BD1987BE DD28D533 C38E7D42 939D2B71 3FAAA17A 128DF862 

    E45C531D A0C8593E D7D602E9 7A7E675A 94AF6B25 2972CF85 94E601BD 19020301  

    0001 

Table 16 Command output 

Field Description 

Group Name GDOI GM group name. 

Conn-ID ID of the rekey SA. 

My Cookie Local cookie of the rekey SA. 

His Cookie Peer cookie of the rekey SA. 
 

display gdoi gm rekey 
Use display gdoi gm rekey to display rekey information for GMs. 

Syntax 
display gdoi  gm rekey [ verbose ] [ group group-name ] [ | { begin | exclude | include } 
regular-expression ] 

Views 
Any view 

Default command level 
1: Monitor level 

Parameters 
verbose: Displays the detailed rekey information of GMs. If you do not specify this keyword, the 
command displays the brief rekey information of GMs. 

group group-name: Displays rekey information for GMs of a GDOI GM group. The group-name 
argument is the GDOI GM group name, a case-sensitive string of 1 to 63 characters. If you do not 
specify this option, the command displays rekey information for all GMs. 

|: Filters command output by specifying a regular expression. For more information about regular 
expressions, see Fundamentals Configuration Guide. 
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begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 
# Display brief rekey information of all GMs. 
<Sysname> display gdoi gm rekey 

Group Name: abc (Unicast) 

  Number of rekeys received (cumulative)       : 9 

  Number of rekeys received after registration : 9 

  Number of rekey ACKs sent                    : 105 

 

Group Name: 123 (Multicast) 

  Number of rekeys received (cumulative)       : 9 

  Number of rekeys received after registration : 9 

  Multicast destination address                : 239.192.1.190 

 

# Display detailed rekey information of all GMs. 
<Sysname> display gdoi gm rekey verbose 

Group Name: GDOI-GROUP1 (Multicast) 

  Number of rekeys received (cumulative)       : 1904 

  Number of rekeys received after registration : 889 

  Multicast destination address                : 239.192.1.190 

 

Rekey (KEK) SA Information: 

            Destination     Source            Conn-ID  My Cookie  His Cookie 

New       : 239.192.1.190   90.1.1.1          9646     14406D26   8C58E504 

Current   : 239.192.1.190   90.1.1.1          9646     14406D26   8C58E504 

Previous  : ---             ---               ---      ---        --- 

 

Table 17 Command output 

Field Description 

Group Name GDOI GM group name. 

Unicast Indicates the rekey transport type is unicast. 

Multicast Indicates the rekey transport type is multicast. 

Multicast destination address Multicast destination address of the rekey messages. 

Rekey (KEK) SA information SA that protects the rekey messages. 

Destination Destination IP address of the rekey SA. 

Source Source IP address of the rekey SA. 

Conn-ID ID of the rekey SA. 

My Cookie Local cookie of the rekey SA. 

His Cookie Peer cookie of the rekey SA. 

New Information about the new rekey SA. 
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Field Description 

Current Information about the currently used rekey SA. 

Previous Information about the rekey SA used last time. 
 

gdoi gm group 
Use gdoi gm group to create a GDOI GM group and enter GDOI GM group view. 

Use undo gdoi gm group to delete a GDOI GM group. 

Syntax 
gdoi gm group group-name 

undo gdoi gm group group-name 

Default 
No GDOI GM group exists. 

Views 
System view 

Default command level 
2: System level 

Parameters 
group-name: Specifies a name for the GDOI GM group, a case-sensitive string of 1 to 63 characters.  

Usage guidelines 
A GDOI GM group includes the information that the GM uses to register with a KS, such as the group 
ID, KS address, and registration interface. 

The device supports 64 GDOI GM groups at most. 

Examples 
# Create a GDOI GM group named abc, and enter its view. 
<Sysname> system-view 

[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc]  

Related commands 
display gdoi gm 

group 
Use group to specify the GDOI GM group to be referenced by the GDOI IPsec policy. 

Use undo group to remove the GDOI GM group referenced by the GDOI IPsec policy. 

Syntax 
group group-name 

undo group  

Default 
A GDOI IPsec policy does not reference any GDOI GM group. 

Views 
GDOI IPsec policy entry view 
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Default command level 
2: System level 

Parameters 
group-name: Specifies the name of a GDOI GM group, a case-sensitive string of 1 to 63 characters. 
The group must have existed. 

Usage guidelines 
A GDOI IPsec policy can reference only one GDOI GM group. If you configure this command for 
multiple times, the last configuration takes effect. 

GDOI IPsec policy entries of different GDOI IPsec policies can reference the same GDOI GM group, 
but those of the same GDOI IPsec policy cannot. 

Examples 
# Configure a GDOI IPsec policy entry and enter its view. The IPsec policy name is map and the 
entry sequence number is 1. 
<Sysname> system-view 

[Sysname] ipsec policy map 1 gdoi 

# Reference GDOI GM group abc for the GDOI IPsec policy entry. 
[Sysname-ipsec-policy-gdoi-map-1] group abc 

Related commands 
gdoi gm group 

identity 
Use identity to configure an ID for the GDOI GM group. 

Use undo identity to delete the GDOI GM group ID. 

Syntax 
identity { address ip-address | number number } 

undo identity 

Default 
No ID is configured for a GDOI GM group. 

Views 
GDOI GM group view 

Default command level 
2: System level 

Parameters 
address ip-address: Specifies any valid IPv4 address to identify the GDOI GM group. 

number number: Specifies a number in the range of 0 to 2147483647 to identify the GDOI GM 
group. 

Usage guidelines 
You can configure only one type of ID (either an IP address or a number) for a GDOI GM group. If you 
execute this command multiple times, the most recent configuration takes effect. 

Examples 
# Set the ID of GDOI GM group abc to 123456. 
<Sysname> system-view 
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[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc] identity number 123456 

# Configure the ID of GDOI GM group def as 202.202.202.10. 
<Sysname> system-view 

[Sysname] gdoi gm group def 

[Sysname-gdoi-gm-group-def] identity address 202.202.202.10 

Related commands 
display gdoi gm 

reset gdoi gm 
Use reset gdoi gm to clear GDOI information that GMs downloaded from a KS, including the IKE SA, 
rekey SA, IPsec SA, and ACL, and trigger the GMs to re-register with the KS.  

Syntax 
reset gdoi gm [ group group-name ] 

Views 
User view 

Default command level 
2: System level 

Parameters 
group group-name: Clears the GDOI information of GMs in a GDOI GM group. The group-name 
argument specifies the name of a GDOI GM group, a case-sensitive string of 1 to 63 characters. If 
you do not specify this option, the command displays GDOI information of all GMs. 

Examples 
# Clear the GDOI information of GMs, and trigger the GMs to re-register with the KS. 
<Sysname> reset gdoi 

# Clear the GDOI information of GMs in GDOI GM group abc, and trigger the GMs to re-register with 
the KS. 
<Sysname> reset gdoi gm group abc 

Related commands 
display gdoi gm 

server address 
Use server address to specify the IP address of the KS with which a GM will register itself. 

Use undo server address to delete the specified KS IP address. 

Syntax 
server address ip-address 

undo server address ip-address 

Default 
No KS IP address is specified. 

Views 
GDOI GM group view 

Default command level 
2: System level 
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Parameters 
ip-address: Specifies the IP address of the KS. 

Usage guidelines 
You must specify KSs for GMs in a GDOI GM group. 

A GDOI GM group can have up to eight KS addresses. A GM first sends a registration request to the 
first-specified KS. If the registration does not succeed before the register timer expires, the GM 
registers with other KSs one by one in the order they are configured until the registration succeeds. If 
all registration attempts fail, the GM repeats the registration process. 

Examples 
# Specify two KS addresses, 3.3.3.3 and 3.3.3.4, for GDOI GM group abc. 
<Sysname> system-view 

[Sysname] gdoi gm group abc 

[Sysname-gdoi-gm-group-abc] server address 3.3.3.3 

[Sysname-gdoi-gm-group-abc] server address 3.3.3.4 

Related commands 
display gdoi gm 

New feature: Support for the ibgp and ebgp keywords 
was added to the balanced command 

Configuration guide 
Please refer to 
• Layer 3 - IP Routing Configuration Guide\ BGP Configuration. 
• Layer 3 - IP Routing Configuration Guide\ IPv6 BGP Configuration. 
• IP Multicast Configuration Guide\ MBGP Configuration 
• IP Multicast Configuration Guide\ IPv6 MBGP Configuration 

Command reference 
Please refer to 

• Layer 3 - IP Routing Command Reference \ BGP Command. 

• Layer 3 - IP Routing Command Reference \ IPv6 BGP Command. 

• IP Multicast Command Reference \ MBGP Command 

• IP Multicast Command Reference \ IPv6 MBGP Command 

Modified feature: The maximum interface description 
length is modified into 240 characters 

Change description 
The length of the interface description set by using the description command is modified into 1 to 
240 characters. 
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Command reference 
Please refer to 

Interface Command Reference 

Layer 2 - LAN Switching Command Reference\ Ethernet Link Aggregation Commands 

Layer 2 - LAN Switching Command Reference\ VLAN Commands 

Layer 2 - WAN Command Reference\ ATM Commands 

Layer 2 - WAN Command Reference\ PPP Commands 

Layer 2 - WAN Command Reference\ HDLC Commands 

Modified feature:The user must pass 
keyboard-interactive authentication 

Feature change description 
The keyboard-interactive authentication mode is added. 

Configuring an SSH user 

If the authentication method is publickey, you must perform the procedure in this section. 

If the authentication method is password or password-publickey, you must configure a local user 
account by using the local-user command for local authentication, or configure an SSH user 
account on an authentication server, for example, a RADIUS server, for remote authentication. For 
more information about the local-user command, see Security Command Reference.  

If the authentication method is password, you do not need to perform the procedure in this section to 
configure them unless you want to use the display ssh user-information command to display all 
SSH users, including the password-only SSH users, for centralized management. 

Configuration guidelines 
• You can set the service type to Stelnet, SFTP, or SCP. 
• You can enable one of the following authentication modes for the SSH user: 

 Password—The user must pass password authentication. 
 Publickey authentication—The user must pass publickey authentication. 
 Password-publickey authentication—As an SSH2.0 user, the user must pass both 

password and publickey authentication. As an SSH1 user, the user must pass either 
password or publickey authentication. 

 Keyboard-interactive—The user must pass keyboard-interactive authentication. 
 Any—The user can use password authentication, publickey authentication, or 

keyboard-interactive authentication. 
• All authentication methods, except password authentication and keyboard-interactive 

authentication, require a client's host public key or digital certificate to be specified.  
 If a client directly sends the user's public key information to the server, the server must 

specify the client's public key and the specified public key must already exist.  
 If a client sends the user's public key information to the server through a digital certificate, 

the server must specify the PKI domain for verifying the client certificate. For more 
information about configuring a PKI domain, see "Configuring PKI." To make sure the 
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authorized SSH users pass the authentication, the specified PKI domain must have the 
proper CA certificate. 

• If the authentication method is publickey or password-publickey, the command level 
accessible to the user is set by the user privilege level command on the user interface. If the 
authentication method is password, the command level accessible to the user is authorized by 
AAA. 

• SSH1 does not support SFTP or SCP. For an SSH1 client, you must set the service type to 
stelnet or all. 

• For an SFTP SSH user, the working folder depends on the authentication method: 
 If the authentication method is password, the working folder is authorized by AAA. 
 If the authentication method is publickey or password-publickey, is used, the working 

folder is set by using the ssh user command. 
• If you change the authentication mode or public key for an SSH user that has logged in, the 

change takes effect only at the next login of the user. 

To configure an SSH user and specify the service type and authentication method: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create an SSH user, 
and specify the service 
type and authentication 
method. 

• Create an SSH user, and specify the service 
type and authentication method for Stelnet 
users: 
ssh user username service-type stelnet 
authentication-type { password | 
keyboard-interactive | { any | 
password-publickey | publickey } assign 
{ pki-domain pkiname | publickey 
keyname } } 

• Create an SSH user, and specify the service 
type and authentication method for all users, 
SCP or SFTP users: 
ssh user username service-type { all | scp | 
sftp } authentication-type { password | 
keyboard-interactive | { any | 
password-publickey | publickey } assign 
{ pki-domain pkiname | publickey keyname } 
work-directory directory-name } 

Use either command.

 

Command reference 

Modified command: ssh user 

Use ssh user to create an SSH user and specify the service type and authentication method. 

Use undo ssh user to delete an SSH user. 

Old syntax 
ssh user username service-type stelnet authentication-type { password | { any | 
password-publickey | publickey } assign { pki-domain pkiname | publickey keyname }} 

ssh user username service-type { all | scp | sftp } authentication-type { password | { any | 
password-publickey | publickey } assign { pki-domain pkiname | publickey keyname } 
work-directory directory-name } 

undo ssh user username 



210 

New syntax 
ssh user username service-type stelnet authentication-type { password | keyboard-interactive 
| { any | password-publickey | publickey } assign { pki-domain pkiname | publickey keyname }} 

ssh user username service-type { all | scp | sftp } authentication-type { password | 
keyboard-interactive | { any | password-publickey | publickey } assign { pki-domain pkiname | 
publickey keyname } work-directory directory-name } 

undo ssh user username 

Views 
System view 

Default command level 
3: Manage level 

Parameters 
username: Specifies an SSH username, a case-sensitive string of 1 to 80 characters. 

service-type: Specifies the service type of an SSH user: 
• all: Specifies Stelnet, SFTP, and SCP. 
• scp: Specifies the service type as SCP. 
• sftp: Specifies the service type as SFTP. 
• stelnet: Specifies the service type of Stelnet. 

authentication-type: Specifies the authentication method of an SSH user: 
• password: Specifies password authentication. This authentication method features easy and 

fast encryption, but it is vulnerable. It can work with AAA to implement user authentication, 
authorization, and accounting. 

• keyboard-interactive: Specifies keyboard-interactive authentication. When the client initiates 
an authentication request, the remote authentication server sends the SSH server an 
authentication response with a question. The question is relayed to the client and displayed on 
the client. The user must enter the answer to the question. This question-answer exchange 
might be repeated multiple times until the user provides all required information. Then, the 
remote authentication server returns an authentication success message. This authentication 
method is supported only when the router acts as an SSH server and uses the HWTACACS 
server as the remote authentication server. 

• any: Specifies either password authentication, publickey authentication, or 
keyboard-interactive authentication. 

• password-publickey: Specifies both password authentication and publickey authentication 
(featuring higher security) if the client runs SSH2, and specifies either type of authentication if 
the client runs SSH1. 

• publickey: Specifies publickey authentication. This authentication method has the complicated 
and slow encryption, but it provides strong authentication that can defend against brute-force 
attacks. This authentication method is easy to use. If this method is configured, the 
authentication process completes automatically without the need of entering any password. 

assign: Specifies parameters that are used to verify the client. 
• pki-domain pkiname: Specifies the PKI domain which verifies the client certificate. The 

pkiname argument is a case-insensitive string of 1 to 15 characters. The server uses the CA 
certificate that is saved in the PKI domain to verify one or multiple client certificates without 
saving clients' public keys in advance. 

• publickey keyname: Specifies the public key of the SSH user. The keyname argument 
represents an existing public key to an SSH user, and is a case-sensitive string of 1 to 64 
characters. The server checks the validity of the user through the user's public key that has 
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been locally saved. If the public key file on the client changes, the server needs to update the 
local configuration promptly. 

work-directory directory-name: Specifies the working directory for an SFTP user. The 
directory-name argument is a string of 1 to 135 characters. 

Usage guidelines 
If the SSH server uses publickey authentication, you must create an SSH user account on the device. 
If the SSH server uses password authentication, you do not need to create the user account on the 
device, but you must configure the user account information on the device for local authentication, or 
on the remote authentication server (such as a RADIUS server) for remote authentication. 

If you specify a public key or PKI domain for a user multiple times, the most recent configuration 
takes effect. 

You can change parameters for an SSH user that has logged in, but your changes take effect for the 
user at next login. 

If an SFTP or SCP user has been assigned a public key or PKI domain, it is necessary to set a 
working folder for the user. 

The working folder of an SFTP or SCP user depends on the user authentication method. For a user 
using only password authentication, the working folder is the AAA authorized one. For a user using 
only publickey authentication or using both publickey authentication and password authentication, 
the working folder is the one set by using the ssh user command. 

Examples 
# Create an SSH user named user1, setting the service type as sftp, the authentication method as 
publickey, assigning a public key named key1 to the client, and the work folder of the SFTP server 
as cfa0: 
<Sysname> system-view 

[Sysname] ssh user user1 service-type sftp authentication-type publickey assign publickey 
key1 work-directory cfa0: 

Related commands 
• display ssh user-information 
• pki domain 

Change description 
keyboard-interactive is added. 

Modified feature: Configuring online Layer 3 portal user 
detection 

Feature change description 
This feature is supported by 6604, 6608, 6616,HSR6802,HSR6804 and HSR6808 

icmp is added. 

Configuration Guide 

With online portal user detection enabled on an interface, the device periodically sends probe 
packets (ARP requests) to the portal users on the interface to check whether the portal users are still 
online, to find portal users who get offline without logging off.  
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• If the device receives a reply from a portal user before sending probe packets to the portal user 
for the maximum number of times, it considers that the portal user is online and keeps sending 
probe packets to the portal user.  

• If the device receives no reply from a portal user after sending probe packets to the portal user 
for the maximum number of times, it considers that the portal user is offline and stops sending 
probe packets to the portal user and deletes the user. 

To configure online Layer 3 portal user detection:  
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Configure online Layer 3 
portal user detection. 

access-user detect type { arp| 
icmp } retransmit number 
interval interval [ idle-time 
idletime ] 

Not configured by default. 

 

 NOTE: 
Adjust the maximum number of transmission attempts and the interval of sending probe packets 
according to the actual network conditions. 

 

Command reference 

Modified command:access-user detect 

Use access-user detect to configure the online portal user detection function. 

Use undo access-user detect to restore the default. 

Old syntax 
access-user detect type arp retransmit number interval interval 

undo access-user detect 

New syntax 
access-user detect type { arp | icmp } retransmit number interval interval [ idle-time idletime ] 

undo access-user detect 

Default 
The portal user detection function is not configured on an interface. 

Views 
Interface view 

Default command level 
2: System level 

Parameters 
type arp: Uses ARP requests as probe packets. 

type icmp: Uses ICMP requests as probe packets. 

retransmit number: Specifies the maximum number of times the device sends probe packets to a 
user before it receives a reply from the user. If this number is reached but the device still receives no 
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reply from the portal user, the device considers that the portal user offline and logs out the user. The 
value for the number argument ranges from 2 to 5. 

interval interval: Specifies the interval for sending probe packets, in the range of 5 to 120, in 
seconds. 

idle-time idletime: Specifies the user idle timeout. If the interface receives no user traffic within the 
configured idle time, the specified probe begins. The value range for the idletime argument is 1 to 
600 minutes, and the default is 3 minutes. 

Usage guidelines 
When this function is configured on an interface, the interface starts a probe timer. If the interface has 
not received packets from a portal user when the probe timer expires, the device sends probe 
packets to the portal user. If the device has not received a reply from the portal user when the 
maximum number of probes is reached, the device logs off the portal user. If the device receives a 
reply from the portal user before the maximum number of probes is reached, it stops sending probe 
packets and restarts the probe timer. The device repeats the process to detect whether portal users 
are online. 

Cross-subnet portal authentication does not support ARP probe. For cross-subnet portal 
authentication, use ICMP probe. For direct and re-DHCP portal authentication, Hewlett Packard 
Enterprise recommends that you use ARP probe. 

Examples 
# Configure the portal user detection function on interface GigabitEthernet 3/0/1, specifying the 
probe packets as ARP requests, maximum number of probe attempts as 3, and probe interval as 10 
seconds. 
<Sysname> system-view 

[Sysname] interface gigabitethernet3/0/1 

[Sysname-GigabitEthernet3/0/1] access-user detect type arp retransmit 3 interval 10 

Change description 
icmp is added,option idle-time idletime is added. 
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HP HSR6800-CMW520-R3103P05  
None. 
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HP HSR6800-CMW520-R3103P04  

New feature: Configure the MP sort buffer size factor 

Configuring of the MP sort buffer size factor 
When MP is used, the received packets may be out of order. The sort buffer is used to re-sort 
packets. The sort buffer size is a trade-off between re-sorting effect and delay. A large sort buffer 
brings good re-sorting effect but increases delay. For voice packets, the transmission delay should 
be minimized. 

To Configure the MP sort buffer size factor. 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a VT interface and enter VT 
interface view. 

interface virtual-template 
number N/A 

3. Configure the MP sort buffer size 
factor. ppp mp sort-buffer-size size 

Optional. 
1 by default. 
The MP sort buffer size = 
The number of channels in 
the current MP bundle × 
size. 

 

Command reference 
 

ppp mp sort-buffer-size 

Use ppp mp sort-buffer-size to configure the MP sort buffer size factor. The MP sort buffer size = 
the number of channels in the current MP bundle × size. You can use the display ppp mp command 
to view the member channels in an MP bundle. If the calculated MP sort buffer size is 20, the MP sort 
buffer can sort 20 packets.  

Use undo ppp mp sort-buffer-size to restore the default.  

Syntax 
ppp mp sort-buffer-size size 

undo ppp mp sort-buffer-size 

Default 
The MP sort buffer size factor is 1. 

Views 
VT interface view, MP-group interface view 

Default command level 
2: System level 

Parameters 
size: MP sort buffer size factor, ranging from 1 to 64. 
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Usage guidelines 
When MP is used, the received packets may be out of order. The sort buffer is used to re-sort 
packets. The sort buffer size is a trade-off between re-sorting effect and delay. A large sort buffer 
brings good re-sorting effect but increases delay. For voice packets, the transmission delay should 
be minimized.  

Examples 
# Configure the MP sort buffer size factor as 64.  
<Sysname> system-view 

[Sysname] interface virtual-template 0 

[Sysname-Virtual-Template0] ppp mp sort-buffer-size 64 
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	201409150170
	201409050477
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	201408280235
	201405080311
	201408060786
	201408060364
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	201408060774
	201408010292
	201408210124
	201408070458

	Resolved problems in CMW520-R3303P10
	201406240700
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	201407020133

	Resolved problems in CMW520-R3303P09
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	Resolved problems in CMW520-R3303P08
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	Resolved problems in CMW520-R3303P07
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	201404140429
	201404140427
	201404150291
	201405230252
	201405070375
	201405070422
	201404290357
	a. Configure an IRF port.
	b. Reboot the router.
	c. Insert fiber modules and fiber cables to IRF physical ports.
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	Resolved problems in CMW520-R3303P06
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	Resolved problems in CMW520-R3303P05
	201403030052

	Resolved problems in CMW520-R3302P02
	Resolved problems in CMW520-R3302P01
	201311280390
	201312110004

	Resolved problems in CMW520-R3302
	201310250291
	201310250096
	201310290449
	201311060522
	201310210222
	201310230355
	201310230269
	201310240312
	201311250384

	Resolved problems in CMW520-E3201P03
	Resolved problems in CMW520-R3103P05
	RTD067648
	RTD067605
	RTD066941

	Resolved problems in CMW520-R3103P04
	RTD067155
	RTD066547
	RTD066374

	Resolved problems in CMW520-R3103P02
	RTD066142
	RTD066144
	RTD066403
	RTD066507
	RTD066571

	Resolved problems in CMW520-R3103P01
	RTD065718
	RTD066128
	RTD065758

	Resolved problems in CMW520-R3103
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